
 



 
 

 

 

www.shankariasacademy.com   |   www.iasparliament.com 

 

2 

 

I N D E X 
 

IDSA – DECEMBER 2018 

 

 

1. China’s Political Pressures and India’s Opportunity ............................................. 3 

2. India-Maldives relations ........................................................................................ 5 

3. India’s neighborhood strategy ............................................................................... 6 

4. India's Neighborhood and Bangladesh .................................................................. 7 

5. Indo-ASEAN Relations .......................................................................................... 9 

6. BIMSTEC Cyber Security Co-operation ................................................................ 11 

7. Regulating Cyber Space ....................................................................................... 12 

8. The Paris Call Agreement .................................................................................... 14 

9. Deepening India- Gulf Ties .................................................................................. 16 

10. Terrorizations Posed by Boko Haram ................................................................ 17 

 



 
 

 

 

www.shankariasacademy.com   |   www.iasparliament.com 

 

3 

IDSA – DECEMBER 2018 

 

1. CHINA’S POLITICAL PRESSURES 

AND INDIA’S OPPORTUNITY  

What is the issue? 

China is facing an odd political clout under 

President Xi jingping, which has relevance 

for India. 

What is odd nature of china’s political 

system? 

 Chinese Present Xi introduced 

reforms to transform the very culture 

his Party (CPC), especially its 

leadership, management and power 

structure.  

 Xi continued to centralize power to 

prevent threats to his position from 

powerful constituencies opposed to his 

reforms.  

 Due to this political opposition in the 

Chinese system is one of the lesser-

known complexities.  

 Apart from this the Chinese authorities 

curb disadvantaged groups, such as 

military pensioners, rights activists, 

lawyers, intellectuals, etc, to coalesce 

into an effective opposition.  

 There is a widespread restrictions on 

freedom of speech and threatened 

punitive actions against the 

bureaucracy. 

What approaches are used to control 

political system?  

 Xi uses the approach of massive 

political education to make CPC cadres 

conform to his policies and use 

disciplinary actions to punish the 

unwilling. 

 The anti-corruption investigations were 

pursued to break the symbiotic 

relationship between big business and 

politicians and introduce 

accountability at the management 

level.  

 For Xi, unrelenting corruption within 

the Party had allowed members to 

amass massive wealth through bribery 

from businesses intending to curry 

favor for contracts or influence. 

 It is equally true that Xi used these 

well-intentioned policies to purge many 

political opponents. 

 Xi and his supporters derive their 

legitimacy from being sons of the 

founding fathers of the revolution, 

known as “second-generation red” 

 Many of those targeted by Xi are 

children of high-level officials who have 

benefitted from China‟s economic 

success, called “second-generation 

government officials.  

What are the reason behind such policy 

measures? 

 Xi and his base believe that market 

forces should decide supply and 

demand, meaning that the economic 

growth should not be determined by 

corrupt officials and vested interests 

that benefit from maintaining the 
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existing production method, which has 

resulted in overproduction of goods in 

backdrop of slowing global demand 

and saturation in the real estate 

market.  

 Xi wants to resolve this by micro-

managing the economy and 

strengthening party ideology through 

his anti-corruption drive, whereas 

others believe that China should 

continue to reform the market and its 

political system. 

 These reforms could be in breaking the 

monopoly of SOEs, protecting private 

entrepreneurs, enabling the Chinese 

public to address their social 

grievances through legal measures, 

and fundamentally reducing the role of 

state in economic decisions. 

 Xi and his base believes that bringing 

these reforms without strengthening 

ideology and control of the CCP central 

authority would be the road to Western 

interference, leading to societal 

instability and corrupt practices.  

What are repercussions of such moves?  

 While Xi has attempted to reorganize 

the Party under a „unified and 

centralized leadership‟, his power is 

neither permanent nor absolute.  

 Due to the politics of transformation in 

China, Xi would engage in intense 

diplomatic and economic engagement 

to offset his critics and worsening 

trade war with the US.  

 Xi cannot escape systemic resistance 

unless he succeeds in further 

economic growth and success. 

 Any wide-scale oppression would also 

bring resistance within the Chinese 

society who are used to loosening 

central government control after 

economic liberalization and moved 

away from Mao‟s political excesses.  

 These are already visible in the 

resistance in elite universities, where 

students are supporting workers‟ 

rights and opposing repressive policies. 

What is the relevance of this scenario for 

India?  

 India must understand that Xi‟s 

policies have led to a huge disruption 

in Chinese politics.  

 Thus there is a need to close the 

perception gap in India‟s assessment of 

the state of Chinese politics, to 

distinguish between transformation 

and conflict and respond accordingly. 

 India should leverage the Chinese need 

for deeper political engagement and 

explore possibilities for concessions of 

political nature from China. 

 At the same time, India should be wary 

of bilateral tensions being used as a 

stepping stone by various factions 

jostling for power in Chinese politics.  

 Also, India should engage various 

centers of power in China by initiating 

dialogue with relevant political, 

bureaucratic organizations and 

provincial governments. 
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2. INDIA-MALDIVES RELATIONS 

Why in news? 

The President of Maldives made a three-day 

visit to India recently. 

What are the points of engagement? 

 Aligning policies - „India-First‟ Policy 

has been re-affirmed by Maldives, thus 

committing to working together closely 

with India. 

 India has announced a financial 

assistance package of $1.4 billion in 

the form of budgetary support, 

currency swap agreements and 

concessional lines of credit under its 

'Neighbourhood-First‟ Policy. 

 Maritime co-operation - Both sides 

agreed to strengthen cooperation to 

enhance maritime security in IOR 

through coordinated patrolling and 

aerial surveillance, exchange of 

information and capacity building. 

 Terrorism - Both sides reaffirmed 

their support for increased 

cooperation in combating terrorism in 

all its forms and manifestations both 

within the region and elsewhere. 

 P-2-P relations - The Maldives is one 

of the very few countries with which 

India has a visa-free arrangement. 

 This is important in facilitating 

people-to-people exchanges and travel 

between the two countries.   

 Climate change - Both sides agreed 

on the importance of combating the 

impact of climate change, especially 

detrimental to developing countries, 

and small island developing states. 

 They agreed on the need to work 

towards strengthening the global 

response to climate change, through 

the UNFCCC and the Paris 

Agreement. 

 Institutional reform - The voice and 

participation of developing countries 

in multilateral financial institutions 

has to be enhanced. 

 Maldives reiterated support for India's 

candidature for permanent 

membership of an expanded and 

reformed UN Security Council. 

 It has also supported India's 

candidature for a non-permanent seat 

for the year 2020-21. 

 Trade - India has noted the 

expanding opportunities for Indian 

companies to invest in the Maldives to 

boost trade ties. 

What would be the impact of China 

factor in Indo-Maldives ties? 

 The Maldives has maintained a close 

relationship with China, especially in 

financial terms, under its previous 

government.  

 It has welcomed Chinese money for 

major infrastructure projects and has 

also signed free trade agreement (FTA) 

with china. 

 This has ignored political moderation 

and closer security ties with India. 

 However, it is now estimated that 

China‟s loans to the Maldives total at 
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least $1.3 billion, or a quarter of 

Maldives‟ gross domestic product. 

 Hence the new Maldivian government 

is looking to India for more budgetary 

support to overcome the crisis and to 

help meet its development goals. 

 Maldives is also planning to revise the 

FTA with China. 

How India can handle this scenario?  

 Apart from the India-First policy of 

Maldives, China will continue to play 

an important role as an economic 

partner. 

 However, India‟s role will be critical in 

determining the trajectory of political 

developments in the Maldives. 

 India‟s patient handling of the 

Maldives crisis over the last few years 

has positioned it well.   

 By coordinating its response with 

other like-minded regional and extra-

regional players, India should 

underscore the options available to 

the Maldives if it decides to move 

away from China. 

 The more India invests in 

strengthening democratic institutions 

in its neighborhood, the better returns 

it will get in its foreign policy. 

3. INDIA’S NEIGHBORHOOD 

STRATEGY 

What is the issue? 

India needs to have a coherent and long-

term vision for the neighborhood to work 

towards South Asian integration. 

 

What are the prevailing concerns? 

 India is one of the world‟s least 

regionally-integrated major powers 

with the absence of a coherent and 

well-planned regional policy. 

 India was accused of interfering with 

the Constitution-making process in 

Nepal in 2015 and also trying to 

influence recent electoral outcomes in 

Sri Lanka. 

 On the Rohingya refugees, India‟s 

approach goes against its traditional 

practice and it also suffer from lack of 

a refugee policy. 

 Also, the relationship with Pakistan 

continues to be testy and 

directionless. 

 India also has a long record of not 

following up on its promises to its 

neighbors. 

 India, thus, needs to have a coherent 

and consistent strategy to deal in its 

neighborhood. 

What should be done? 

 South Asia is the least integrated 

region in the world because of the 

weak economic linkages among the 

countries of the region. 

 Regional Trade - India needs to 

frame better regional trading 

arrangements. 

 The long „sensitive lists‟ maintained by 

South Asian countries are a major 

impediment in the implementation of 

the South Asian Free Trade Area 

(SAFTA). 
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 Each member country has a „sensitive 

list‟ on goods that are exempt from 

tariff concessions (not eligible for 

lower import tariffs). 

 These sensitive lists remain long and 

hence India should persuade its 

neighbors to reduce the number of 

items on such lists. 

 Soft power - In the case of regional 

infrastructure projects, China is at a 

clear advantage than India. 

 Hence India must invest where China 

falls short, especially at the level of 

institution-building and in soft power 

promotion. 

 India could expand the scope and 

work of the South Asian University 

(SAU), including by providing a proper 

campus and ensuring that its 

students get research visas to India 

without much hassle. 

 If properly utilized, the SAU can 

become a point for regional 

integration. 

 Focusing on Border States - Several 

of India‟s Border States have the 

capacity to engage in trading 

arrangements with neighboring 

countries. 

 This should be made easier by the 

government by way of constructing 

border infrastructure and easing 

restrictions on such border trade. 

 Multilateral engagements - India 

prefers bilateral engagements in the 

region rather than deal with neighbors 

on multilateral forums. 

 However, there should be more 

attempts at forging multilateral 

arrangements, including by 

resurrecting the SAARC. 

 India should also look at other 

possible areas of convergence, 

including counter terrorism, regional 

trade and infrastructure development 

in the multilateral fora. 

 This would help India to have a 

coherent and long-term vision for its 

neighborhood. 

4. INDIA'S NEIGHBORHOOD AND 

BANGLADESH 

What is the issue? 

The outcome of the NRC exercise has 

implications for India‟s ties with Bangladesh. 

Why is Bangladesh significant for India? 

 According to the latest available 

Bangladesh government estimates of 

2009, more than 500,000 Indians 

were working in Bangladesh. 

 More recently, Bangladesh was 

reported to be among the highest 

source of remittances to India, behind 

the UAE, the U.S., Saudi Arabia, 

Qatar and the U.K. 

 Many Indian citizens are securing 

employment opportunities in 

Bangladesh through MNCs, NGOs and 

trading activities. 

 Most of them are employed in 

advantageous jobs in Bangladesh 

while Bangladeshis in India are 

largely employed in low-paying jobs. 
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 More importantly, it is to be noted 

that there are legal as well as illegal 

Indian immigrants in Bangladesh too. 

What is the tussle? 

 The government maintains that the 

NRC is an administrative task 

overseen by the Supreme Court, and 

not a political one. 

 However, some members of the ruling 

party have been making hateful anti-

migration and anti-Bangladeshi 

comments. 

 This reflects poorly on the prevalent 

positive relationship between 

Bangladesh and India. 

 Also, Indian PM has assured the 

Bangladesh government that those 

excluded from the NRC will not be 

deported. 

 But Bangladesh has so far been silent 

on the issue, terming it as an „internal 

matter of India‟. 

 Notably, Bangladesh is already at the 

extremes in terms of use of resources 

and manpower to host Rohingya 

refugees. 

 So it would not be acceding to a 

request of taking back Bengali-

speaking Muslims in case deportation 

is initiated. 

 The NRC compilation exercise has 

sparked a debate around its political, 

economic and humanitarian 

consequences. 

 Any deportation of those not in the 

NRC list is not only politically unwise 

but also risk inciting unrest across 

the region. 

How is India's 'Neighborhood First' policy 

performing? 

 The „Neighborhood First‟ policy of the 

Government of India seems to be 

undergoing a transformation in the 

recent period. 

 Nepal - Nepal, once a time-tested ally 

of India, has tilted towards China. 

 This is particularly since the 2015 

Nepal blockade barring the entry of 

fuel, medicine and other vital 

supplies. 

 Nepal now has been given access to 

four Chinese ports at Tianjin, 

Shenzhen, Lianyungang and 

Zhanjiang. 

 This is in addition to access to its dry 

(land) ports at Lanzhou, Lhasa and 

Xigatse, as well as roads to these 

facilities. 

 These seem to be ending India‟s 

monopoly to Nepal's trading routes. 

 Bhutan - The India-Bhutan 

relationship has also been strained. 

 This is witnessed ever since India 

temporarily withdrew subsidies on 

cooking gas and kerosene in 2013, 

constraining bilateral ties. 

 The Doklam stand-off of 2017 

reinforced Bhutan‟s scepticism 

towards Chinese expansionist plans 

across the region. 

 Simultaneously, this landlocked 

kingdom has been underlining its 

aspiration to affirm its sovereignty. 
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 E.g. it has stepped out of India‟s 

diplomatic influence, as evidenced by 

its withdrawal from BBIN 

(Bangladesh-Bhutan-India-Nepal) 

motor vehicles agreement 

 Bangladesh - With China making 

inroads into South Asia and India‟s 

backyard, Bangladesh has been the 

most trusted ally of India. 

 On the security front, it has 

cooperated in India‟s crackdown on 

insurgents. 

 With close cooperation with Border 

Guard Bangladesh (BGB), a number 

of training places and hideouts of 

these insurgents (in Bangladesh) has 

been reduced to almost zero. 

 Annual bilateral trade is set to cross 

the $9 billion mark, making it India‟s 

biggest trading partner in South Asia. 

 In addition, Bangladesh has facilitated 

connectivity with the Northeast by 

allowing the use of Chittagong and 

Mongla ports. 

 However, the following issues remain 

unresolved, being irritants in the 

relationship - 

1. Teesta water-sharing issue 

2. Non-tariff barriers on Bangladeshi 

exports 

3. Border killings 

4. Others - The India-China power 

play has also cast its shadow over 

Sri Lanka and the Maldives in the 

last few years. 

 

 

5. INDO-ASEAN RELATIONS  

Why in news? 

Indian PM has participated in various events 

that emphasized ASEAN-Indian ties.  

What is the Significance of ASEAN 

grouping? 

 ASEAN is a regional grouping of 10 

countries: Brunei, Cambodia, 

Indonesia, Laos, Malaysia, Myanmar, 

the Philippines, Singapore, Thailand 

and Vietnam. 

 At first glance, it might seem like a 

group of still-developing countries, 

but, as a whole, ASEAN is a 

powerhouse.  

 If it were a country, ASEAN would be 

the world's fifth-largest economy. 

 According IMF ASEAN countries' gross 

domestic products combined to $2.73 

trillion in 2017, putting the group 

ahead of the United Kingdom's 2.63 

trillion and India's $2.61 trillion. 

 

 

 Part of that fast growth is because of 

ASEAN's demographics: It has the 

world's third-largest labor force of 

more than 600 million people. That's 
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behind China and India, but ahead of 

the European Union and the United 

States. 

 The regional group is also set to reap 

a demographic dividend because more 

than half of that population is below 

30 years old. 

What are the areas of India-

ASEANDefense Co-operation?  

 Counter-terrorism - by sharing best 

practices and information, law 

enforcement and capacity building 

(under existing ASEAN-led 

mechanisms). 

 Cyber-security capacity building, 

policy coordination and CBMs, 

including by implementing ASEAN 

Cybersecurity Cooperation Strategy 

and ARF Work Plan on Security of and 

in the Use of Information and 

Communication Technologies; 

 Maritime Cooperation between India 

and ASEAN takes place via existing 

ASEAN-led mechanisms like the 

Expanded ASEAN Maritime Forum 

(EAMF) for the purpose of better 

coordination in search and rescue, to 

prevent and manage 

accidents/incidents at sea in 

accordance with ICAO and IMO 

guidelines. 

 India actively participates in ASEAN-

led mechanisms to address security 

challenges (both traditional and non-

traditional).  

 This includes the ASEAN Regional 

Forum (ARF), ASEAN PMC+1 with 

India, East Asia Summit (EAS), ASEAN 

Defense Ministers‟ Meeting Plus 

(ADMM-Plus), ASEAN-India Senior 

Officials‟ Meeting and ASEAN-India 

Joint Cooperation Committee.  

 In addition, it participates in other 

sub-regional forums like Bay of Bengal 

Initiative for Multi-sectoral Technical 

and Economic Cooperation (BIMSTEC), 

and the Mekong-Ganga Cooperation 

(MGC) forum.  

What is the status Indo-ASEAN of 

economic co-operation? 

 India‟s strength lies in its services 

sector, the ratification process of the 

Agreement on Trade in Services under 

the Framework Agreement on 

Comprehensive Economic Cooperation 

between ASEAN and India is already 

completed.  

 The aim of the agreement is to “fully 

tap the potential, offered by the vast 

markets of ASEAN and India through 

the effective implementation of the 

ASEAN-India Free Trade Area, and the 

operationalization of the ASEAN-India 

Trade and Investment Centre.”  

 Once the India-Myanmar-Thailand 

Trilateral Highway Project is 

completed, it could be extended to 

Cambodia, Laos, and Vietnam. 

Economic Research Institution (ERIA), 

Jakarta is expected to undertake a 

feasibility study on this extension.  

 India has emphasized the importance 

of trade and investment in enhancing 
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prosperity and security of the Indo-

Pacific.  

What are the challenges before ASEAN?  

 ASEAN is faced with many new 

challenges, the region is faced with the 

US-China trade war (although the 

prevailing tension may have cooled 

following the Trump-Xi meeting at G-

20). 

 The leadership within ASEAN also 

presents a challenge.  

 The problem is further compounded by 

the fact that Thailand has not 

remained untouched by Chinese 

influence and is coping with its own 

internal democratic transition.  

 After Thailand, it will be Vietnam‟s 

turn to play a more proactive role given 

the fact that Vietnam has faced 

continuous Chinese threats to its 

sovereignty in the South China Sea. 

6. BIMSTEC CYBER SECURITY CO-

OPERATION 

Why in news? 

BIMSTEC countries hold the first conference 

on cyber security cooperation, in New Delhi. 

What is the cyber penetration in 

BIMSTEC nations? 

 The Bay of Bengal Initiative for Multi-

Sectoral Technical and Economic 

Cooperation (BIMSTEC) is a regional 

grouping of seven countries i.e. 

Bangladesh, Bhutan, India, Myanmar, 

Nepal, Sri Lanka and Thailand that lie 

in the littoral and adjacent regions of 

the Bay of Bengal.  

 BIMSTEC region is witnessing an 

exponential growth in internet usage 

and mobile telephony with social 

media, especially Facebook, having its 

largest user base from the region 

 BIMSTEC countries account for nearly 

one fourth of the global internet 

population which is likely to grow in 

the near future.  

 The BIMSTEC countries also have the 

largest share of social media users in 

the world.  

 Nearly 23% of active social media users 

(735 Million) are from the region.  

What are the vulnerabilities with 

increased cyber reliability?  

 BIMSTEC region is at the cusp of a 

major internet and mobile telephony 

transformation, its poor literacy rates 

make the population susceptible to 

cyber-crime, data thefts, identity 

frauds and propagation of rumors and 

fake news. 

 In recent times cyber-crime has shifted 

from web based attacks to mobile 

phone based attacks as more and more 

people migrate to smart phones for 

carrying out banking, e-commerce and 

other financial transactions.  

 The BIMSTEC region with the largest 

share of mobile phone users in the 

world is particularly susceptible to 

these crimes and frauds primarily due 

to low cyber security posture coupled 

with large population of digital 

illiterates entering the e-commerce and 

digital banking sector for the first time. 
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 The region is likely to witness 

unauthorized harvesting of private 

digital data being the largest users of 

social media platforms. 

 Thus it is evident that the overall cyber 

security posture of the region is poor 

and much needs to be done towards 

building a safer cyber environment 

which assumes even greater 

importance as the region is moving 

towards greater internet and mobile 

penetration. 

What measures needs to be taken to 

address cyber threats?  

 The BIMSTEC region is witnessing an 

explosive growth in cyber space 

infrastructure coupled with a growing 

number of first-time users of cyber 

space and e-commerce.  

 BIMSTEC countries need to exchange 

of skilled manpower, development of a 

regional cyber eco system and joint 

representation at international internet 

and mobile telephony governance 

councils and bodies.  

 Mass cyber education drives need to be 

undertaken to educate and protect the 

interests of the population especially 

those who will be joining the internet 

and undertaking e-commerce activities 

for the first time.  

 The ICT companies need to recognize 

the immense potential of the BIMSTEC 

region and participate whole heartedly 

in nation building and improving the 

national security environment as a 

whole.  

 Intelligence and law enforcement 

agencies of the BIMSTEC region need 

to seamlessly cooperate with each 

other for intelligence sharing, 

combating crime and maintaining a 

highly resilient and safe cyber 

environment.    

7. REGULATING CYBER SPACE 

What is the issue? 

In recent times Intergovernmental 

organizations are working to create norms in 

cyberspace. 

What are recent initiatives in regulating 

cyberspace? 

 UNGGE - To create norms in 

cyberspace UN Group of Governmental 

Experts (UNGGE) has been 

spearheaded by the United States and 

the Western allies. 

 OEWG - Open-Ended Working Group is 

led by Russia and China, and 

supported by a number of other 

countries. 

 Both UNGGE and OEWG has 

objectives of confidence building and 

capacity building. 

 Global Forum of Cyber Expertise has 

been initiated by the Dutch 

Government, which is solely dedicated 

to cybersecurity capacity building.  

 Other initiatives have included the 

Global Cyber Security Capacity 

Centre in Oxford, which was set up by 

the British Government after the first 

Global Conference on Cyber Space 

(GCCS). 
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 Such initiatives allow countries to 

share experiences and expertise, an 

example being India‟s Cyber 

Surakshit Bharat Initiative which has 

been shared with the GFCE. 

 Apart from this Cyber related issues 

have also been brought before the 

UN‟s Third Committee, which deals 

with social, humanitarian and 

cultural issues.  

 Most recently, Russia initiated a 

resolution on cybercrime, which was 

passed with 88 votes in favor, 55 

against and 29 abstentions.  

What are the objectives of such 

regulations? 

 Confidence building - Globally there is 

an atmosphere of suspicion and 

distrust in responding to cyber-attacks 

and taking appropriate 

countermeasures, to address this issue 

confidence building is being 

emphasized. 

 Capacity building - Capacity building 

revolves around responsibilities of 

“donor‟‟ and recipient‟‟ countries such 

as  the ability of recipient countries to 

absorb and utilize technical 

knowledge, finding sustainable sources 

of funding for capacity building efforts, 

and so on. 

 Within the rubric of capacity building, 

the two most useful components are 

 Maturity Assessments - Maturity 

Assessments serve a variety of 

purposes; they enable benchmarking 

of capabilities, and allow policy makers 

to assess gaps in capabilities and 

decide priorities.  

 While such exercises are being 

continually carried out by 

organizations at the global level, 

carrying out similar exercises at the 

regional level would enable countries 

at a largely similar level of maturity to 

assess requirements more realistically.  

 Simulation Exercises - It is a useful 

way to gauge available expertise, 

inefficiencies in information sharing, 

and other processes, and ultimately 

speed up cyber capacity building in 

countries. 

 This exercise would include cyber 

security response teams, national 

critical infrastructure and government 

agencies, and other stakeholders. 

What should be done? 

 There are dilemmas about traditional 

capacity building, the foremost being 

that „donor” countries have their own 

priorities and perceptions of what they 

should pass on to recipient countries 

which might be completely irrelevant 

to the needs of latter. 

 Consequently, like confidence 

building, capacity building has also 

been viewed with suspicion, seen by 

some as a tool of foreign policy, a 

means to advocate a particular model 

of governance, create market access 

for domestic companies, or promote 

specific technical standards. 

 For a global build-up of cybersecurity, 

capacity building needs to be given 
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much more importance than it has 

received till date.   

 It is also a useful bridge between 

policy makers and practitioners, 

taking a complex subject out of the 

conference room and into the 

operational arena, and enabling each 

to understand the other‟s perspectives 

and constraints. 

8. THE PARIS CALL AGREEMENT  

Why in news? 

“Paris Call for Trust and Security in 

Cyberspace” was initiated in UNESCO 

Internet Governance Forum (IGF) meeting 

held in Paris. 

What is the status of cyber threats in the 

globe? 

 Internet has opened the door to 

myriad opportunities and advances, 

but at the same time made people 

vulnerable to several threats.  

 Events such as Petya/Not Petya and 

Wannacry ransomware attacks have 

not only debilitated institutions and 

caused considerable financial losses. 

 Due to such threats there are serious 

and adverse consequences for the 

international and national security, 

global economy, democratic 

processes, and the security, safety 

and privacy of individuals.  

 The transnational characteristic of 

these threats is a source of grave 

conundrum among the nation states.  

 This has brought to forefront the need 

to have some sort of common rules 

and regulations to govern the 

cyberspace. 

What are the issues with cyber security 

initiatives?  

 The application of international law in 

the cyberspace has itself become a 

major debating point.  

 The United States (US) strongly 

promotes the stated peacetime norms 

especially when it comes to exercising 

the inherent right of self-defense and 

the law of state responsibility, 

including countermeasures in the 

cyberspace. 

  It also stresses on creating a new and 

closed group of Governmental Experts 

(something akin to the UN Committee 

on the Peaceful Uses of Outer Space 

which has guided the adoption of a 

series of treaties and principles).  

 However, both Russia and China 

oppose the US idea of forming a new 

group as they believe that it could be 

an exclusive club driven only by the 

US interest.  

 China does not concur with the 

application of international law in 

general, rather it stresses on the 

importance of sovereignty in the 

cyberspace.  

 Russia on the other hand talks about 

an open ended working group which 

would be more inclusive.  

 Thus, increasing the legitimacy but 

also likely exacerbating the existing 

obstacles to forging consensus on the 

issue.  
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 Russia feels that countermeasures 

may justify the US means of actions 

for hacking and information 

operations.  

What is Paris Call initiative about? 

 Recently The Paris Call for Trust and 

Security in Cyberspace was initiated 

in UNESCO Internet Governance 

Forum (IGF) meeting held in Paris. 

 This high-level declaration on 

“developing common principles for 

securing cyberspace” has the support 

of various major private companies 

and civil society groups.  

 Major principles articulated in the 

Paris Call document talks about 

protecting the integrity and 

accessibility of the internet while 

preventing nefarious activities online 

and building resilience.  

 Interestingly, the Paris Call also 

highlights the importance of “cyber 

hygiene”, a term rarely used in the 

cyber parlance.  

 This can be ensured by following basic 

best practices like regularly changing 

the passwords, updating the software 

as well as the hardware, using 

licensed software, backing up the data 

regularly, etc.  

 Thus, having a routine cyber hygiene 

in place for computers and software is 

beneficial for both “maintenance” and 

“security” of the system. 

 

 

What is the significance of Paris Call?  

 Paris Call presents itself as a new 

“collegial method”, or rather a middle 

ground that would encapsulate not 

only the member states but also 

private entities and the civil society.  

 It could also be seen as an effort to 

end the international deadlock.  

 The fundamental idea behind Paris 

Call has been to further the already 

existing institutions to “limit hacking 

and destabilizing activities” in the 

cyberspace by formulating an all-

encompassing multi-stakeholder 

model that gives due importance to 

the private entities rather than trying 

to establish new institutions. 

 Paris Call is seen as a positive step 

towards finding a middle path 

between Western democracies and 

authoritarian regimes so as to build 

some form of consensus on issues 

pertaining to cyberspace.  

In What areas Paris call lags?  

 Paris Call failed to put in place the 

“compliance” mechanism.  

 It does not require governments or 

corporations legally to adhere to any 

specific principle.  

 Moreover, this agreement failed to 

bring major players on board 

especially the US, China and Russia.  

 This can be attributed to the fact that 

major players want their own interests 

and agendas to be forwarded.  

 Many such initiatives have earlier 

failed to garner popular support 
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across the international community 

due to divided political objectives.  

9. DEEPENING INDIA- GULF TIES  

What is the issue? 

India must adopt an integrated regional 

strategy to maintain strategic ties with Gulf 

nations. 

What is the status of India-Gulf relations 

at present? 

 Energy - The deepening energy 

interdependence is marked by growing 

volumes of energy imports into India 

from gulf nations. 

 There is also the prospect of 

substantive investments from the Gulf 

into the Indian hydrocarbon sector. 

 Diaspora -The number of Indian 

migrant workers in the region stands 

at more than 7 million. 

 Security - The expansion of the 

political engagement between India 

and the Gulf has been matched by the 

growing security cooperation, 

especially on counter-terrorism. 

 India and its Gulf partners are also 

taking tentative steps towards defense 

cooperation. 

What is the significance of gulf nations? 

Saudi Arabia - Saudi Arabia has long 

been a pivotal state in the Gulf region. 

 It is one of the world‟s largest 

petroleum reserves and is capable of 

modulating its oil production. 

 By this, it has played a critical role in 

shaping the world energy markets 

since the 1970s. 

 Also, as the home to Mecca and 

Medina, Saudi Arabia has a unique 

place in the Islamic world. 

 Since the late 1960s, it has exercised 

significant political influence in the 

evolution of the Middle East. 

 UAE - The rise of the UAE, in contrast 

to Saudi Arabia, has been less 

noticed. 

 But UAE has turned into a strategic 

actor of consequence in the Middle 

East and beyond. 

 The events of 9/11 and the Arab 

Spring have convinced the UAE that it 

must act boldly. 

 It is now inclined to generate the 

capabilities to survive amidst the 

regional turbulence. 

 The UAE is also a major player in the 

global logistics market, with the 

development of Dubai as a major port 

and aviation hub. 

 It is now striving to emerge as a center 

of art, higher education and 

technological innovation. 

 As the home to multiple nationalities 

from around the world, it has become 

a small but important cosmopolitan 

center. 
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How India can make use of Gulf 

countries co-operation? 

 UAE believes that only a coalition of 

moderate Arab states can move the 

region out of its current deeply 

troubled state. 

 It sees the construction of such a core 

around Egypt and Saudi Arabia. 

 So the UAE leadership has made the 

construction of a moderate bloc in the 

region its highest regional priority. 

 It also believes that certain values 

which helped the Emirates succeed 

can be extended to other parts of the 

Middle East. 

 These are cultural openness, religious 

tolerance, women‟s empowerment, 

and economic opportunities for 

younger people. 

 But the idea of a moderate Arab 

center should resonate deeply with 

India‟s natural ethos. 

 India's traditional empathy for 

modernizing forces in the Arab world 

should favor this. 

 Another potential area is the growing 

impact of the Gulf countries in the 

Indian Ocean region. E.g. the Horn of 

Africa. 

 The recent success of the UAE and 

Saudi Arabia in brokering peace 

between Ethiopia and Eritrea 

underlines the positive role of the Gulf 

in Africa. 

 Alliances, military bases, 

interventions and peace-making have 

long been considered as the preserve 

of great powers. 

 Some of the Gulf countries like the 

UAE are eager to collaborate with 

India on development assistance. 

 They show interests in the 

construction of strategic 

infrastructure in the Indian Ocean 

littoral. 

 So it is essential that India makes the 

best out of this opportunity. 

 India thus needs an integrated 

regional strategy to secure its ever-

rising stakes in the Middle East and 

the Western Indian Ocean. 

 

10. TERRORIZATIONS POSED 

BY BOKO HARAM 

Why in news? 

Boko Haram, has intensified its terror 

activities in northeastern Nigeria. 

What is the brief history of Boko Haram? 

 Boko Haram was founded by 

Mohammed Yusuf in 2002, Yusuf was 

captured and shot dead the Nigerian 

police following Boko Haram uprising.  

 Later the group has been led by Abu 

bakarShekau since 2009, and the 
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terrorist organization has been active 

since then in northeastern Nigeria.  

 Boko Haram split in August 2016, 

when IS supported a group of 

militants who wanted to part ways 

with Shekau.  

 They crowned Abu Musab al-Barnawi 

as the new governor of Islamic State-

West Africa (IS-WA).  

 Shekau has not accepted this change 

and continues to command militants 

loyal to him under the group‟s 

previous name, Jama‟atuAhlis Sunna 

Lidda‟awatiwal-Jihad (JAS).  

 The Shekau faction of Boko Haram is 

notorious for using suicide bombers to 

attack military and civilian targets. 

What are the terrorizations posed by 

Boko Haram? 

 In recent times world history sees 

Boko Haram as one of the most 

notorious terrorist organizations in 

the world, the group advocates Sharia 

law and rejects Western education. 

 The influence of Boko Haram has 

gradually spread to neighboring 

Cameroon, Chad and Niger.  

 In Nigeria alone, more than 27,000 

people have been killed over the past 

nine years, and the violence has 

forced out some 1.8 million people 

from their homes. 

 One of the most notorious acts of the 

Boko Haram was the abduction of 

Chibok girls in April 2014,  

 Since July 2018, there have been at 

least 17 attacks on military bases in 

Nigeria, almost all of them in the 

region around Lake Chad.  

 Recently the IS-allied Boko Haram 

jihadists killed about 43 soldiers in 

base which is closer to the border of 

Niger.  

 The Boko Haram has reportedly taken 

over two towns in this area, with the 

Nigerian military suffering huge 

damages. 

What are the reasons behind the rise of 

the organization? 

 The resurgence of the Boko Haram is 

especially glaring as Nigerian 

President Muhammadu Buhari 

declared the terrorist organization as 

„technically defeated‟, after assuming 

power in 2015.  

 While Buhari has been criticised for 

having termed Boko Haram as a 

„technically defeated‟ outfit, he is also 

accused of providing poor training and 

inappropriate weapons to the army 

resulting in massive casualties.  

 Some are even accusing the President 

of purposely doing this so that 

military could be discredited, to 

prevent any possible coup d‟etat.  

 In the 55 years of Nigeria‟s post-

colonial history, the country has been 

ruled by army generals for 40 years. 

 Boko Haram has proved to be much 

more resilient than Nigerian 

authorities had anticipated.  
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What are the status of instability in the 

African region? 

 The insurgency led by the Boko 

Haram is especially strong in the area 

known as the Lake Chad region.  

 This is a strategic area where the 

borders of four countries Nigeria, 

Cameroon, Chad and Niger, converge.  

 Since 2015, these four countries have 

been collaborating militarily as part of 

the Multinational Joint Task Force 

(MNJTF).  

 After the recent upsurge in Boko 

Harm violence, leaders of all four 

countries met in the Chadian capital 

on 29 November 2018 to devise a joint 

response. 

 The economy of Nigeria largely 

dependent on export of oil was in 

turmoil after the international oil 

prices fell in 2016. 

 The upsurge in the Boko Haram 

violence has forced the Nigerian 

government to improve security forces 

deployment.  

 

 

 

 

 

 

 

 

 

 

 

 

 There are now about 7000 personnel 

deployed in the destabilized Borno 

State.  

 There have also been frequent 

changes in commanders of the force 

handling insurgency.  

What lies in the future? 

 Nigeria needs a long term strategy to 

defeat Boko Haram as the latest 

round of violence indicates that the 

terrorist organization is expected to 

survive beyond the February 2019 

elections.  

 In the near term, if the Nigerian state 

is able to check Boko Haram‟s present 

activities by the increased deployment 

of its security forces and holds 

credible elections in the troubled 

areas, that itself would be a big 

achievement. 


