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MAINSTORMING – 2018 

NATIONAL SECURITY 

1. LINKAGES BETWEEN DEVELOPMENT AND SPREAD OF EXTREMISM 

A. LEFT WING EXTREMISM 

1.1 India Reserve Battalion forces 

Why in news? 

A proposal for raising of 10 India Reserve Battalions for North Eastern States is under consideration. 

What is IRB? 

 The Government of India introduced the scheme of Indian Reserve Battalions in 1971.  

 The IRB is a special police battalion raised on the lines of Central paramilitary forces to deal with 
insurgency/terrorism, disaster, riots, and to protect the life and property of people.  

 Till date, 175 India Reserve Battalions have been sanctioned to various States/UTs.   

 The administrative control of the force was vested with the State government.  

 The training of the IRB included two phases. the first phase in the State and the second with the Army and 
Central paramilitary forces. 

 Raising of 17 Battalions in J&K and LWE affected areas is already in progress. It will be done as follows:  

 Local youths will be recruited. To achieve this, the States will relax the age and educational criteria, if 
required.  

 With respect to J&K, 60% of the vacancies will be filled from the border districts of J&K for the posts of 
constables and class IV.  

 For LWE states, 75% of the vacancies of constables will be filled up from 27 core districts under Security 
Related Expenditure (SRE) Scheme.  

1.2 Decision on Red Corridor Region  

Why in news? 

Ministry of Home Affairs (MoHA) has redrawn the red corridor region which are affected by Left-wing extremism. 

What is a red corridor region?  

 Red corridor region is demarcated by the union government to notify the districts which are affected by left 
wing extremism. 

 The new addition to the list is 2 districts in Kerala and the regions spans over 10 states West Bengal, Madhya 
Pradesh, Uttra Pradesh, Bihar, Telegana, Andhra Pradesh, Jharkhand, Chattishgarh, Maharastra and Odisha. 

What is the recent decision on red corridor region? 

 A recent report of MoHA classifies the red corridor region with respect to the severity of the Naxal influence. 

 The three main categories are -  

1. Severely affected - Chhattisgarh, Jharkhand, Odisha and Bihar 

2. Partially affected -West Bengal, Maharashtra and Andhra Pradesh   

3. Slightly affected - Uttar Pradesh and Madhya Pradesh  
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 44 districts have been removed from the list and eight new districts which could be slightly or partially 
affected has been added to the list. 

 The recent decision is taken since only 30 worst affected districts account for 90% of the LWE violence. 

What were the actions taken by government to tackle LWE? 

 The National Policy & Action Plan constituted by the MoHA had been introduced to reduce the concentration 
of Naxal affected districts. 

 All expenses incurred by the affected areas were covered under the Security Related Expenditure (SRE) 
Scheme. 

 This provides funds for projects related to development such as infrastructure, transportation, 
communication, bridges and schools.  

 Under which mobile towers, boarding schools and roads were installed in LWE affected areas. 

 Government also aims for a multi-pronged strategy which primarily includes development and security 
aspects of affected districts. 

1.3 Road connectivity project for LWE 

Why in news? 

The Cabinet Committee on Economic Affairs has approved a Centrally Sponsored Scheme namely "Road Connectivity 
Project for Left Wing Extremism (LWE) Affected Areas"  

What is the project about? 

 It will provide connectivity with necessary culverts and cross-drainage structures in 44 worst affected LWE 
districts and adjoining districts.   

 The roads will be operable throughout the year irrespective of all weather conditions. 

 The roads to be constructed under the scheme have been identified by the Ministry of Home Affairs in close 
consultation with the State Governments and the security agencies. 

 Ministry of Rural Development will be the sponsoring Ministry as well as the implementing Ministry of this 
project. 

 The project will be implemented as a vertical under Pradhan Mantri Gram Sadak Yojana (PMGSY). 

 It aims to improve the rural road connectivity in the worst LWE affected districts from security angle.    

 The fund sharing pattern of LWE road project will be same as that of PMGSY i.e. in the ratio of 60:40 between 
the Centre and States for all States except for eight North Eastern and three Himalayan States (Jammu & 
Kashmir, Himachal Pradesh & Uttarakhand) for which it is 90:10.  

 The likely duration of implementation of the project is four years from 2016-17 to 2019-20. 

 The roads taken up under the scheme would include Other District Roads (ODRs), Village Roads (VRs) and 
upgradation of the existing Major District Roads (MDRs) that are critical from the security point of view.  

 The National Highways and the State Highways would be excluded from this project.  

1.4 SAMADHAN Doctrine 

Why in news? 

After the killing of 25 CRPF personnel in the Sukuma district of Chhattisgarh in April 2017 a new strategy to counter 
naxalismhas been formulated. 
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What is the Samadhan doctrine about?        

The solution to the LWE problem is available and encompassed in the word ‗SAMADHAN‘ which stands for-  

 Smart Leadership- A leader is the one who has vision to counter naxals in their respective states with a 
holistic integrated strategy. Unified Co-Ordination and Command is needed in the LWE Front. Along with 
Strategic Command, Unified Command is also required at the Operational and Tactical Level. Intelligence 
sharing is important too. 

 Motivation and Training -In the camps where the security forces are residing, proper facilities of power, 
water and connectivity should be provided so that the Security Forces may remain stress free.  

 They should also be able to contact their family as per requirement. 

 In addition to information about the place of posting, security forces should also have knowledge of language, 
dialects, and traditions and culture so that they can adapt to the local conditions and earn the trust of the local 
people. 

 Security forces must adhere to Standard Operating Procedures so that they are conscious about their own 
security. 

 Actionable Intelligence -To develop actionable intelligence it is important that all intelligence agencies and 
security forces establish a good network with local people. 

 Surrendered LWE cadre should be used for intelligence collection to the maximum possible. 

 In comparison to Telangana and Andhra Pradesh, the Technical Intelligence Inputs in Bastar Zone of 
Chhattisgarh are very low and the reason for this is only 20% effective connectivity in Bastar.  

 It is only 4% in a district like Sukma.  

 Dashboard based KPIs (Key Performance Indicators) and KRAs (Key Result Areas) 

 Key Performance Indicators (KPIs) and Key Result Areas (KRAs) should be determined both for the State 
Police and the CAPFs. This would not only help to assess the preparedness but also their performance, regular 
progress of its unit and individual abilities of each police officer. 

 Harnessing Technology - Use of technologies such as UAV, high resolution PTZ Cameras, GPS Tracking, 
Handheld Thermal Imaging, Radar, Satellite Image etc. 

 As Naxals mostly use looted weapons, so it would be advisable to have  

1. Trackers in Weapons, 

2. Biometrics in smart gun triggers. 

3. Trackers should also be embedded in Shoes, BP jackets etc. 

4. In addition, Unique identification numbers should also be used in Gelatine and other explosive 
materials. 

5. States that do not have expertise in such state of the art technology, the Central Government can assist 
in this regard. 

 Action plan for each theatre -The situation of LWE in different States is not the same. 

 There is a need to fight on multiple fronts and to create a specific action plan for each of such fronts, in order 
to achieve success on a systematic basis. 

 There is a need to create separate short-term, medium-term, long-term strategies, whose goals and deadlines 
are clearly defined.  

 No access to financing - It is well-known that economic resources play an important role in any war or any 
such exercise, because when money is available, only then will it be possible to buy, eat, drink and possess 
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ammunition and weapons. Therefore, choking the financial resources of the LWE is the most basic mantra in 
this fight. 

B. NORTH EAST INSURGENCY 

1.5 Insurgency across the Eastern Frontier 

What is the issue? 

 Increasingly, co-operation among various militant groups has been noted in the north-eastern region. 

 This, combined with the porous boundary along Myanmar, increases the challenge of effectively controlling 
these groups.  

Why is the North-eastern region prone to insurgency? 

 The seven sister states are predominantly tribal with some states having more than 90% tribal populations.  

 The forest laws since the British times became intrusive & drastically affected their livelihoods & culture.  

 The diversity within even small territories proved to be difficult to accommodate within the same political 
administration. 

 This led to numerous demands, ranging from more autonomy to complete independence.   

What are some of the prominent militant groups in the north–east? 

 NSCM - Nationalist Socialist Council of Nagaland, was formed to advance the Naga cause fro sovereignty. 

 This organisation has operations in the Naga inhabited regions of India & Myanmar, with easy cross border 
access. 

 This group has had major splits. Issac-Muivah faction (NSCN – IM) is currently involved in peace talks with 
the Indian government, while the Kaplang faction with its major operations in Myanmar is designated as a 
terror outfit by India.    

 ULFA - The United Liberation Front of Assam is operating to establish a sovereign Assam through an armed 
struggle.  

 The Indian government banned it in 1990s & a severe crackdown was launched in 2010, which considerably 
brought down their numbers. 

 Some other organisations of significance are Mizo National Front and National Liberation Front of 
Tripura.  

What is the current situation? 

 Insurgency-related fatalities in the north-east had indeed reached a 20-year low in 2016, suggesting that a 
degree of peace and stability being restored. 

 The peace process between the Government of India and the NSCN – IM also appeared to hold firm. 

 The already existing ceasefires with other groups have been extended for another year. 

 However, substantial challenges remain in confronting the remaining non-ceasefire signatory groups such as 
ULFA – I, NSCN-K and the CorCom umbrella group. 

 These groups have increasingly shifted their strategies towards the conduct of cross-border strikes in areas 
adjacent to the international border.  

 They are also increasingly carrying out co-ordinated attacks on the Indian defence establishments now.  

 They are an indication of increasing desperation due to the success of counter insurgency actions. 

What is significance of the Myanmar border? 

 The Sagaing region across the India-Myanmar border has long provided sanctuary for armed groups.  

 NSCN-K signed a ceasefire agreement with Myanmar in 2012. 
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 As it attempts to retain operational relevance in India, the areas of India in proximity to Myanmar along the 
border districts in Arunachal Pradesh, Manipur & Nagaland has attained a newfound significance.  

 Since the NSCN-K abrogated its 14-year ceasefire agreement with the Indian government in April 2015, the 
group has conducted major attacks in conjunction with its allies from within these networks.  

 e.g the ambush on an Indian Army convoy in Manipur‘s Chandel district.  

How can the issue be addressed? 

 Two governments are considering deepening cooperation in checking the misuse of the 16 km visa-free zone 
on either side of the international border.  

 Furthermore, the use of cross-border ―surgical strikes,‖ such as those conducted in the immediate aftermath of 
the Chandel ambush can be considered. 

 Offers for rehabilitation to NSCN–K militants of Indian origin were announced recently, which is a positive 
move.   

1.6 Hopes in Naga Peace Talks 

Why in news? 

The interlocutor for Naga peace talks recently held talks with all the stake holders, notably inside Nagaland for the first 
time.  

What is the Nagaland issue? 

 There is a sense among a few sections of the Naga people to form a separate new country, the Greater 
Nagalim. 

 It incorporates the entire Nagaland along with Naga-inhabited parts of Manipur, Assam, Arunachal Pradesh 
and Myanmar.  

 Peace talks with the then most lethal insurgent group Nationalist Socialist Council of Nagaland (Isak-
Muivah), NSCN(I-M) started in 1997 when their leaders agreed to a ceasefire. 

 As a culmination of over 80 rounds of negotiations over the years, a Framework Agreement was signed 
in 2015. 

 The agreement was signed by the Centre‟s interlocutor for Naga peace talks, RN Ravi and leader of the 
NSCN (I-M). 

 It aimed at facilitating stronger ties among Nagas across the region, without substantially changing the 
jurisdictional and administrative authority of neighbouring states. 

What is the reason for the delay in resolution? 

 The Naga people are a proud race and have held fast to their cultures, traditions and language.  

 There are 16 major tribes, each with a sense of nationality of its own. 

 And every tribe has its village republics which is a crucial part of their culture. 

 These diversities lead to many divergent narratives  on the concept of ‗nationality‘ and thus Naga nationalism 
is both a movement  and a sentiment. 

 Besides, there is the issue of holding on to the Indian nation state. 

 For the Nagas, the dilemma is thus between nostalgia for its unique history and the promise of a better future 
without disturbing this past.  

 Given these, tribal loyalty often comes in the way of a collective discourse for the future of Nagaland.  

 The problem now is with the use of words in agreements which lend themselves to several interpretations 
depending on who the stakeholders are.  

What are the recent developments? 

 The Centre‘s Interlocutor for the Naga Peace talks is handling the issue with a more unconventional approach. 

 No other interlocutor has interacted with and met so many Naga National Political Groups (NNPGs) and civil 
society groups.  
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 For the first time, the interlocutor was able to create that integral space where all voices are heard with equal 
respect. 

 However, this is sometimes done at the risk of the NSCN (I-M) calling off the talks. 

 As, NSCN (I-M) feel that being signatories to the Framework Agreement they alone have the right to make 
major decisions. 

1.7 Status of the Naga Accord 

What is the issue?  

 ―Naga Framework Agreement‖ was signed in 2015 between the Union Government and the ―National Socialist 
Council of Nagalim (Isak-Muivah)‖. 

 But despite the initial euphoria, little has moved ahead in the deal.  

How has the framework agreement been received by the masses?  

 The exact details of the agreement aren‘t public yet, but the agreement has received a mixed response from 
various sections in the Northeast.  

 The agreement has raised expectations among the Naga people but also apprehension in neighbouring Assam, 
Arunachal and Manipur.  

 The apprehension are well founded as states have been created after due consideration of a number of factors. 

 Any alteration to state boundaries to satisfy Naga concerns might end up affecting the economy and finances 
of the neighbouring states.  

 As the framework remains secretive, a section of articulate Nagas who have asked for its terms to be made 
public to enable discussion and debate.  

What is the track record of NSCM-IM?  

 NSCM-(IM) emerged as the principal Naga rebel group in the 1980s, and they entered into a peace accord 
with the union government in 1987. 

 They‘ve been running a parallel government across vast swaths of Naga territory in addition to the state 
government.  

 Negotiations for reaching a sustained solution for the Naga problem has been going on since and the 
agreement reached in 2015 was a significant event.  

 But the organisation has come under criticism from some sections of the Nagas on multiple fronts – 
particularly their violent suppression of detractors.  

 It has also tried to sabotage platforms such as the Forum for Naga Reconciliation for alternative discourses on 
the peace process.  

 But to be fair to the NSCN-IM, its leaders have remained steadfast to the goal of wresting an ―honourable 
settlement‖ for the Naga people from the Union.  

How has the Indian establishment reacted to the Naga cause?  

 Jayaprakash Narayan (JP) was the most prominent leader to have taken efforts to understand the Naga cause 
in the early decades of independence. 

 He traversed across Nagaland and his interactions with the Nagas, are said to have showed incredible empathy 
about their history and origin.  

 Notably, JP spoke for the diverse cultural landscape that made up India and demanded a cultural union even 
before a political union.  

 Even today the tribes of this region are not influenced by the typified ―Indian culture‖ but proudly inheritors of 
a unique tribal affinity. 

 But after JP, India has failed to produce a statesman of his stature to take forward the aspirations of culturally 
significant tribal communities.  

 Currently, in Indian establishment, there are deep prejudices against Naga demands, with some being 
completely dismissive of Naga‘s unique history. 
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Are Naga demands constitutionally tenable? 

 Currently, Naga civil society and political leaders are working to nudge the union government towards a more 
pragmatic policy towards the Naga cause.  

 But multiple governments have repeatedly cited constitutional constrains for meeting the Naga aspirations for 
autonomy.  

 Contrarily, the Nagas vouch that unlike the Maharajas of Manipur, Meghalaya and Tripura, they never signed 
a formal instrument of accession with India.  

C. JAMMU AND KASHMIR 

1.8 Siachen Glacier 

What is the issue? 

While India and Pakistan have been unable to resolve the Siachen dispute, the new enemy is global warming. 

Where is Siachen? 

 It is located in the eastern 
Karakoram Range in the Himalaya 
Mountains, just northeast of the 
point NJ9842 where the Line of 
Control between India and Pakistan 
ends. 

What is the history of Siachen? 

 In 1984, India launched Operation 
Meghdoot to capture the 76.4 km-
long glacier on the Saltoro ridge. 

 The operation continues till date, 
making it the longest continuing one 
of its kind in the world. 

 But there has been no shooting 
following the 2003 ceasefire along 
the Line of Control (LoC) and the 
Actual Ground Position Line (AGPL) 
across the Siachen. 

 Siachen is a legacy of Partition. 

 While the LoC was delineated and accepted by India and Pakistan up to point NJ9842, the glacier was left 
unmarked. 

 India claims the area based on the Jammu and Kashmir Instrument of Accession (1947) and the Karachi 
Agreement of 1949, which define the ceasefire line beyond NJ9842 as ―running Northwards to the glaciers‖. 

Why the issue has not been resolved yet? 

 Siachen is expected to be sorted out by both sides before addressing the Kashmir question. 

 But it may not be that simple for historical, operational and practical reasons. 

 India has shown willingness for demilitarisation on the condition of first authenticating the 110-km AGPL, 
which is the current position on the glacier. 

 But Pakistan refuses, which means that once India vacates the posts, Pakistan may try to occupy them. 

 India currently has the advantage of height as it commands higher ground, holding the highest posts at 
heights of 21,000 ft. 
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 Any demilitarisation without proper delineation and acceptance of the current positions would be disastrous. 

 Retaking once-occupied peaks is near impossible. 

What are the recent problems? 

 The biggest enemy on the glacier has always been the weather. 

 The Indian Army has learnt to adapt. 

 However, the series of recent untimely avalanches on the glacier and the resultant spikes in casualties show 

that the challenge of changing weather patterns is new. 

 Studies have been initiated to access the rate of glacier melt, and the Army is re-assessing the vulnerable posts 

in an attempt to shift some of them. 

 These need to be accelerated and technology infused to save the soldier. 

1.9 Jammu & Kashmir Dialogue 

Why in news?  

The Union government recently appointed Dineshwar Sharma as an interlocutor to negotiate with all sections of the 

society.  

What is the current situation?   

 Kashmir is in political turmoil since the death of former Chief Minister Mufti Mohammad Sayeed in 2016.  

 The killing of Hizbul Mujahedeen commander Burhan Wani saw stone-pelting protesters taking to the streets 

in big numbers. 

 Indiscriminate use of pellet guns by security forces to dispel protesters also added fuel to the resentment.  

 The popularity of slain militants has only grown over the months and militant attacks on Kashmiri policemen 

has spiked.   

 With regular ceasefire breaches by Pakistan on the border, the gains of the 2003 Ceasefire deal have effectively 

vanished. 

 Intelligence estimates hold that more than 200 youth have taken to militancy since 2013.   

 The recent events of mysterious ―braid-chopping‖ and the protests in the aftermath only complicate matters.  

What lies ahead?   

 Hope - Dialogue is vital for suppressing hardliners and enabling a genuinely conciliatory environment. 

 The beginning of negotiations will also increase the legitimacy of the CM and contribute to better governance.  

 Strategy - More clarity is needed from the Centre on amount of freedom available to Mr. Sharma for the 

negotiations.   

 Awareness that the recent NIA raids and other actions against separatists could influence any outreach is 

needed.  

 The interlocutor will have to consciously broad base his schedule significantly to win the interest of civil 

society in the Valley. 

1.10 Cariappa Principles for Kashmir 

What is the issue? 

 Some commanders in Kashmir asserted to violence during the recent turmoil.  

 The people of Kashmir feel this attitude has been encouraged after a Major was awarded for using a civilian as 

a ―human shield‖. 
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What was Field Marshal Cariappa‟s policy? 

 Supportive gestures - Once, after chasing the raiders beyond Uri, Cariappa was stopped by a group of 
people at Baramulla. 

 They had suffered a lot due to the absence of food supplies.  

 He fulfilled his assurance the next day when he visited the old town and distributed flour, rice and salt to the 
neediest families.  

 He followed this gesture in many ways in various parts of Kashmir.  

 Respecting the local traditions - In 1945, he was posted as commander of the Bannu Frontier Brigade in 
Waziristan.  

 Having served in the NWFP as a young officer, Cariappa was conversant with the terrain as well as the habits 
of the Pathan tribesmen who lived in the area.  

 He had seen that the British policy of trying to keep them under control by force had not succeeded and he 
resolved to try a different method.  

 He decided to win the hearts and minds of the tribesmen by extending a hand of friendship.  

 He knew that they were warm and hospitable if treated with respect and as equals. 

 Involving the community - When he found out that Pathan women of Bannu had to fetch water daily from 
another village, four miles away, he immediately ordered a well to be dug near their own village.  

 So when Jawaharlal Nehru visited Bannu in 1945 as head of the Interim Government, Cariappa organised a 
public meeting which was attended by all tribal leaders.  

 When Nehru visited Razmak where another brigade was stationed, Nehru was fired upon. 

 Fairness - In 1946, he was appointed Presiding Officer of one of the General Court Martial constituted to try 
members of the Indian National Army (INA).  

 Cariappa visited some of the detention camps and wrote to the Adjutant General, requesting him to expedite 
the trials.  

 He also recommended that Shah Nawaz Khan, G.S. Dhillon and P.K. Sehgal should be pardoned.  

 However when as Chief of the Armed Forces he was to consider the same people for admitting into INA, he 
refused to take them, particularly for the reason that they would bring politics into the Army.  

 He was a very tough general when it came to leading the armed forces, but he never compromised his 
principles. 

1.11 The Undercurrents along LoC and LAC 

What is the issue? 

 Despite clearer border arrangements with Pakistan, the Indo-China border has been more peaceful. 

 This calls for a nuanced analysis of the tactical differences involved.    

How does the disputed Indo-Pak border fare? 

 Ceasefire Line Era - India and Pakistan have unsettled border disputes in the Jammu & Kashmir sector, 
which is a legacy of the 1948 war.  

 When peace was agreed, a ceasefire line (CFL) was also demarcated mutually, which was marked on the maps 
and jointly surveyed by both the armies.   

 This CFL, with minor variations, became the Line of Control (LoC) after the Shimla Agreement, which 
followed the 1971 war for Bangladeshi liberation.  

 The new nomenclature was meant to show that J&K was a bilateral dispute between the Pakistani and Indian, 
which would have to be resolved mutually.  

 Line of Control Era - LoC remained largely peaceful since Shimla, until the worsening of internal security 
situation in J&K in the 90s changed it.   
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 While the J&K crisis itself was largely attributed to Pakistan, Kargil and the subsequent cross border 

aggressions opened up direct confrontations.   

 While things became peaceful again with the 2003 ceasefire, by late 2015, the LoC started heating up again. 

 Notably, 2017 was particularly bad with as much as 860 ceasefire violations and 32 soldier deaths.  

How did India evolve its border arrangement with China?  

 Border disputes between Indian and China culminated in the 1962 Sino-Indian war, and no border 

arrangement was agreed upon in the subsequent peace.  

 Notably, China was able to assert its control over disputed territories, particularly in Ladakh (Aksai Chin).  

 While the concept of ―Line of Actual Control‖ (LAC) came about in a bilateral agreement in 1993, there was no 

concrete settlement on ground positions.   

 Significantly, India and China have differing views on where the LAC lies and even its total perceived length by 

both sides are at a glaring variance.  

 Despite these confusing ground realities, the last ever violent clash recorded was in 1975, when an Assam 

Rifles patrol was ambushed and killed.  

 But notably, besides minor clashes between patrols, tense border standoffs have occurred in ―Sumdorong Chu 

in 1987, Depsang in 2013, Chumar in 2014 and Doklam in 2017‖.  

What is causing this LoC - LAC anomaly?  

 While there is no clear LAC demarcation, military commanders concede that both sides understand and agree 

on the other‘s perception for 95% of the LAC.  

 Also, the mechanisms for border management between India and China, has been well defined and 

formalised, which include ceremonial border gatherings.  

 Moreover, a lot of quiet informal strategic meetings, coordinated humanitarian assistance and disaster relief 

training exercises also happen regularly. 

 Contrarily, such structures haven‘t evolved in the Indo-Pak LoC, mainly due to the mutual deep-rooted 

hostility between India and Pakistan.  

 Both armies perceive each other as cultural and historic enemies, which has been reinforced through current 

political narratives. 

 The fact that Pakistan is actively aiding militancy in Kashmir and the speculation that it is covertly sponsoring 

terrorism elsewhere in India only reinforces hatred.   

What needs to be done?  

 Each incident stokes anger on either side, and an 

unending cycle of retributive violence is set in motion, 

which can have dangerous consequences.  

 While the border ranks view stand-offs with the Chinese 

as a professional call of duty, the Pakistan case is seen 

through an emotional and personal prism. 

 Reducing emotional rhetoric is indeed difficult but is 

crucial in easing tensions at the border, which both sides 

must realise.   

1.12 Sunjwan Army Camp Attack 

Why in news? 

The Sunjwan Army camp near Chenni in Jammu was recently 
attacked suspectedly by Jaish-e-Mohammed (JeM) militants. 

What happened? 

 At least three terrorists are said to have entered the camp through a nullah (water stream). 
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 Six persons, including 5 soldiers and a civilian, were killed. 

 3 suspected JeM terrorists were killed in Army's retaliatory action. 

 A large quantity of arms and ammunition was seized from them. 

 The army continued with the search operation at the camp. 

Is this new? 

 This is not the first time the Sunjuwan Army camp is targeted.  

 In 2003, it was attacked by 2 fidayeen, and 12 soldiers were killed. 

 They were said to have cut a wire fence on their way in. 

 Other notable attacks in the recent past include the following -  

i. 2002 - Kaluchak, where terrorists targeted a tourist bus and an Army camp, killing 38 

ii. 2003 - fidayeen entered the Army camp in Tanda, north of Jammu, and killed 8 men 

iii. 2015 - attack on a camp on the Jammu-Pathankot National Highway in Samba district; 2 army personnel were 
killed 

iv. 2015 - militants stormed a police station in Kathua, killing 7 people 

v. 2016 - fidayeen targeted an Army camp in Nagrota in Jammu, killing 7 soldiers 

What is the perpetual problem? 

 Civilian settlements - Jammu city alone has 5 major Army camps under the Western Command. 

 These are Chatha, Ratnuchak, Kaluchak, Satwari and Sunjuwan. 

 Besides, there are a couple of smaller camps. 

 Each of these small and large bases is surrounded by civilian settlements, with hotels, malls and even schools 
lining up. 

 The militants often choose these vulnerable sites with sprawling civilian population with women and children 
as their targets.  

 Efforts at evicting people closer to the camps have seen opposition from property owners and matters still 
remain in the court. 

 These make it difficult to monitor the militants' movements and thwart their plans. 

 Security - Army camps in the Jammu region have for long been vulnerable to militant attacks.  

 Notably, many of the camps are protected only by barbed wire.  

 Fortifying the camps is essential for securing them. 

 But converting camps in the middle of thickly populated urban areas into permanent fortresses is hardly 
possible. 

What should be done? 

 It is important that any plan to address the issue of attacks should be multi-pronged. 

 Clearly, camp security is just one aspect. 

 Boundary walls, some sort of smart fencing, sensors, a control room to monitor the perimeter are some of the 
options. 

 Security plans for camps must remain ―dynamic‖ to keep pace with changing environments around them due 
to the civilian push.  

 Consolidation i.e. squeezing of smaller pockets of camps into bigger ones is another important aspect. 

 This may make it easier for guarding the troops that are spread out.  

 The plan must also include bringing down the levels of infiltration from across the border. 
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 A combination of manpower and smart technology should be employed. 

1.13 Ceasefire in Jammu and Kashmir 

Why in news? 

Anti-militancy operations in Jammu and Kashmir were halted to maintain peace during the holy month of Ramadan. 

Why was the ceasefire announced in J&K? 

 Ceasefire was announced by the Union government after the request of J& K Chief Minister. 

 This request was made to maintain peace in the valley during the holy month of Ramadan and peaceful 
conduct of Amarnath yatra. 

 Usually, ceasefire is the period when the separatist forces have dialogue with the government or security 
forces. 

What are the previous instances of ceasefire in J&K? 

 There are many instances of ceasefire or temporary truce between the security forces and the militants. 

 1994 – Yasin Malik, the chief of J&K Liberation Front announced unilateral ceasefire and due to no response 

from government turned his militant outfit into a separatist political party. 

 2000 – Hizbul Mujahideen announced a halt in its operations and the government promptly reciprocated by 

halting anti-militancy operations, after which they entered into a dialogue. 

 2000 - Unilateral ceasefire was announced by the union government on the eve of Ramadan, but the militant 

outfits rejected it and kept attacking the security forces. 

What was the reason for temporary nature of these ceasefires? 

 These ceasefires are not aimed at bringing a permanent solution to the complex issues around J&K, but seen 

as a temporary truce in the region. 

 Most of the instances where ceasefires are announced were due to political aspirations by the parties. 

 The government used ceasefires as a tool to reduce the outburst of militancy outfits, by bringing them to the 

table for dialogues. 

 When the militant or separatist organisations call for ceasefire, it is mostly due fulfil some demand from the 

government. 

 Therefore, all stakeholders in this issue has to discuss for a permanent solution instead of temporary truces. 

1.14 Status of Stone Pelting in Kashmir  

What is the issue? 

Stone-pelting in Kashmir has become a full-fledged industry systematically organized by Hurriyat group. 

Who are Hurriyat? 

 The All Parties Hurriyat Conference (APHC) was as a political platform of the separatist movement in 1993.  

 It was an extension of the conglomerate parties of disparate ideologies, held together by their common 

position that Jammu & Kashmir was ―under occupation of India‖. 

 At a time when militancy was at its peak, this conglomerate represented the political face of the militant 

movement, and claimed to ―represent the wishes and aspirations of the people‖.  

 It had brought together two separate, but strong ideologies: those who sought J&K‘s independence from both 

India and Pakistan, and those who wanted J&K to become part of Pakistan.  

 Most of the groups that were part of the Hurriyat had their militant wings, or were linked to a militant outfit. 

What is the status of stone pelting in Kashmir? 

 The year 2016 witnessed 1,742 incidents of stone-pelting against CRPF personnel.  
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 January-April 2018 saw 245 incidents of stone-pelting on the CRPF alone, in which 71 personnel were injured.  

 This would roughly translate to an over 55% spike over the 162 such incidents in January-April 2017. 

 In 2018, the most incidents have occurred in Srinagar (145) followed by Baramulla (24), Pulwama (21), and 
Shopian (16). 

 Recently the suspension of security operations in Jammu & Kashmir during Ramzan has significantly brought 
down stone-pelting. 

 The first five days of the ―ceasefire‖ had witnessed only five incidents of stone-pelting. 

What are the reasons behind stone pelting in Kashmir?  

 Stone pelting activity in Kashmir largely happens due to a spate of encounters of local militants with security 
forces. 

 Stone-pelting was systematically organised by members of the Hurriyat through WhatsApp groups and 
Facebook pages, and was funded by money flowing in from Pakistan.  

 Apart from Hurriyat, A large section of the youth in the Valley is spontaneously resorting to stone-pelting. 

 Stone-pelting typically rises in summer, between May and August. Before April, the cold and the snow restrict 
movements in the open. 

 With the melting of snow, Kashmir generally sees a spike in stone-pelting which continues until winter sets in 
again.  

What were the actions taken by the government? 

 In 2017, NIA had registered cases on various Hurriyat leaders and alleged that stone-pelting was organised by 
separatists at the behest of Pakistan. 

 NIA‘s action against Hurriyat leaders in a terror-funding case had considerably brought down stone-pelting 
incidents. 

1.15 Looking into Army Excesses 

What is the issue? 

Instances of excesses committed by the security forces call for a fair probe and judicial redressal. 

What is the case in Manipur? 

 The Extra-Judicial Execution Victim Families Association (EEVFAM), an NGO, documented over 1,500 
murders by the armed forces. 

 The court is hearing a PIL petition seeking a probe into these extra-judicial killings in Manipur from 2000 
to 2012. 

 Fake encounters are alleged to have been executed by the Army, the Assam Rifles and the police in Manipur. 

 The Supreme Court has earlier directed a time-bound probe by the CBI into over 80 such deaths. 

 The CBI‘s SIT recently appraised the Court that 42 cases had been registered on such killings. 

 Following this, the Court expressed its dissatisfaction with the progress made by the SIT in the case. 

 Following SC's reprimand, the CBI has registered 11 more fresh FIRs related to suspected extra-judicial 
killings in Manipur. 

What is the recent case in Kashmir? 

 Two civilians were killed allegedly when Army personnel fired at a stone-pelting mob in Ganovpora village 
in Shopian, J&K. 

 The Chief Minister ordered an inquiry into the incident. 

 An FIR was filed against Major Aditya Kumar in connection with the killing. 

 Petition - A petition was filed before the Supreme Court seeking the quashing of the FIR. 
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 The petition also sought guidelines to protect soldiers‘ rights and payment of adequate compensation for 

them. 

 This is to ensure that no Army personnel was harassed by criminal proceedings for bona fide actions in 

exercise of their duties. 

 Court - The Supreme Court subsequently issued notice to Jammu and Kashmir government and Centre. 

 The court sought their responses within two weeks. 

 Importantly, it directed that ―no coercive action shall be taken‖ against Major Kumar till then. 

 Pellet guns - Using pellet guns is another worrying issue in Jammu and Kashmir. 

 The Kashmiris do not want police using the pellet-firing, 12-gauge shotgun that the CRPF uses against them. 

 Pellet-firing has notably torn out the eyes of over 1,000 Kashmiris, including children and bystanders. 

What do these cases imply? 

 These incidences are perceived as excesses by the armed forces. 

 Kashmir - It is clearly not possible for the Jammu and Kashmir government to coerce the Indian army. 

 The Kashmir chief minister does not even have control over the state‘s policing force. 

 The CRPF that operates in Kashmir reports directly to the Union Home Minister. 

 AFSPA - The existence of controversial AFSPA is another reason behind the excesses. 

 AFSPA confers special powers to the armed personnel including unwarranted arrest and search in disturbed 

areas. 

 There are various reports and evidences making allegations of constant rights violations using AFSPA. 

How is the legal response? 

 Cases - Charge sheets have been filed against the soldiers in Kashmir before as well.  

 A total of 50 cases have been received by the Union Government from the Government of Jammu and 

Kashmir. 

 This is for getting Prosecution Sanction against Armed Forces personnel under AFSPA, 1990. 

 The cases, going back to 2001, include rapes, murder, kidnap, and torture by the armed personnel. 

 Notably, no case had received sanction from the union government for prosecution. 

 In 47 of the cases, permission is ―denied‖ and in another three of the cases, the earliest from 2006, permission 

is ―pending‖. 

 Army - The army claims to be delivering justice under its martial courts. 

 However, the opaque working of martial courts leaves scope for scepticism. 

 Court - The Supreme Court seems to be protective when it comes to soldiers in Kashmir. 

 However, its active response in prosecuting those involved in extra judicial killings in Manipur signals a 

change in response. 

 What makes for the double standards need to be inquired into. 

 The army meant for protecting the civilians should be cleansed of its criminal behaviour with fair justice 

system. 

2. BORDER MANAGEMENT 

A. LAND BORDER MANAGEMENT 

2.1 Crime free zone in Indo-Bangladesh border 

Why in news? 

The Border Security Force and the Border Guards Bangladesh recently declared an 8.3 km stretch along the border a 
‗crime free zone.‘  

What does it imply? 
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 The two nations will ensure round-the-clock vigil in the border area through mutual assistance and 
coordination. 

 It is aimed at stopping trans-border crimes like firearm smuggling and human trafficking along with illegal 
border crossing. 

 The efforts of the BSF and the BGB, with assistance from the district administration, NGOs and border 
population of both the countries will be integrated. 

 This will add a new dimension to border management. 

 Once the pilot project succeeded, similar crime-free zones would be created all along the 4,096-km border that 
ran across various states, he added. 

2.2 Fencing the Eastern Border 

What is the news? 

 United States President plans to build a wall along the U.S.‘ 3,200 kilometer long border with Mexico to keep 
out the Mexicans is hardly a new idea. 

 Several other countries have fenced their borders with their neighbors to keep out illegal migrants, terrorists, 
and criminals. 

 U.S. must learn from the experience of these countries. 

Why India built fence? 

 India and Bangladesh share a 4,097 km long porous border and the borderland is densely populated. 

 The people inhabiting it have numerous cross-border connections, some going back several centuries and 
others new. 

 The decision to build a fence to keep them out was made in the 1980s when the issue of Bangladeshi migration 
turned politically explosive in the northeast Indian state of Assam. 

 In a bid to placate Assamese passions, the Indian govt had agreed to put in place a slew of measures, including 
the construction of a fence to keep out illegal migrants. 

 Thus, an eight-foot-high fence of barbed wire, electrified in some stretches, runs along roughly 70% of this 
border. 

Why the fence is not effective? 

 Not only are their fences not effective but also, constructing and managing them are enormously expensive in 
terms of money and human lives. 

 Smugglers, drug couriers, human traffickers, and cattle rustlers from both sides of the border too continue to 
cross the border to ply their trade, often with the collusion of border guards. 

 Most borders are too long and too lightly guarded to have an impact on people moving through that space. 

 Where the border runs through rivers, there is no fence. 

 Some 44 km of Assam‘s boundary with Bangladesh passes through the Brahmaputra, a river which changes 
course every year. 

 Besides, the fence has several crossing points where people with fake documents or bribes can cross the 
border. 

 As for its efficacy in keeping out terrorists from India, the fence likely has no impact. A terrorist typically has 
the funds to pay for fake documents and simply cross the border at checkpoints. 
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 Why are fences so popular with governments? 

 Border fences have become nationalist symbols. 

 They represent the idea of excluding another population i.e., Muslim Bangladeshis in the case of the India-
Bangladesh fence. 

 They make a government look tough, like it is taking strong action to protect its people from so-called illegals 
and outsiders. 

How it spoils the name of the country? 

 The fence is viewed as a symbol of the distrust that underlies mutual perceptions. 

 Several people have been gunned down by border guards who have attempted to make their way through 
fences. 

 The killing of Feleni, a 15-year-old Bangladeshi girl in 2011, when she was returning home to Bangladesh, is an 
example. 

 According to Human Rights Watch report, between 2001 and 2010 BSF personnel gunned down an estimated 
900 Bangladeshis. 

 India‘s fence-building has had negative impact on its otherwise warm relations with Bangladesh. 

 It has enhanced India‘s image as a bullying big brother in the eyes of the Bangladeshi people. 

 Also, India has proposals to build transnational roads and rails. Thus, the fence goes against the spirit and 
substance of this effort toward greater regional cooperation. 

Where will the Bangladeshi people go? 

 Bangladesh is a low-lying country. A fifth of Bangladesh‘s territory is likely to go under water if sea levels rise 
by one meter. And, this is expected to happen by the end of this century. 

 Thus, India cannot afford to turn a blind eye to the problem. 

 Not only would that approach be inhumane but also, the impact of rising sea level on India could be as 
devastating as it is predicted to be on Bangladesh. 

2.3 Border management along the Indo- Myanmar border 

Why in news? 

Myanmar was building a border demarcation fencing with India. The construction is currently on hold. 

How did the border problem between India and Myanmar emerge? 

 The formation of Myanmar as a separate State in 1935 and decolonization of the sub-continent in 1947 divided 
ethnic communities living along the Indo-Myanmar border.  

 These communities, particularly Nagas, found the newly created boundary to be inconsistent with the 
traditional limits of the region they inhabited.  

 And they felt a deep sense of insecurity as they became ethnic minorities on both sides of the border.  

What is FMR? 

 The people living in the Eastern districts of Nagaland and in the areas of NSAZ in Myanmar have close family 
ties and engage in cultural and economic exchanges.  

 In some instances, the imaginary border line even cuts across houses, land and villages. 

 People living on the Indian side, own land holdings including cultivated lands and forested areas across the 

border and are completely dependent on it for their livelihood.  

 Also from the Myanmar side, a lot of villagers come to the Indian side to buy basic essentials.  

 Therefore the Indian and Myanmarese governments established the Free Movement Regime (FMR), which 

allowed Nagas to travel 16 kilometres across the border on either side without any visa requirements. 
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 Taking advantage of the FMR, a sizeable number of students from NSAZ also study in schools on the Indian 

side of the border. 

What are the shortcomings of FMR? 

 The FMR has been misused by locals to smuggle contraband in their head loads, which are not subject to 

inspection.  

 Militant groups have been using the porous border for moving cadres and arms. 

 Along with other active Indian insurgent groups, the NSCN-Khaplang (NSCN-K), which had unilaterally 

abrogated the ceasefire with the Government of India (GoI) in 2015, maintains its camps and training bases in 

NSAZ in Myanmar.  

 All these groups carry out illegal activities including launching strikes against Indian security forces and 

returning to their safe havens in Myanmar.  

 China has also been reportedly aiding some of these groups.  

 Policing such a large area marked by harsh terrain and dense forest is difficult.  

What is the impact of the fence construction along the border? 

 The ongoing activity of fence construction along the Indo- Myanmar has triggered apprehensions among the 

people living on either side of the border.  

 The affected people mainly are Konyak, Khiamniungan and YimchungerNagas who inhabit the areas of 

Eastern Nagaland in India and the Naga Self Administered Zone (NSAZ) in Myanmar.  

 It would deprive them of the produce from their land and forest resources.  

 From the security perspective, possible anti-establishment sentiments could destroy the peace along the Indo 

Myanmar border.  

How to manage the border between India and Myanmar?  

 Suitable measures need to be initiated in order to establish trust and confidence amongst the affected 

populace.  

 Tripartite talks involving the local stakeholders via state government, the Myanmarese government and the 

GoI could be organized to address extant concerns.  

 Socio-economic initiatives on either side of the border aimed at benefitting the local inhabitants by alleviating 

poverty and bringing greater development in the region should be worked out.  

 A mutually acceptable arrangement addressing the security concerns of both the countries with minimum 

discomfort to the local inhabitants would be best way to address the border problem. 

 The GoI on its part should provide an assurance that no construction of border fence will be undertaken on the 

Indian side without taking the affected population into confidence.  

How the borders should be managed? 

 In case national security concerns dictate the necessity of constructing a fence along the India-Myanmar 
border, options such as selective fencing, better use of technology, and regulated flow of cross-border 
movement, among other initiatives, can be examined.  

 Regulated borders with greater emphasis on developing people-to-people contact and cross-border trade 
initiatives are likely to yield greater security benefits. 
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 It is however essential to take into confidence the affected populace and the local stakeholders prior to the 
finalization and implementation of such plans.  

2.4 Committee to study free movement along Myanmar border  

Why in news? 

The Union Home Ministry has constituted a committee to examine methods to curb the misuse of free movement 
along the Myanmar border. 

What is the present status? 

 India's 1,643-km border with Myanmar touches four states i.e. Arunachal Pradesh, Nagaland, Manipur and 
Mizoram. 

 It has a visa-free movement regime for people living within 16 kms on either side of the border. 

 They can stay up to 72 hours if they have valid permits issued by the designated authority on either side. 

 This is to maintain the traditional social ties among the border people. 

What is the reason for the change? 

 The ministry is of the view that the free movement regime is being misused. 

 Militants and trans-border criminals smuggle weapons, contraband goods and fake Indian currency notes.  

 Taking advantage of the free-movement regime they enter India, commit crimes and escape to their hideouts. 

 This also indicates a significant shift in India‘s policy towards Myanmar. 

 This is the second time a committee is being constituted to study the free movement across the Myanmar 
border. 

 India Bangladesh border has dedicated crossing points in border villages, where policemen would be made in 
charge of regulating the movement of people. 

 Earlier formed committee recommended the government to replicate this model. 

2.5 Border Infrastructure along China 

What is the issue? 

Though India‘s infrastructure development along the border with China has picked up, there have been some serious 
roll backs. 

What is the status of Mountain Strike Corps? 

 The Mountain Strike corps is India‟s first dedicated strike corps for mountain operations. 

 It focuses on the eastern end of the contested border to bolster India‘s defence of Arunachal Pradesh. 

 They can also be used in any mountainous region, which means all the northern borders. 

 It was originally supposed to have three full divisions. 

 It has been scaled down to two, of which just one division has been raised until now. 

 With two divisions, the 17 Corps would have about 60,000 men, against the original plan of over 90,000. 

What is the present status of other infrastructures? 

 All 61 India-China Border Roads (ICBR) included in the Border Roads Development Board (BRDB) 
programme were planned to be completed by 2012. 

 However, only 15 roads had been completed by 2012. 

 Out of the balance, 46 roads, only 7 roads were completed by March 2016, extending the Planned Date of 
Completion (PDC) of balance roads to 2021. 

 However a 9.2-km Dhola-Sadiya bridge was recently constructed. 

 It will cut down the distance between Assam and Arunachal Pradesh by 165 km. 

 India is also constructing some critical bridges in the northeast which will cut down time for troop movement. 
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2.6 Comprehensive Integrated Border Management System (CIBMS) 

Why in news? 

 At present, the CIBMS is implemented along two stretches in the Jammu sector of the India-Pakistan border. 

 The two stretches were selected for their difficult terrain characterised by several cross-border streams and 
dense growth of elephant grass. 

What is the position of the present border guarding? 

 An in-depth assessment of the existing border management system revealed that it suffered from a number of 
shortcomings which hampered effective functioning. Some of the shortcomings highlighted were:  

1. the high-tech equipment being used did not provide all-round security and did not work in adverse climatic 
conditions;  

2. significant gaps remained at rivers and nullahs running along the fences;  

3. being manpower intensive, the system was not effective in providing rest and relief to BSF troops 

4. it is not an integrated system and therefore failed to provide a common operating picture at all levels. 

How CIMBS will help in improving the situation? 

 The CIBMS is touted as a more robust and integrated system that is capable of addressing the gaps in the 
present system of border security by seamlessly integrating human resources, weapons, and high-tech 
surveillance equipment. 

 It has three main components:  

a) new high-tech surveillance devices such as sensors, detectors, cameras, ground-based radar systems, micro-
aerostats, lasers  

b) an efficient and dedicated communication network  

c) a command and control centre to which the data will be transmitted in order to apprise the senior 
commanders about the happenings on the ground and thus providing a composite picture of the international 
border. 

 The purpose of the CIBMS is to eventually replace manual surveillance/patrolling of the international borders 
by electronic surveillance. 

 It will also help in organizing the BSF personnel into quick reaction teams to enhance their detection and 
interception capabilities. 

What are the obstacles in implementing CIMBS? 

 CIMBS involves high end surveillance equipments and technologies. 

 Many of the high-tech surveillance that is already deployed are not optimally utilized because the required 
technical expertise is not uniformly available among the force‘s personnel. 

 The exorbitant cost of the electronic devices and the lack of easy availability of spare parts act as a deterrent 
against their use. 

 The lack of technical expertise, erratic power supply and adverse climatic and terrain conditions in the border 
areas could potentially undermine the functioning of the sophisticated system. 

2.7 Integrated check post  

Why in news? 

The Union Cabinet has proposed to set up 13 new Integrated Check Posts (ICPs). 

What is the purpose of ICPs? 

 ICP is a trade centre for facilitation of legitimate bilateral trade and commerce as well as for movement of 

passengers across the border, while interdicting hostile elements. 

 Among the 13 ICPs, seven will be along the India-Bangladesh border, apart from the three already operational 

there.  
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 One will be on the India-Pakistan border while four will be on the India-Nepal border and one on the India-

Myanmar border. 

 It will encourage India‘s engagement with its neighbours belonging to SAARC region, as also Thailand and 

Myanmar. 

 An ICP provides various services under one roof. 

 It is also equipped with cargo process building, quarantine laboratory, cargo inspection sheds, warehouse, cold 

storage, currency exchange counters, Internet hubs, clearing agents, banks, vehicle scanners, isolation bay and 

parking. 

 The project was envisaged in 2007.  

 A separate body — the Land Port Authority of India (LPAI) — was constituted for this purpose in 2011 to boost 

trade via the land border points. 

2.8 Border protection grid 

Why in news? 

The Union Home Minister recently announced that a ‗Border Protection Grid‘ will be set up in Indian states bordering 

Bangladesh. 

What is a BPG? 

 BPG will comprise of various elements namely physical barriers, non-physical barriers, surveillance system, 

Intelligence agencies, State Police, BSF and other State and Central agencies.  

 Non-physical barriers will be used where fencing is not feasible like rivers or nullahs etc.  

 In these areas technological solutions of a networked combination of electronic gadgets like radar, day-night 

cameras, various types of sensors etc. all integrated in a command and control architecture will be used. 

 It gives a multi-pronged and foolproof mechanism to secure our border. 

 BPG will be supervised by a State level Standing Committee under the Chairmanship of respective Chief 

Secretaries.  

 It will ensure greater help for the States in the overall border security.  

What is the need for it? 

 The Indo-Bangladesh Border covers 5 states of India including Assam, Meghalaya, Mizoram, Tripura & West 

Bengal and is 4096 km long.  

 So far in only 3006 km border security infrastructure of fence, roads, floodlights and border out posts (BOPs) 

are in place. 

 India has friendly relations with Bangladesh and these measures will facilitate genuine trade and legitimate 

cross-border movement of people while curbing radicalization, illegal migration, and smuggling of cattle, fake 

Indian currency notes and drugs etc. 

B. MARITIME BORDER MANAGEMENT 

2.9  Enhancing India's Maritime Capabilities  

What is the issue? 

 The Indian Ocean Region (IOR) has long been significant and struggle for power in the region is gaining 
importance. 

 In this context, India must assess its maritime capabilities and respond with appropriate decisions. 

How are the power equations changing in the IOR? 

 Control over the sea lanes of commerce played a very important part in earlier colonial years. 

 But this had started dwindling in later years, as colonisation began to give way. 
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 US - The United States gradually took over the dominant roles in the IOR. 

 For the last 50 years, it has been the only nation with credible maritime power in the region.  

 Until two decades ago, even India was content to let the US act as the net security provider in the IOR. 

 China - Having become a major importer of energy from this region, China is also now seeking an IOR 
presence.  

 Towards this end, its ships and submarines have started making presence in these waters frequently. 

 While facilities such as refuelling and the like are available at most ports, these cannot equal the support that a 
base could offer.  

 So, China is seeking to set up facilities at Gwadar (Pakistan) and Djibouti (in the Horn of Africa), which could 
support 10,000 personnel each.  

 While none of them can be said to be bases, they will give China the IOR credibility that it could otherwise not 
have. 

 India - The Indian Ocean Region holds a key to India's security interests.  

 Operating facilities in Indo-Pacific countries are essential for increasing India's naval reach. 

 It is also essential for making India a credible maritime power. 

How does the future look?  

 Countries are increasingly seeing support stations as vital for any meaningful operations at sea. 

 These are places where forces could be positioned, replenished and deployed for reasonably long durations.  

 Looked at holistically, in addition to the US, only China and India seem to hold considerable prospects to have 
some IOR capabilities. 

 China does have a good number of seagoing platforms, but presently not have the bases to enable their 
sustained operations. 

 On the other hand, India, with its regional presence, has the infrastructure but not the numbers.  

What lies before India? 

 China - A hostile presence, especially of the Chinese, can put India's assets under great threat.  

 Contrarily, India can interdict Chinese supply lines, if needed, provided such capabilities are created. 

 India must therefore work on this line. 

 Indo-Pacific - India must also focus on mutually compatible engagement of the principal Indo-Pacific 

littorals.  

 These include, apart from the US, Japan and Australia many other less focussed countries which include - 

i. South Africa and Mozambique which sit astride the southern routes. 

ii. Mauritius and Seychelles, which guard the approaches to the northern waters. 

iii. Countries of the Gulf region. 

iv. Immediate neighbours such as Sri Lanka and Maldives.  

 While bases at these places might not be feasible, operating facilities which enhance reach and endurance are 

needed. 

 Besides, India must make up the deficiencies, especially of submarines, whose numbers have fallen 

considerably. 

 Ships which can transport desired forces across the seas are also important. 

 Above all, the decision-making processes should be speeded up to enhance appropriately our maritime 

capabilities. 

2.10 Anti-piracy measures 

What is the issue? 
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 There is an increase in incidence of attacks on shipping passing through the Gulf of Aden and this signifies a 

possibility of return to large scale Somali piracy and robbery at sea in the Indian Ocean. 

 Government of India has recently taken serious steps to deal with piracy at sea. 

What are the recent measures? 

 An Inter-Ministerial Group (IMGO) has been set up by the Government under the Ministry of Shipping 

to deal with the hostage situation arising out of hijacking at sea. 

 Government had also approved the Contingency Plan for dealing with piracy and hijacking of merchant 

ships. 

 Committee of Secretaries on Anti-Piracy and Hijacking at sea (COSAPH) under the Chairmanship of Cabinet 

Secretary.  

 Various guidelines that provide for elaborate anti-piracy measures (Best Management Practices) to be 

implemented on Indian Ships are issued.  

 Enhanced vigil by the Indian Navy in the Indian Exclusive Economic Zone (EEZ) is instructed. 

 Active participation of India in the security meetings of the International Maritime Organization, Contact 

Group on Piracy off the Coast of Somalia (CGPCS) and other international fora. 

 Certain specific locations (including the Gulf of Aden and a region between Oman and Maldives)  are 

mentioned for restricted movement of Indian vessels for security concerns. 

2.11 Naval detachment set up at Lakshadweep  

Why in news? 

The Navy recently established a new naval detachment at Androth islands of Lakshadweep. 

What does it imply? 

 A detachment is a unit for a specific function smaller than a battalion. 

 Lakshadweep and Minicoy Islands occupy a 

strategic location in the Arabian Sea.  

 A number of shipping lanes pass close to these 

islands.  

 Setting up of a Naval Detachment at Androth 

Island will enhance the Navy‘s reach and 

surveillance, and contribute significantly to 

strengthen maritime security and stability. 

 It will provide communication network 

connectivity with mainland, enable Sea Lanes of 

Communication monitoring and function as an 

observance and reporting post, besides radar 

surveillance. 

 As part of larger measures the naval detachment at Kavaratti was commissioned as a naval establishment, INS 

Dweeprakshak, in 2012. 

2.12 Underwater vigil system in Vishakhapatnam 

Why in news?  
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The Indian Navy has launched the state-of-the-art Integrated Underwater Harbour Defence and Surveillance System 

What is IUHDSS? 

 IUHDSS is a multi-sensor system capable of detecting, identifying, tracking and generating warnings for all 

types of surface and underwater threats. 

 It is installed along with Mine Warfare Data Centre (MWDC).  

 MWDC will collate, analyse and classify data collected by the Navy's Mine Hunting Ships from various ports 

along the East coast. 

 This would enhance the Navy's surveillance capability and response to security threats at the naval dockyard 

in Visakhapatnam. 

 Post 26/11, the Indian Navy was made responsible for the security of the country's vast coastline of 7516 km in 

coordination with other agencies like Indian Coast Guard, Marine Police, fisheries, etc. 

 The creation of the Sagar Prahari Bal (SPB), induction of Fast Interceptor Crafts (FICs) and commissioning of 

the IUHDSS are some of the Navy's measures to strengthen security. 

 This state-of-the-art facility will be the nodal centre for maintaining an underwater information database of 

harbours along the East coast. 

2.13 Island development agency 

 The Agency is the newly constituted agency for preparation of plans for holistic development of identified 
islands. 

 The agency is headed by Union Home Minister and the projects are being directed by NITI Aayog. 

 It aims at promoting and implementing development based on sustainable approach to building a thriving 
maritime economy of the project islands.  

 Its second meeting was recently held and it was decided to develop PPP package for the development of 
Airport in Minicoy Island and promoting of Tuna fishing Industry for improving livelihoods in 
Lakshadweep. 

 In the first meeting 10 islands from Andaman and Nicobar and Lakshdweep have been identified by the 
government for improving maritime economy, preserving the eco-system and addressing security concerns. 

 The islands include Smith, Ross, Aves, Long and Little Andaman in Andaman and Nicobar and Minicoy, 
Bangaram, Suheli, Cherium and Tinnakara in Lakshadweep. 

2.14 International multilateral maritime search and rescue exercise 

 Bangladesh, the current Chair of Indian Ocean Naval Symposium (IONS) conducted a International Maritime 
Search and Rescue Exercise (IMMSAREX) in November in the Bay of Bengal. 

 IONS, an initiative which was started by Indian Navy in 2008, has grown into a formidable organisation with 
23 ‗Member‘ nations and ‗Nine‘ observer countries. 

 In addition to the conduct of the exercise, an ‗Extraordinary Conclave of Chiefs (ECoC)‘ meeting of IONS took 
place. 

 The ECoC deliberated upon activities being undertaken by IONS in-addition to reviewing the progress made 
by three IONS Working Group (IWG) namely ‗HADR‘, ‗Maritime Security‘ & ‗Information Exchange and 
Interoperability‘. 

 China will be participated in the Rescue Exercise as an observer. 
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C. AIRSPACE BORDER MANAGEMENT 

2.15 Combat Aircraft Concerns 

Why in news? 

The dysfunctional procurement of light combat aircraft is hindering the growth of indigenous defence sector. 

What are the recent aircraft deals? 

 Gripen E - Swedish company Saab and the Adani Group agreed to build the Gripen E single-engine fighter in 
India. 

 F-16 - US-major Lockheed Martin and Tata Advanced Systems Ltd (TASL) to build the F-16 Block 70. 

 Mirage 2000 -With the support of Dassault Aviation (French) and Thales teams as per the contract, these 
aircrafts are upgraded. 

 French vendor Dassault proposed shifting the Mirage 2000 production line to India. 

 MiG29 M - Deal have been initiated between Russia and IAF for procurement of MiG-29M. 

 Super Hornet- Boeing had made a deal to manufacture with F/A-18E/F Super Hornet in India. 

 Typhoon -Eurofighter GmbH consortium had offered the Typhoon deal to India. 

What are the issues with combat aircraft procurement? 

 From 1999 Indian Air Force demanded 126 combat aircraft to replace its ageing fleet of MiG-21 and MiG-27 
light fighters.  

 It was originally hoped that the Tejas light combat aircraft would replace the MiGs. 

 But IAF decided to supplement its three-squadron fleet of Mirage 2000 multi-role fighters, which had 
performed well during Kargil. 

 The IAF immediate requirement was 126 fighters; the Tejas production was not able to meet that target. 

 The original plan to build an affordable, single-engine, light fighter was officially dead.  

 IAF finally picked the Rafael, the most expensive heavy fighter in the list.  

 It has ordered 36 Raffles for a mind-boggling ^7.87 billion, which is one-and-a-half times what was budgeted 
for 126medium range combat aircraft.  

What are the characteristics of Tejas aircraft? 

 The Tejas is an Indian single-seat, single-jet engine, multirole light fighter. 

 It is the smallest and lightest in its class of contemporary supersonic combat aircraft. 

 It is designed by the Aeronautical Development Agency (ADA) and Hindustan Aeronautics Limited (HAL) for 
the Indian Air Force and Navy  

 As of 2016 the Tejas MK1 Only 21 aircrafts has been produced for the Indian Air Force (IAF) and the naval 
version was undergoing flight tests for Indian Navy (IN).  

 This indigenously produced will reduce the monetary constrains, and provide more efficiency of Indian 
Defence. 

2.16 Significance of Unmanned Aerial Vehicles  

What is the issue? 

 US Navy has decided to replace its Aircrafts gradually with UAVs. 

 There is a strong demand for India over the UAV venture. 

 What is the significance of UAVs? 

 Unmanned Aerial Vehicles are the best for search and strike missions with low calibre high accuracy guided 
weapons.  
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 Controlled from a ground station, the UAV either flies a pre-planned path or can be dynamically controlled.  

 UAV‘s has high endurance, which allows a high success rate for search and strike missions. 

 The roles of UAVs are gradually increasing in the civil sector, ranging from the delivery of packages to the 
shooting of high-quality aerial films. 

What are the short comings with UAVs in replacing MAVs? 

 Sensors - Present sensors do not have the capacity to replicate the appreciation by a human eye and pose a 
limitation in operations. 

 Dynamic Situation Processing - Decision-making autonomy is required, It cannot be explicitly expressed 
mathematically, a human is essential.  

 Communication - Their inability is to capture high fidelity data, based on directions from the ground 
station, receive, decrypt and process it to execute a command.  

 Speed and Manoeuvrability - They are low speed and consequent low manoeuvrability as compared to 
manned fighter aircraft and this makes them vulnerable.  

 Weapon Carrying Capacity - UAVs are capable of carrying low calibre/low weight weapons in limited 
numbers as compared to manned aircraft.  

 Safety - UAV accident rates are four to five times higher than that of manned aircraft.  

 Endurance - Autonomous inflight refuelling could keep the UAV in the air for days.  

 Risk - The control of UAV is heavily dependent on electromagnetic waves, which are susceptible to 
interference/jamming/technical malfunctions.  

What is Indian UAV Scenario? 

 By 2050, at least 50 per cent of combat missions would be designated to UAVs and that would require a large 
fleet of various types of UAVs.  

 While Israel and USA are leaders in UAV technology and operations, the Indian UAV programme is in its 
infancy.  

 Going by the example of the Light Combat Aircraft (LCA), the production of an Indian combat mission capable 
UAV is at least a couple of decades away.  

 To meet that challenge, it would be prudent to establish a joint venture for the production of UAVs in India 
under the Strategic Partnership programme. 

2.17 Revised Proposal for Civilian Drones 

Why in news?  

 The Directorate General of Civil Aviation (DGCA) has released a revised draft of proposed rules for operating 
civilian drones.  

 Public comments have been invited and a final draft after incorporating suggestions is expected by the year 
end.  

What are the highlights?  

 An earlier draft faced criticism for proposing a very complicated and restrictive set of rules that was also 
difficult to enforce.  

 The new draft has relaxed many of these and is more in line with the ground realities.  

 According to the weight, drones have been divided into five categories, with different specifications for each.  

 Lightweights - The lightest two categories - Nano (up to 250 grams) and Micro (up to 2 kgs of takeoff 
weight), may be operated without the operator possessing an ‗Unmanned Aircraft Operator Permit‘ – UAOP.   

 Also, these smaller UAVs don‘t require a unique identification number (UIN), provided they are operated 
within 200 metres. 

 Larger vehicles – These will have to possess UIN and their operators will need a permit.  
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 Flight plans will have to be filed and import licences for larger drones will be granted on merit, depending on 
the purpose.  

What are the relaxations?  

 Commercial use of drones for photography, doorstep delivery and even passenger transport (large UAVs) 
could be allowed too.  

 The need to get home ministry‘s clearance for flight routes 80 days in advance has been done away with.  

 Restrictions placed on areas where ‗UAVs may not be operated‘ have also been relaxed.  

What are the drawbacks?  

 Flights are not going to be permitted within 500 metres of designated sensitive installations, within 50 km of 
borders or more than 500 metres offshore.  

 As many installations are classified as sensitive, this is still very restrictive and it will make commercial 
operations difficult.  

 Civilian use of drones for hobby and commercial purposes is already common and multiple types are available.  

 The cheapest ones cost Rs 1,200-1,500 and a smart middle-school student can assemble and programme it.  

 As permissions are still a little tedious, they run the risk of being ignored. 

How does the future look?  

 The civilian use of drones is expected to proliferate and the years with increased commerciality and better 
regulations.  

 UAV ambulances have been successfully deployed in several countries and its advantages are obvious.  

 UAVs are also used in disaster management, for surveys and mapping, monitoring of power lines, ports and 
pipelines. 

 Commercial photography, crop spraying and gathering of weather data are also aspects that have potential.  

 Concerns - There are indeed multiple associated safety, security and privacy concerns. 

 These must be addressed in a pragmatic and rational fashion by flexible regulations that can adapt to new 
technologies.  

 The new draft is an improvement but it does not go far enough. 

2.18 Outer space treaty 

How did the treaty evolve? 

 Space has always been the final frontier for human knowledge and imagination. 

 The launch of Sputnik in 1957 was one of the most significant movements towards exploring what lies beyond 
the terrestrial horizon.  

 It also led to the Space Race that began with the Cold War. 

 Both the US and USSR attempted to demonstrate their technological prowess in this unchartered domain.  

 A stable framework to govern Space related activities and their usage was the need of the hour and the United 
Nations formed a Committee on the Peaceful Uses of Outer Space to address the issue.  

 As a result, the Outer Space Treaty came into force in October 1967.  

 It has a total of 104 signatories today. 

 These include major space powers like the US, Russia, China, Japan and the European members of the 
European Space Agency (ESA), as well as emerging space powers like Brazil and India. 

What are the highlights of the treaty? 

 OST was the first binding legal instrument for the management and governance of outer space that came into 
force.  
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 It deems outer space to be free for exploration and use by all States and no nation can claim sovergnity. 

 It calls upon States to refrain from placing in orbit around the Earth any objects carrying nuclear weapons or 
any other kinds of weapons of mass destruction. 

 It also states that the Moon and other celestial bodies shall be used exclusively for peaceful purposes; 

 States shall also be responsible for national space activities whether carried out by governmental or non-
governmental entities; 

What are the contentions in the treaty? 

 Article IV remains a major bone of contention.  

 The dual use of Space technologies – particularly missile guiding satellites – can be attributed to the loopholes 
that can be seen in the phrasing of the treaty.  

 Article IV requires that signatory parties, in their own capacity, 

 Prevent the Placement of Weapons of Mass Destruction (WMD) in outer space; 

 Prevent the Attack of a Nation‘s Satellites/Critical Infrastructure; 

 Prevent the establishment of military bases, installations, and fortifications. 

 The article bans the deployment of military technology, but a later clause suggests that military technology can 

be used for research purposes.  

 Hence the placement of conventional weapons in orbit potentially leaves way to some highly destructive attack 

strategies such as kinetic bombardment. 

 With the emergence of Ballistic Missile Defence systems, asymmetric warfare, cybermilitary operations and 

information warfare, traditional modes of war are increasingly becoming obsolete. 

 To counter the threat of a digital war, the Treaties governing the digital world need to be contemporized as 

well. 

2.19 NETRA (AEW&C) 

 NETRA is the first indigenously built Airborne Early Warning and Control System (AEW&C) developed by 

Indian Air Force which is mounted on Embraer aircraft. 

 AEW&C is the airborne radar system of AESA type mounted on a jet aircraft for airborne surveillance system 

to provide command to the friendly forces in the battle field and also to detect enemy‗s patrolling vehicle 

within the boundary. 

 The terms AWACS and AEW&CS are warning systems related to airborne threats. AEW&CS stands for Air 

Borne early warning & control system is indigenously developed by India (DRDO). It has a range of 200kms 

and 240 degrees coverage. 

 AWACS-Airborne warning and control system is an Israeli technology. It has a better range of 400kmsand 

360 degree coverage. Only four nations as of now have such technology, such as India, Israel, US and Russia. 

2.20 Endo-atmospheric interceptor missile successfully test fired 

 Ballistic Missile Defense (BMD) is a two tired defense shield which aims to destroy enemy ballistic missiles. 

 The BMD consists of two interceptor missiles, the Prithvi Defense Vehicle (PDV) and the Advanced Area 

Defense (AAD) missile. 

 PDV/Pradyumna Ballistic Missile Interceptor is capable of destroying missiles at exo-atmospheric (high) 

altitudes of 50–80 km. 

 PDV is a two stage supersonic missile fuelled by solid motor in 1st stage and liquid fuelled in 2nd stage. 

 AAD/Ashwin Advanced Defense interceptor is capable of destroying missiles at endo-atmosphere (low) 

altitudes of 15-30 kilometers. 

 AAD is a single-stage supersonic solid fuelled interceptor missile. 

 The Ballistic Missile Defense shield is expected to be achieved by 2022. 
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 AAD was recently successfully test-fired from a test range in Odisha. 

3. TERRORISM AND ORGANISED CRIME 

3.1 National security doctrine 

What is the issue? 

 At present the defence establishment have a doctrine for external security and not a cohesive doctrine for 

internal security. 

 India does not have a formally declared National Security Doctrine. 

Why is the need for the doctrine? 

 India has witnessed militancy, insurgency, terrorist attacks, unsettled border disputes etc. For Ex, Terrorist 

attack on Uri,  Pathankot air base (2016), 26/11 Mumbai blasts, Church Street bomb blasts in Bangalore 

(2015), border disputes with China, Pakistan, Insurgency in the Northeast etc. 

 The arrival of NSG to combat terrorist in Pathankot, when trained armed force existed at the region has 

triggered a serious debate. 

 There is opacity in the functioning of Intelligence agencies and improper coordination among security 
agencies. E.g. No credible external audit happens, No cohesive command and control structure. 

What should be the objectives? 

India‘s major national security objectives should comprise the following: 

 Border protection - Maintaining the territorial integrity of India‘s borders on land, sea and air, as defined 
by law and enshrined in the Constitution, including the defence of India‘s island territories. 

 Nuclear Weapons and Cyber Warfare - Maintaining effective nuclear deterrence against the use or the 
threat of use of nuclear weapons against India & Protecting critical infrastructure and military command and 
control systems against cyber-attack and developing offensive cyber operations capabilities to deter such 
attacks. 

 Protection through diplomacy - Ensuring through diplomatic means that India will not be required to 
fight a simultaneous two-front war with China and Pakistan.  

 Providing a stable and peaceful external security environment in India‘s area of strategic interest.  

 Preventing the destabilisation of friendly countries in India‘s area of strategic interest extending from the 
South China Sea in the east to the Horn of Africa in the west.  

 Developing balanced relationships with strategic partners, including through defence cooperation, to deter 
conflict and manage crises, and engaging with organisations such as the ASEAN Regional Forum and the SCO.  

 Promoting cooperation and understanding with neighbouring countries and implementing mutually agreed 
confidence-building measures to prevent crises through miscalculation.  

 Defence reforms - Working dynamically to achieve the goal of self-reliance (70% indigenous content) in 
defence procurement by 2025.  

 Investing appropriately in the development of high-end defence technologies in conjunction with strategic 
partners to gain an edge in combat capabilities over military adversaries. 

3.2 NATGRID 

What is NATGRID? 

 NATGRID is a central agency that aims to have an integrated intelligence grid that will link and store sensitive 
personal information on citizens from different government agencies for counter-terror investigations.  

 Conceived in the wake of the 2008 Mumbai attacks, it was established to bolster India‘s counter-terrorism 
capabilities by combining sensitive databases of personal information related to various domains.  
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 The domains are banks, credit cards, cell phone usage, immigration records, motor vehicle registrations, 
Income Tax records and National Crime Records Bureau.  

 The single database will be accessed by authorised officers from 10 central agencies like IB, IB, R&AW, CBI, 
ED and DRI.  

Why do we need NATGRID? 

 NATGRID will enable security agencies to locate and obtain relevant information on terror suspects from 
pooled data of various organisations and services in the country.  

 It will help identify, capture and prosecute terrorists and help pre-empt terrorist plots. 

 Not having a sophisticated tool like the NATGRID will force the police to rely on harsh and coercive means to 
extract information.  

 A pattern search and recognition system will minimise violations of human rights. 

 It would also help the police and the Intelligence Bureau keep a tab on persons with suspicious backgrounds.. 

What are the criticisms?  

 There are accusations of possible violations of privacy and leakage of confidential personal information. 

 Its efficacy in preventing terror has also been questioned as no state agency/police force has access to its 
database thus reducing chances of immediate, effective action. 

 The Snowden files have already revealed the widespread misuse in recent years of surveillance capabilities to 
compromise individual privacy and even violate national sovereignty.  

3.3 Eleven Point Action Agenda for Counter-Terrorism 

Why in news? 

PM NarendraModi presented an 11-point action agenda for counter-terrorism in the G20 Summit. 

What are the 11 points? 

 Adoptation of Comprehensive Convention on International Terrorism. 

 Effective implementation of United Nations Security Council 
resolutions and other international resolutions. 

 Exchange of best practices and process of de-
radicalisation of terrorism through G-20 countries. 

 Closure of terror funding with the help of Financial Action 
Task Force. 

 Weapons and Explosive Action Task Force must be 
formed to stop arms trading to a terror organisation. 

 Firm and deterrent action must be taken against those 
countries who support terrorism and these countries must be 
barred from G20 summit. 

 Countries attending G20 summit must exchange lists of 
designated terrorists and must take action against them and 
their supporters. 

 For those arrested for terror activities, the process of 
extradition must be simplified. 

 Concrete support among G-20 countries for Cyber Security to stop terror activities. 

 G-20 countries must form National Security Advisors on Counter Terrorism. 

G 20 

 The Group of Twenty is an international 
forum for the governments and central 
bank governors from 20 major economies. 

 Membership: 19 individual countries plus 
the European Union (EU).  

 Collectively, the G20 economies account for 
around 85% of the gross world product 
(GWP), 80% of world trade. 

 Founded in 1999, the G20 aims to discuss 
policy issues pertaining to the promotion of 
international financial stability. 

 The G20 heads of government have 
periodically conferred at summits since 
their initial meeting in 2008. 

 It also hosts separate meetings of finance 
ministers and foreign ministers due to the 
expansion of its agenda in recent years. 
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3.4 Massod Azhar & 1267 Committee 

Why in news? 

U.S moved a proposal at the U.N.‘s Sanctions Committee 1267, to designate Pakistan-based Masood Azhar as a global 
terrorist. 

Who is Massod Azhar? 

 Masood Azhar is the founder and leader of terrorist group Jaish-e-Mohammed, active mainly in the Pakistani 
administered Azad Kashmir. 

 India holds Azhar responsible for many terrorist acts in India including the 2nd January 2016 attack on the 
Pathankot airbase. 

Why is China opposing the move? 

 China was the only country among the 15-member UN Security Council to oppose the ban on Azhar. Even 
Saudi Arabia backed India. The possible reasons for chinas‘s opposition are, 

 China and Pakistan are ―all-weather friends‖. Therefore Beijing‘s wants to keep its ally in South Asia in good 
terms. 

 Pakistan is supporting China within groupings like the Organisation of Islamic Cooperation and others like the 
Non-Aligned Movement where China has no representation. Therefore this could be payback. 

 China also wants to strengthern its relation with Pakistan because of its key role in China‘s One Belt One Road  
plans. 

 China sees India‘s growing proximity to the US as a major challenge and this could be a retaliation. 

 This also could be counter measure against India for sheltering Dalai Lama. 

What is the current proposal? 

 In December 2016, India‘s efforts to get Azhar banned by the U.N. were blocked by China. 

 The current proposal by US said that JeM is a designated terror outfit and so its leaders should be banned and 
the proposal is supported by the U.K. and France. 

 But China opposed and put an hold on the U.S.‘ move. 

 The ―hold‖ remains for six months and can be further extended by three months. 

 During this period, it can anytime be converted into a ―block,‖ thereby, ending the life of the proposal. 

 Therefore, India has said that the matter has been taken up with the Chinese government. 

What is UNSC 1267 Committee? 

 The UNSC 1267 Committee was established as a result of resolution 1267 (1999). 

 It is also known as the AlQaida and Taliban Sanctions Committee. 

 The Committee comprises all 15 members of the UNSC and decides unanimously and secretly. 

 It was established for the purpose of overseeing the implementation of sanctions measures imposed on 
Taliban-controlled Afghanistan for its support of Osama bin Laden. 

 Eventually it has been modified and strengthened by subsequent resolutions. 

 Now, if an individual or an organisation is included in the list, it helps in restricting their movement, financial 
penalties and assets freeze among others.  

3.5 Prevention of Lone Wolf Attacks - Social Integration 

What is the issue? 

 There has been series of terror attacks in western countries by ―lone wolves‖ including the recent attack in 
New York.  
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 To tackle this, countries like Canada have been focusing on assimilating migrants into their cultural 
mainstream.  

How are lone-wolfs different? 

 The common thread among all such attacks was that all these people acted on their own without any 
command from elsewhere.  

 Most lone-wolfs get indoctrinated online out of own choice without any direct contact with radical 
propagators.  

 Notably, objects of common use - like trucks, axes, knives are innovatively used as deadly weapons.  

 These features of lone-wolf attacks help in effectively skipping the conventional surveillance radars.  

 This strand of terrorism is not akin to conventional war that can have definitive beginning and end.  

 It is rather closer to crime, which can best understood through, and handled by, the tools of law enforcement. 

 Therefore, the security challenge is to be more efficient when it comes to preventing indoctrination than the 
actual act.  

What are the ways to prevent it? 

 Canada‟s Social Integration - Understanding the plight of migrants, their worldview and their aspirations 
is the key to any integrationist effort.   

 Enhanced social & personal relationships contribute greatly to the development of a ‗sense of belonging‘ and 
needs to be encouraged. 

 For peple to forge a new beginning in the host society - being granted some form of a legal status, getting a job, 
Ensuring free assess to rental services, financial systems, education and healthcare opportunities is crucial. 

 Cultural Integration - Canadian Multiculturalism Act - 1988 formalized a policy to encourage cultural 
diversity. 

 Developing a sense of tolerance through recognition and understanding became an aspect of public policy.  

 Accommodating the language of the migrants and funding multi-cultural initiatives can all help.   

 Explaining Canadian customs and legal systems to the refugees was also given importance.  

 Australian Perspective - Australia had constituted many ‗Fixated Threat Assessment Centers‘ in 2006 to 
find people with obsessive, stalker-like fixations (not terrorists) on public figures and celebrities.  

 Such people were overwhelmingly found to suffer from some form of mental illness, particularly psychosis. 

 These centers have partnership with the health department to council these people and enhance their social 
cognition. 

 Perpetrators of lone-wolf terrorism have also been found to exhibit a higher level of psychological disturbance 
and depression.  

 The mental illness angle would also redefine remedial programs and rehabilitation for lone-wolfers. 

 Israel‟s tactics - Transforming a motor vehicle into a simple but deadly weapon has long been a favoured 
terror tactic by Palestinians in Israel. 

 In the wake of these attacks, Israeli officials began using concrete blocks or metal barriers to seal off areas for 
given periods of time.  

 Another tactic taken by the Israelis is to proactively arrest alleged terrorists based on their profiles and their 
social media postings. 

 While the tactic has raised questions about the impingement on people‘s personal freedoms, it is seen as an 
effective way to combat lone wolfs. 

How can radicalism be prevented?   

 Efforts for preventing polarisation along religious or ethnic lines through effective social integration are 
needed. 

 Enhancing the ―sense of belonging‖ among different groups rather than looking for reasons to detain or expel 
them could help. 



 
 

 

www.shankariasacademy.com   |   www.iasparliament.com 

34 

 Investigators need to examine all of the concrete details of the perpetrators‘ lives rather than just the act of 
violence. 

 The root causes of radicalism should be identified and be dealt with the active support of community leaders.  

 While enhancing surveillance and safety structures might help to an extent, they are only temporary measures. 

 Building a broader acceptance for other cultures is the key to liberal democratic ethos. 

3.6 Comprehensive Convention on International Terrorism 

Why in news? 

 India has been appealing the global community for early adoption of the Comprehensive Convention on 
International Terrorism (CCIT). 

 Shanghai Cooperation Organisation (SCO) recently backed India‘s proposal on fighting international 
terrorism by passing CCIT. 

What is CCIT? 

 The CCIT was proposed by India in 1996.  

 After two decades, the convention is yet to come to a conclusion.  

 It is tool to develop a norm under which terrorists shall be prosecuted or extradited.  

 It is still at primary stage of decision making in UNGA to seek consensus. The discussions have yielded three 
separate protocols that aim to tackle terrorism:  

1. International Convention for the Suppression of Terrorist Bombings. 

2. International Convention for the Suppression of the Financing of Terrorism. 

3. International Convention for the Suppression of Acts of Nuclear Terrorism. 

What is the need for CCIT? 

 India, which has been a victim of cross-border terrorism, took cognizance of the threat it poses to 
international peace and security long before the major world powers.  

 India has condemned terrorism in its all forms and stressed that it requires a holistic approach and collective 
action to tackle it. 

 India has pushed for an intergovernmental convention to enhance prosecution and extradition of terrorists.  

 The move is also a part of India‘s strategy to isolate Pakistan internationally.  

 The CCIT provides a legal framework which makes it binding on all signatories to deny funds and safe havens 
to terrorist groups.  

 The CCIT have following major objectives: 

1. To have a universal definition of terrorism that all 193-members of the UNGA will adopt into their 
own criminal law. 

2. To ban all terror groups and shut down terror camps 

3. To prosecute all terrorists under special laws 

4. To make cross-border terrorism an extraditable offence worldwide. 

What is the reason for deadlock? 

 It is mainly due to opposition from three main blocs – the US, the Organization of Islamic Countries (OIC), 
and the Latin American countries. 

 All three have objections over the ―definition of terrorism‖ and seek exclusions to safeguard their strategic 
interests.  

 The OIC wants exclusion of national liberation movements, especially in the context of Israel-Palestinian 
conflict. 

 The US wanted the draft to exclude acts committed by military forces of states during peacetime. 

3.7 Security Council Resolution 2322 
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Why in news? 

UN Security Council unanimously adopted Resolution 2322 on strengthening international judicial cooperation in 
countering terrorism.  

What is Resolution 2322? 

 It aims to enhance the efficacy of international legal and judicial systems in their fight against terrorism 
through operational collaboration.  

 It is the first resolution adopted by the Security Council on the subject matter of international judicial 
cooperation. 

 It emphasises five major issues related to counter terrorist activities – 

o Mutual legal assistance and extradition, 

o The issue of foreign terrorist fighters and returnees,  

o Financing of terrorism,  

o Increasing role of information technology in gathering and sharing evidence & 

o Role of multilateral agencies such as UNDOC (united nations office on drugs and crime) and Interpol 
in preventing terrorist activities. 

 It calls upon States to use applicable international instruments as a basis for mutual legal assistance and 
extradition in terrorism cases. 

 Some of the proposals such as designation of national central authorities for mutual legal assistance and 
extradition, regional and cross-regional cooperation, appointment of liaison officers, police to police 
cooperation, creation of joint investigation and information sharing mechanisms are extremely significant in 
the present scenario. 

 The issue of foreign fighters and returnees comprises the next major focal area of the resolution. The 
resolution underlines the importance of international cooperation in stemming the flow of foreign terrorist 
fighters to and their return from conflict zones.  

 It urges States to share available information regarding foreign terrorist fighters including their biometric and 
biographic information.  

 The Resolution also calls for the easing of transfer of criminal proceedings from the court of one country to 
those countries where the main act of terrorism took place.  

 It also adds that appropriate sharing and use of intelligence threat data on foreign fighters are central to 
counter-terrorism measures. 

 It suggests that States make financing of terrorism as a serious criminal offense in domestic law. 

 It urges States to undertake targeted financial sanctions against groups under resolutions 1373 (2001) and 
2253 (2015). 

 The resolution also emphasises the need for assisting victims of terrorism, and cautions against deprecating 
fundamental human rights in the name of counter-terrorism.  

What is its significance? 

 The Resolution 2322 debates on the lack of judicial cooperation, which is one of the fundamental problems in 
prosecuting most terrorism cases, especially when foreign terrorist fighters/groups were involved. 

 In most of the recent terrorism cases, including cases in Mumbai, Brussels, Paris, Istanbul, Nice, Berlin and so 
on, significant components of the case, such as evidence, suspects, and witnesses were spread across the 
jurisdictions of several States.  

 It would help in mobilizing tangible evidence to ensure that those evidence were gathered in a form which 
could be used in courts.  
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 It would end the stalemate in extradition of wanted terrorists, and would put an end to the practice of 
providing safe havens to such persons by other States.  

 It can be viewed as the first step to overcome the practical challenges associated with the prosecution of 
terrorists in their country of origin or elsewhere, for their criminal activities in a foreign country.  

4. ROLE OF EXTERNAL STATE ACTOR AND NON STATE ACTOR 

4.1 Cross Border Human Trafficking 

What is the issue? 

 Following the 2015 Nepal earthquake, there has been threefold increase in human trafficking from Nepal to 
India. 

 Most of the victims were reported to be minors and large number of women left the country to find 
employment abroad. 

 The destination countries for most of them were Kyrgyzstan, Israel, West Asia, and India. 

What are the concerns in identifying human trafficking? 

 Identifying cases of human trafficking is not easy as no case of human trafficking has been registered since 
2015. 

 It is often difficult for the police to identify a human trafficking case at the source since the victim may have 
been lured through the false promise of marriage or a job. 

 The Indo-Nepal Treaty of Peace and Friendship, 1950 provides for an open border between Nepal and India 
and there is a seamless human movement. 

 Individuals are stopped only on the basis of suspicion, intelligence or information from family members or 
relatives. 

What measures needs to be taken? 

 Closing the border may prevent cross-border trafficking, but it could also engender economic vulnerabilities 
for those who have jobs or own businesses along the border. 

 It is imperative to create economic opportunities, particularly for the youth, within the country. 

 Nepal-India border needs to be equipped with enhanced intelligence networks and effective monitoring 
mechanisms. 

4.2 Trafficking of Persons (Prevention, Protection and Rehabilitation) Bill, 2018 

Why in news?  

The Union Cabinet has recently approved the Trafficking of Persons (Prevention, Protection and Rehabilitation) Bill, 
2018 for introduction. 

What are the key provisions? 

 Coverage - The Bill covers a wide range of forms of trafficking which includes: 

1. trafficking for the purpose of forced labour, begging 

2. trafficking by administering chemical substance or hormones on a person for the purpose of early 
sexual maturity 

3. trafficking of a woman or child for the purpose of marriage or under the pretext of marriage or after 
marriage, etc 

 In particular, the Bill comprehensively addresses the transnational nature of the crime. 

 Punishment - It specifies punishment for promoting or facilitating trafficking of person. 

 The activities may include 

1. producing, printing, issuing or distributing unissued, tampered or fake certificates 

2. registration or stickers as proof of compliance with Government requirements 
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3. procuring or facilitating the acquisition of clearances and necessary documents from Government 
agencies fraudulently 

 Punishment ranges from rigorous imprisonment for minimum of 10 years to life, and fine of not less than Rs. 1 
lakh. 

 Besides, the Bill provides for the attachment and forfeiture of property and also the proceeds of crime. 

 This is to break the organized nexus, both at the national and international level. 

 Relief - The Bill provides for immediate protection of rescued victims and their rehabilitation. 

 The Victims are entitled to interim relief immediately within 30 days to address their physical, mental trauma 
etc. 

 Further appropriate relief within 60 days from the date of filing of charge sheet is also provided for. 

 Rehabilitation - Rehabilitation is irrespective of criminal proceedings initiated against the accused or the 
outcome thereof. 

 A specific Rehabilitation Fund for this purpose is created for the first time. 

 This will be used for the physical, psychological and social well-being of the victim. 

 It also for education, skill development, health care/psychological support, legal aid, safe accommodation, etc.     

 Confidentiality - The confidentiality of victims/witnesses and complainants must be ensured by not 
disclosing their identity. 

 Further the confidentiality of the victims is maintained by recording their statement through video 
conferencing. 

 This also helps in trans-border and inter-State crimes. 

 Time bound trial and repatriation of the victims, within a period of one year from taking into cognizance, is 
mandated. 

 Mechanism - The Bill provides for designated courts in each district for the speedy trial of the cases. 

 It creates dedicated institutional mechanisms at District, State and Central level. 

 These will be responsible for prevention, protection, investigation and rehabilitation work related to 
trafficking.  

 National Investigation Agency (NIA) will perform the tasks of Anti-Trafficking Bureau at the national level 
present under the MHA. 

 The National Anti-Trafficking Bureau will perform the functions of international coordination with authorities 
in foreign countries and international organizations take up international assistance in investigation facilitate 
inter-State and trans-border transfer of evidence and materials, witnesses and others for expediting 
prosecution facilitate inter-state and international video conferencing in judicial proceedings, etc 

What is the significance? 

 Trafficking in human beings is the third largest organized crime violating basic human rights. 

 It is a global concern, also affecting a number of South Asian nations. 

 But notably there is no specific law so far to deal with this crime. 

 The Bill thus addresses a pervasive yet invisible crime affecting the vulnerable persons especially women and 
children. 

 The new law will make India a pioneer in formulating a comprehensive legislation to combat trafficking. 

4.3 Irregularities in Organ Transplantation 

Why in news? 

Some irregularities in connection with organ transplantations 
have been found in the state of Tamil Nadu. 

How has TN been in organ transplantation? 

 Tamil Nadu is a pioneer in orderly and transparent 
allocation of deceased-donor organs. 

NOTTO 

 The National Organ and Tissue Transplant 
Organisation (NOTTO) functions under the 
Ministry of Health & Family Welfare. 

 It is an all-India apex body for coordination 
and networking for procurement and 
distribution of organs/tissues and 
transplantation. 
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 It has worked consistently to eliminate commerce in kidneys procured from poor living donors. 

 The Transplant Authority of Tamil Nadu has served as a model for other States. 

 The state also offers a subsidy for poor patients for a liver transplant. 

 Every effort must be made to ensure that it retains this high reputation. 

What is the recent finding? 

 The Union Ministry of Health & Family Welfare has found some irregularities in organ transplantation in TN. 

 Preferential allotment of hearts and lungs has been made to foreign patients. 

 Hearts harvested from brain-dead patients were given to foreign nationals admitted to corporate hospitals. 

 International patients get priority in cadaver transplants, bypassing long list of Indians. 

 The Directorate General of Health Services convened a meeting and framed strict guidelines for allocation of 
organs to foreigners. 

What is the procedure? 

 The provisions are laid out in the Transplantation of Human Organs and Tissues Rules. 

 State governments are expected to ensure that transplantations are done legally and ethically. 

 Citizens enrolled in the State and national waiting lists are prioritised over foreign nationals. 

 Organs go to the most suitable recipients on the rule-based parameters. 

 It is offered to domicile, citizenship, Indian origin and foreign nationality, in that order. 

Why are foreigners getting more transplants done? 

 While there is a foreigner skew for recipients across organs (liver, kidneys etc...), the trend is pronounced in 
heart transplants. 

 This is because, unlike others, heart transplant require a deceased donor, which is difficult to spot in countries 
that don‘t have dedicated programs. 

 So patients with advanced heart failure from countries that don‘t have a deceased donor programme have no 
option but to try their luck in India. 

 As most heart transplants are performed in corporate hospitals, the costs in India are well beyond a large 
majority of the local population. 

 Hence, as affordability among foreign nationals is more, there is a clear skew that is visible among recipients. 

What needs to be done? 

 For ensuring credibility in the deceased organ donation program, mere calls for transparency in organ 
allocation won‘t work. 

 Rampant privatisation has led to a profit oriented approach to health and has thereby financially skewed 
organ transplants to the rich.  

 We will have to ensure that organs will go to those who need them the most rather than to those who can pay 
for them. 

 One of the reasons behind Europe‘s high donation rates is public trust in their respective nationalised health 
schemes. 

 To ensure that such aspects are mimicked in India, we need imbibe among the mass, the feeling of 
inclusiveness. 

 As India has comprehensively embraced liberal markets (even in health), innovative policies are needed to 
ensure equity in health access. 

 Thus far, Tamil Nadu has led the way in deceased donation and also has a good record of public medical 
institutional infrastructure.  

 Hence, its model can become an all India template after some alterations. 

4.5 Rohingya issues 

What is Rohingya Issue? 
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 Rohingya Muslims in Myanmar‘s Rakhine state, neighbouring Bangladesh, are not recognised by the 
Myanmar government as an official ethnic group and are therefore denied citizenship. 

 Most Rohingyas are not qualified to be citizens of Myanmar as per the 1982 Citizenship Law, which was 
promulgated by the erstwhile military junta. 

 While it is claimed that there were no Rohingyas in Myanmar before the British brought ‗Bengalis‘ to Burma,  
there is sufficient evidence to show that the Rohingyas pre-existed the British-engineered migration (during 
the British occupation of the Arakan State in 1823) from present-day Bangladesh to Burma. 

 Even those who arrived in Burma post-1823 could not go back to Bangladesh now given that they have no 
citizenship claims there. This effectively makes them a stateless people. 

 A large number of those escaping the brutal violence end up in the well-oiled trafficking networks of the region 
who smuggle them out for huge amounts of money. Some die en route, some make it to the borders of 
neighbouring countries only to be turned away: hordes, including little children, often get stranded at sea. 

What is the historical dimension? 

 The Rohingyas currently under scanner are Muslims belonging to the Rakhine whose origins are believed to be 
from Bangladesh. 

 Geography - Rakhine is province located in the north-western coast of Myanmar and is considerably isolated 
from the rest of the country because of a mountain range in between. 

 This region has historically had close interactions with present day Bangladesh. 

 Because of all this, people to people interaction was brisk. 

 British Influence - After the region came under British rule and there was an increased movement of people. 

 As the region was fertile, there was rice cultivation on a large scale. 

 The British got workers from Chittagong to cultivate the land similar to how the poorest of Indian Tamils were 
made to work in plantations worldwide. 

 Hence, eventually a lot of people settled down there. 

 Mosques and pagodas existed side by side and there was a cordial relationship for centuries. 

 The 2nd World War saw the first fissures emerge as the Muslims supported the British and the Buddhists 
supported the Japanese for their respective political aspirations. 

 Citizenship - Most bonded labourers who were forced to sail overseas in colonial times managed to gain the 
citizenship of their acquired homes on independence. 

 But sadly this is not the case with the Rohingyas even now. 

 The Rohingyas even petitioned Jinnah in the early 50s to let them join with East Pakistan but that were 
refused. 

What is the security dimension? 

 There has been a problem of growing Islamic radicalisation among the Rohingyas since the Afghan War of the 
late 90s. 

 It has been established that extremist organisations like Jamaat ul-Mujahideen Bangladesh have strong 
networks among Rohingyas. 

 The Indian intelligence has also discovered Pakistani Army & ISI connections with the ranks of ―Arakan 
Rohingya Army‖ which is currently involved in an insurgency against Myanmar.   

 Also, a lot of illegal immigrants from Bangladesh have been found to be using Rakhine as a springboard to get 
refugee status in India, Indonesia, Malaysia, Thailand and even Europe. 

What is India‟s stand? 

 At least 40,000 Rohingyas have been estimated to have entered India and only 16,000 of them are 
documented. 

 This has been flagged as a serious security threat that pressured the government to announce the deportation 
of Rohingya refugees. 
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 Although Indian has a reputation of welcoming refugees, it is not a signatory to the UN Convention on 
Refugees and the Protocol of 1967. 

 While magnanimity is India‘s character, it shouldn‘t be at the cost of its own security. 

 On that note, the UN Human Rights commissioner‘s statement that is critical of India‘s position isn‘t correct. 

What should India do? 

 Although New Delhi‘s reluctance to speak out publicly about the violations against the Rohingyas is 
understandable, it can ill afford to ignore the crisis in Myanmar. 

 Even if human rights considerations are the least of New Delhi‘s worries, it is clearly in its interest to ensure 
that stability and peace return to the Rakhine state. 

 When peace returns to Myanmar, India can ask the latter to rehabilitate the Rohingyas (like it did vis-à-vis 
East Pakistan refugees after the 1971 war). 

 A stable and democratic Myanmar will naturally gravitate towards New Delhi. 

 The Rohingya crisis, if it remains unsettled, can become a path toward radicalisation and pose a greater 
security threat for India. 

 New Delhi should use creative diplomacy to persuade Myanmar to resolve the Rohingya crisis. 

4.6 Narcotics Control Scheme 

Why in news? 

The Centre has extended the Narcotics Control scheme for three more years. 

What is the scheme about? 

 The scheme was first launched in 2004 for a period of five and later extended twice in subsequent years.  

 The purpose of the scheme is to assist state governments and Union Territories which are contributing in 
controlling the inter-state and cross border drug trafficking. 

 Financial assistance will be provided to all the anti- narcotics agencies for strengthening their enforcement 
capabilities. 

 Financial assistance is also proposed to be provided for all capacity building activities, including training of 
personnel. 

 The Narcotics Control Bureau (NCB) is the national nodal agency for drug administration. 

 It will process the requests from state governments and UTs for financial assistance. 

What should be done? 

 According to the latest assessments, there are approximately 40 lakh drug addicts in India. 

 But the actual figure may be still higher. 

 In certain regions of the country, drug abuse has already become a severe social-economic problem. 

 So it is essential that the state governments and UTs are aware of the drug related problems in their states and 
UTs and address them in an effective manner. 

 The strategies would include both supply reduction and demand reduction.  

 Supply reduction would include enforcement activities while demand reduction would involve rehabilitation 
and de-addiction measures. 

5. ROLE OF SOCIAL MEDIA AND INTERNAL SECURITY CHALLENGES 

5.1 Dereadicalistion strategy 

Why in news? 

A high-level meeting by Union Home Secretary formalised a strategy to neutralise extremist ideologies such as that 
espoused by Islamic State. 
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What is the need? 

 ISIS and other Islamic militant groups have taken the virtual media to spread propaganda, promote their 
activities, raise funds and recruit volunteers.  

 Islamic Jihadist groups post at least 90 tweets every minute and have more than 90,000 accounts, where 
fighters and supporters are uploading information, photographs, videos and tailored views all as a part of 
propaganda. 

 25,000 volunteers from 100 countries including India answered the call to Jihad and arrived in Syria.  

 A majority of the Indian ISIS/Al Qaeda recruits are believed to have been radicalised by online charismatic 
handlers.  

What is the strategy? 

 Counselling of youths 

 Convincing community elders to persuade the younger generation to not get influenced by any extremist 
ideology besides others. 

 Monitoring of radical social media platforms and 

 Real-time sharing of information are a few steps government plans to take to prevent youths getting attracted 
to radical ideologies, such as that propagated by Islamic State. 

What should be done? 

 Streamlining the institutional mechanisms for sharing information and to adequately meet the threats from 
terrorism such as the using NATGRID.  

 Strengthening the capacity building of the police officers in states through training programs, to be organised 
by central intelligence and security agencies.  

 Analysing the suspected social media platforms run by terrorists and criminal outfits. 

 Surveillance to be maintained on such persons to prevent repetition. 

 Efforts to be made to gain the confidence of the Muslim community. 

 Community outreach programmes undertaken by the police and other security agencies will reach out to 
schools, colleges and set up help-lines. 

5.2 Countering Internet Radicalization 

Why in news? 

During the high-level meeting at the UN, India had made its remarks on preventing terrorist use of Internet and 
planed for an action plan. 

What is Internet radicalisation? 

 Internet is used by terrorist as an effective tool for radicalisation and terror financing. 

 Terror groups use the internet to advocate the use of violence to further a religious, ideological or political 
cause. 

 These terror group use different forms of material to encourage radicalisation towards violence. 

 Such Extremist material can include articles, images, speeches or videos that encourage hate or violence and 
websites created or hosted by terrorist organisations 

 This material is affecting minority youths, who may be vulnerable to becoming radicalised. 

How India is vulnerable to internet radicalisation? 

 India is much impacted by the threat posed by terrorists using Internet.  

 Many youths from western coast are reported victims of internet radicalisation. 

 India‘s pluralism make it particularly sensitive to the dangers.  
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 The rapid growth of internet users in India is now close to 500 million and growing, this underlines the scale 

of the challenge. 

What is the action plan to contain terrorism via internet? 

 Responses to terrorism must be similar across geographies and cultures, where differential standards must 

not be accepted. 

 Critical Internet resources and data centres should be dispersed and redundant to mitigate impact of major 

terror attacks. 

 Global Internet Forum to Counter Terrorism (GIFCT) is formed by Facebook, Microsoft, Twitter and 

YouTube, it formalizes and structures how the companies work together to curtail the spread of terrorism and 

violent extremism. 

 UN General Assembly re-affirmed their collective determination to prevent the Internet from being misused 

by terrorist groups and individuals. 

5.3 Influencing Voter's Choice - Facebook 

What is the issue? 

 The Cambridge Analytica involved in data breach controversy used users‘ details obtained from Facebook.  

 It was allegedly used to influence voter's preferences in the American Presidential election. 

How are user preferences observed? 

 Individual interacting with Facebook over a period of time are observed. 

 The platform gathers enough information about the likes and dislikes of the person.  

 It becomes aware of the kinds of people the individual follows and the types of news sources that s/he prefers. 

 The range of actions and reactions from the user, for the posts from these sources, is also observed.  

 All these data, when combined, help in putting together a picture of the user‘s political affiliation and 

inclinations. 

How users are generally targeted? 

 Facebook has an advertisement preferences page. 

 It helps the platform to serve up advertisements according to user preferences.  

 Based on an individual‘s likes and dislikes, it lists topics, people and interests, which it thinks are good enough 

to push ads to the user. 

 With the availability of advertisements of all kinds, Facebook allows a good degree of targeting.  

 Usually, the targeting is based on age, location and interests.  

What did Cambridge Analytica do? 

 Cambridge Analytica did not gather data from Facebook through advertisement preferences.  

 The firm allegedly took the help of a psychology professor at Cambridge University.  

 The professor designed an application, 'thisisyourdigitallife', to gather information about users.  

 This third party app used Facebook‘s login API (application programming interface). 

 This allows people to use their Facebook profile instead of creating a new account. 

 This is allowed under Facebook‘s rules and guidelines. 

 However, the professor then shared the data with Cambridge Analytica, which is against the morms. 

 The app was projected to be for a personality quiz. 

 The questions were framed in a manner so as to draw out details about the quiz-taker‘s political leanings and 

related aspects.  
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 The acquired data would then provide raw material for a detailed profile of the potential voter. 

How were voters influenced? 

 With the kind of data Cambridge Analytica had, it allegedly influenced voters in many American states. 

 It specifically targeted those who had not made up their minds, and had a high probability of moving.  

 E.g. people dissatisfied with economic slowdown and resultant unemployment were targeted with the pro-
Trump campaign.  

 A certain line of narrative to these voters over a period of time may have helped them in making their choices.  

5.4 National Social Media Policy 

Why in news? 

The government is finalising the National Social Media Policy.  

What is the objective? 

The policy will help intelligence agencies and security forces effectively 

 To reduce young people are being radicalised by the Islamic State (IS) through social media 

 To counter the cyber-threat  

 To reduce rumours that creates tense situation. 

What is the process involved in internet based radicalisation? 

 Posting messages on social media requesting 'likes' and 'shares'. 

 Developing contacts with person who interacts with the post. 

 Getting them to share more radical content. 

 If they show seriousness, explaining the route and logistics to reach IS. 

 Exchange of phone numbers, Skype IDs and other means of communication. 

 Meeting in person with intermediaries 

 Further action based on the willingness and abilities of the subject to join IS. 

How Indians reach Islamic State in Syria? 

 The most preferred route for Indians is to travel to Dubai, Saudi Arabia or Bahrain on a tourist visa and from 
there to Turkey.  

 Once in Turkey, it used to be easier to cross over to Syria.  

 Recently Turkey has tightened vigil along its border and deported at least six Indians when they were trying to 
cross over to Syria. 

6. CYBER SECURITY 

6.1 Need for a data protection law 

Why in news? 

Former chairman of the UIDAI has called for a new data protection and empowerment law. 

What is the need for a data protection law? 

 The present time period is said to be the „age of data‟ as private companies store huge volumes of 
information, a lot of it outside India‘s borders. 

 Data-colonising companies like Facebook, WhatsApp use the collected information in numerous ways about 
which individuals have limited control. 

 Digital India roll-out, push on digital payments and rising e-commerce penetration mandates a stronger 
data protection regime to foster trust in the data ecosystem. 

 Cybercrime and data breaches are also on the rise. 

 Cross-border data flows are increasingly becoming a key determinant for claiming a country‘s share in the 
global digital trade.  
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 A stronger data protection regime would act as an enabler for business growth and employment 
opportunities especially for the Indian IT industry. 

 Collection of data by governments and agencies could be used by criminals for illegal trade, trafficking and 
money laundering apart from recruitment to various terror outfits. 

 Lack of a stringent legal framework for data protection has led to privacy violations going unpunished, 
limitations on consumers‘ rights to claim compensation and constrains in government‘s ability to impose fine 
and penalties. 

 The present ‗consent model‘ one in which the data controller is free to collect, process and use the data once a 
user has given her consent doesn‘t offer complete, or even adequate, data protection.  

 This could be because the user doesn‘t always understand what she is giving her ‗consent‘ to or the ‗consent‘ 

can be forced. 

 The majority of apps can‘t be loaded without giving access to your phone-book, etc.  

 With data being collected processed and used in far too many ways by far too many platforms for an average 

user to comprehend. 

How such a legal framework should look like? 

 In this model, the data controller must assure security of the data collected. 

 It must share information with the subject regarding what use the data has been put to or with whom has it 

been shared.  

 The individual has a right to opt out of the processing of the data collected by a controller at any point of time.  

 The controller will have to show the subject all the data that it has collected/or intends to collect on an 

interactive dashboard, and the ways in which this can be processed.  

 The user can then opt out of data processing for certain categories or for certain outcomes, even as the 

dashboard informs her of the consequences. 

6.2 E.U‟s GDPR law  

Why in news? 

European Union has passed a General Data Protection Regulation (GDPR) Law. 

What is General Data Protection Regulation about? 

 The GDPR redefines the understanding of the individual‘s relationship with their personal data. 

 It relates to an identifiable living individual and includes names, email IDs, ID card numbers, physical and IP 

addresses. 

 This law grants the citizen substantial rights in his/her interaction with  

1. Data controllers - Those who determine why and how data is collected such as a government or private 

news website. 

2. Data processors - Those who process the data on behalf of controllers, such as an Indian IT firm to 

which an E.U. firm has outsourced its data analytics. 

What is the significance of this law? 

 Under the GDPR, a data controller will have to provide consent terms that are clearly distinguishable. 

 The GDPR also requires data collectors to provide information on the ‗who‘ and ‗how.‘  

 Individuals will also have the right to have personal data deleted under certain conditions.  

 The reporting obligations and enforcement are made stronger under the GDPR.  

 By this, data breaches have to be reported within 72 hours and failure to comply with the new laws could 

result in a fine up to 4% of global turnover or maximum amount of fine 20 million Euros. 

What will be the implications for India? 

http://www.thehindu.com/tag/1401-1400-1349/data-protection/?utm=bodytag
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 The GDPR has global implications as it applies to those outside the E.U. who either monitor the behaviour of 

EU residents or sell goods and services to them.  

 The E.U. bloc is India‘s largest trading partner, with bilateral trade in services alone running upwards of €28 

billion (₹2.2 lakh crore).  

 Therefore it will have a significant impact on Indian IT firms and other service providers with E.U. business. 

 But only a third of Indian IT firms are making arrangements for the GDPR and a third unaware of such a law. 

 This will likely mean fines, loss of business and missed opportunities, as well as diplomatic wrangling in trade 
talks between India and the E.U. 

6.3  Cyber Attack on Indian Agencies  

Why in news? 

There was a major technical snag in NSE that forced suspension of equity trading for nearly three hours. 

What happened? 

 NSE‘s cash segment could not open normally in the morning due to ―technical reasons‖. 

 The derivative segment was also shut down immediately after as it is not possible to continue trading in 
derivatives while the cash segment is shut.  

 After two false starts, trading resumed mid-day. 

 The halt has an estimated trade loss of about 7000 
crores.  

 This is currently being investigated on the lines of a 
―possible cyberattack.‖ 

What are cyber-attack events in India? 

 72% of Indian companies faced cyber-attacks in 2015. 

 There has been an exponential rise in Ransomware cases 
in the last one year. 

 In 2016, security codes of around 32 lakh debit cards were breached.  

 Several users reported unauthorised transactions from locations in China.  

 There are increasing number of data thefts among the civilians. 

What are the recent attacks? 

 The recent attack created cyber security threats to major Indian companies RJio, Airtel and NSE 

 RJio - Personal data such as Aadhaar details of the telecom users has been published in a website. 

 Airtel - The Radio Access Network went down for more than an hour in and around Delhi.  

 There was a network outage in Delhi/NCR and one of the network nodes had been corrupted. 

What is the reason for the vulnerable cyber systems? 

 Various telecom giants are using the telecom products which are manufactured from china. 

 Lack of importance given by government and private sectors in appointing cyber security professionals. 

 No proper understanding about the cyber space. 

 No ridged bilateral policies on cyber-attacks. 

 No Stronger framework to trace or punish the offenders. 

How can they be addressed? 

 The Home Ministry is preparing an internal cyber security policy as it is required under the national plan.  

 The government already started working on a customised cyber security policy for each ministry and 
department. 

 Strong MO U‘s on Cyber security should be made between various agencies and neighbouring nations. 

Cyber-attacks 

 It is any type of offensive plan that targets 
computer information systems by malicious 
acts from an anonymous source. 

 It is to either steal, alter, or destroy a 
specified target by hacking into a 
susceptible system.  

 Cyber-attacks can range from installing 
spyware on a PC to attempts to destroy the 
infrastructure of entire nations 
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 The exchange needs to have plans to handle minor malfunctions that affect one segment of trading. 

 The Securities and Exchange Board of India, needs to include trading back-up, channels of communication 
and investor redress mechanisms. 

6.4  Ransomware Attack 

Why in news? 

Petyaransomware hit operations at one of the three terminals at Jawaharlal Nehru Port Trust (JNPT)  

What is Petya?  

 Petya is a ransomware, similar to the Wannacry attack. 

 It is part of a new wave of cyberattacks that has hit computer servers all across Europe, locking up computer 

data and crippling enterprise services in the corporate sector.  

How exactly does Petya spread? 

 The ransomware locks up a computer‘s files and demands 

$300 Bitcoins as ransom to unlock the data.  

 All data on a computer, network gets encrypted. 

 Once the malware infects the computer, it will wait for an 

hour and then reboots the system.  

 After the rebooting, the files are encrypted and the user gets 

a ransom note on their PC asking them to pay up.  

 Users are also warned against switching off their PC during 

the rebooting process, because it could make them lose their 

files. 

Which are the most affected countries? 

 The attack is believed to have started in Ukrainian software 

called MeDoc. 

 It is used by many government organisations in the country.  

 According to reports, this is also the reason why Ukraine was the worst affected.  

 Over 60% of attacks took place in Ukraine. 

 Russia is second on the list with 30%. 

How can the ransomware attack be stopped? 

 When it comes to decrypting files, currently there is no solution.  

 For now, users who have lost their data can‘t really recover it unless they have a backup.  

 There‘s no way of getting the decryption key from the hackers, since the email account has been shut down.  

 However, according to a tweet from HackerFantastic, when the system goes in for a reboot, the user should 

power off the PC. 

 There is no way of stopping the attack from the spreading, given it exploits vulnerabilities in the network. 

 For users, it is best to keep a back up of all their data. Preferably this data should not be online, and it should 

be encrypted.  

 Users should also not click on email links from suspicious ids or click on links asking for access to personal 
information.  

 Also keep your Windows PC updated with the latest software. 

6.5  Data Analytics and National security  

What is the issue? 

Indian Computer Emergency Response 
Team 

 (CERT-In) is an office within the Ministry 
of Electronics and Information Technology. 

 It is the nodal agency to deal with cyber 
security threats like hacking and phishing.  

 It strengthens security-related defence of 
the Indian Internet domain.  

 They exchange information on prevalent 
cyber security policies and best practices. 

 There are MoUs signed between nations by 
this agency. 

Ransomware 

Ransomware is a type of malicious software 
that threatens to publish the victim's data or 
eternally block access to it unless a ransom is 
paid. 
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Indian defence and police forces are effectively using data analytics for countering their foes. 

What is data analytics? 

 Data analytics is the process of examining data sets in order to draw conclusions about the information they 

contain, increasingly with the aid of specialized systems and software.  

 It is widely used in commercial industries to enable organizations to make more-informed business decisions. 

 Globally, defence analytics is a $2 billion market but it is still at a nascent stage in India. 

 Few budding analytics firms in India had helped the army in predicting border infiltration patterns and 

provided analytics services to BSF, CRPF and Police departments across the country. 

What are the cases data analytics was most useful? 

 Border Incursion - Terrorists on the other side of the border usually send a herd of cattle to check for mines 

that the armed forces have placed on the border.  

 Public agitation -When an agitation happens anywhere across the country, there are multiple factors like 

social media posts, hashtags or news articles, religious group's posts.  

 Based on these correlation metrics, all data are merged with the intelligence data from police agencies and 

predict a protest or agitation. 

 Smuggling-Fewdata analytics also predicts that cross border infiltration and narcotic smuggling spike 

upwards on cloudy and foggy days.  

 Bomb Blast - During the 2013 Bangalore blast, Intelligence department analysed 1000 gigabytes of CCTV 

images from 3-5 traffic signals to reach out the criminal. 

 Locating strategic areas -During the 2016 assembly elections, Police in Assam used GPS data to plan the 

deployment of forces.  

 GPS imagery was used to plot polling booths routes in insurgency hit areas and plan force deployment better 

in case of disaster recovery. 

 Locating the criminals - Based on data points of where anonymous calls are arising during any political 

unrest,police allocate more patrolling vans to those areas.  

 Using frequency of cell phone tower signals police can locate criminals.  

6.6  Redesigning Cyber Space 

What is the issue?  

 The principles of data protection need to be reinvented for preventing privacy abuse and ensuring a more 
democratic society.   

 Also, as big firms have virtually monopolised cyber space, revising of our ―fair competition laws for trade‖ to 
suit current realities is needed.  

What are some approaches to prevent data abuse?   

 Minimisation - Data controller firms should be allowed to collect data only if it is a prerequisite for 
providing functionality or if it is a legal requirement.  

 For example, Facebook‘s messenger app on Android harvests call records without any consumer-facing 
feature on the app that justifies such collection.  

 This could be stated as a clear violation of the data minimisation principle and a possible legal bar on such 
data collection could be considered.   

 Consent - The data controller firms are required to secure explicit, and voluntary consent from users (unless 
there are exceptional circumstances).  

 Unfortunately, consent has been reduced to a mockery today through unintelligible and lengthy ―privacy 
notices‖ and ―terms of services‖.  

 To reinvent consent we need to evolve a data protection regulator that allows individuals to check against their 
unique identifiers through a web portal.  
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 The web portal is to provide the list of data controllers (like Facebook, Google) that hold a perosn‘s unique 
identifiers like ―email, phone number, Aadhaar‖.  

 The data subject should then be able to revoke consent with one-click, which would mandate controllers to 
delete the said data point.  

 Explicit Explanation - Advertisements online are presently micro-targeted based on information that users 
give out in the course of their online activity.  

 While currently, the reason for why we see a particular ad is provided on demand, data controllers should be 
mandated to explicitly display them.  

 Presently, people do have a partial control over ads they see by manually blocking the automated ad dispersing 
algorithms, but more is needed. 

 Explicitness in ‗ad policy‘ would nudge more users to control their online feed better and this would also help 
in overcoming the ―Echo Chamber Effect‖.     

 Echo Chambering - This is a phenomenon in which sites tend to show users more content relating to 
subjects what they had sought it the past. 

 This thereby strengthens biases among people by reinforcing more of the same and gives false perceptions of 
online trends due to a conditioned news feed.     

 Consequently, different users get psychologically manipulated differently due to their customised news feeds 
and thereby social polarisation gets amplified.  

What are the consequences of virtual online monopolies?  

 Google (YouTube, search etc...) and Face book have over the years monopolised digital advertising revenues 
due to their dominance in cyber space.  

 In Google‘s case, this more pronounced as it has a big share in both the open ‗digital ad market‘ as well as the 
operating system space with ‗android‘.   

 These tech-giants have algorithms that are designed to maximise the amount of time that users spend on their 
platforms by feeding them engaging content.  

 They‘ve also asserted themselves as mere social platforms that host content in order to absolve themselves of 
any responsibility for what is posted on them.  

 This self-serving myopic foresight implies that there is little incentive for them to curb misuse of their 
platforms by immoral participants.  

 Consequently, they‘ve ended up creating a remunerative avenue for unauthenticated news platforms, and 
sensation mongers.  

 Additionally, their market dominance has gulped up considerable revenue streams of authentic content 
developers and news agencies.  

What are structural changes needed in cyber space?  

 The tech-giants need to be legally mandated to evolve internal mechanisms to prevent misuse of their 
platforms and to curtail the spread of misinformation.  

 Also, a revenue sharing model should be established on mutual terms between content developers and the 
host site (to nurture an open business space).  

 Notably, sites like youtube do pay developers currently, but these are by their own terms and conditions and 
not by a mutual contract between parties.   

 Fair Competition - Our current set of ―fair-competition laws for business‖ is proving to be ineffective in the 
wake of emergence of massive online firms.  

 Fair competition is an essential component of democracy, open society, innovation, and we have to get 
creative to ensure its sustenance.  

 For achieving the stated ends, fundamental changes to the competition law is needed – which could even 
mean capping the growth of firms in cyber space or rather breaking Google into smaller firms.  

 Also, divorcing operating systems from other services and products can be considered to deny firms the unfair 
advantages of vertical integration.  
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 While these are all long-term fix, we need to start ideating now on what are the possible scenarios that could 
replace the current cyber space structures.  

What can be done in the near future?  

 To dislodge the tech-hegemony from their omnipotent and monopolistic position, newer alternatives need to 
be promoted.  

 As an immediate step, the Indian government could procure software solutions for its needs from smaller 
firms as against buying Google‘s products.  

 Notably, considering the scale of government‘s digital India initiative, there are immense opportunities for 
tech-companies to capitalise and grow.  

 The education sector in particular has a massive demand for digital content and classroom tools, all of which 
run the risk of being pocked by Google.  

 The government could also stop using Facebook, and Twitter for e-governance, and thereby stop providing 
free advertisements for these companies.  

6.7 Securing Data Streams  

What is the issue?  

 Cambridge Analytica fiasco has highlighted the risks and challenges in safeguarding privacy and preventing 
data abuse.  

 Mandating big foreign tech firms to set up data centres within Indian jurisdiction and nurturing indigenous 
firms are some possible solutions.   

What is the current status?  

 Vulnerabilities - Recent developments with respect to ―Cambridge Analytica‖ raise some questions on how 
the Government can protect data.  

 Although the Government claims data is safe, the sheer massiveness of foreign companies like Facebook, 
Google, Amazon or Apple is menacing.  

 Notably, the above 4 are the main firms driving big-data technologies in the country and globally and are 
almost omnipotent in all gadgets.  

 Government Response - So far, India has shown no signs of doing anything to control them and the data 
protection law is still in its nascence.  

 Past experiences haven‘t been positive either, and even protocols issues to government departments regarding 
cyber security are not complied with.  

 Notably, government departments were asked to not use Gmail for official purposes, and ‗.nic.in‘ was 
promoted instead, but compliance has been tardy.  

What is the way ahead?  

 Data Centres - If Indian data doesn‘t remain within India‘s borders, it can‘t be subject to Indian laws, which 
makes regulating them really tough.  

 Data breaches will only expand in future and India is expected to be the centre of expansion for tech giants 
due its youthful population.  

 Due to these transgressions, government should ask these tech giants to set up their data centres in India, 
which won‘t be a big investment for them.  

 Despite the minimal taxes that these firms would face, they‘ve refused to set up data centres sighting trivial 
problems like electricity and land acquisition.  

 Indigenisation - The Government has also been talking about creating big home grown tech firms, but it‘s 

been years now.  

 Notably, China has been successful in this domain with firms like ―WeChat and Baidu‖, to counter 

international tech giants.  

 We must back big India-owned e-commerce and mobility players to fight the Amazons and Ubers of the world. 
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6.8 Data Brokerage  

What is the issue? 

 Multiple online profiling agencies graze on legally grey zones and collate private data without consent for 

commercial use. 

 As the problem is reaching menacing proportions, it calls for stringent regulations in the domain.  

What are some of the common cases?  

 Every click online creates an indelible data trail that is being capitalised by data hawks who‘ve set up the 

infrastructure to monetise on them.   

 This intrusive trend can significantly compromise ones health status, schedules, food and sleep habits, 

educational profile etc...  

 Broadly there are two modules that are used for data mining from unsuspecting users, who happen to part 

with their data.  

 Cloud Breach - Information shared through e-mail is thought to be inherently secretive and that only the 

intended receivers get access to it.   

 But information gets regularly breached and shocking cases of ―add targeting‖ based on the content of 

personal e-mails have also come up.  

 Notably, one of the contenders claimed that he disclosed his planned tour only to a firend over mail, which has 

his browser being flooded with related ads.  

 Hence, even harmless data about your itineraries, your financial statements  

 etc that is stored in your personal email cloud might not be all that secure.   

 Data Brokering - Applications that compare and contrast various services presently aplenty online, most of 

which don‘t have a clear data protection law.  

 These applications demand some basic contact information as a pre-requisite for accessing their services, 

which most users willing part with.  

 In many cases contact information is then out rightly sold by the promoters of the applications to marketers of 

the products you‘ve been looking for.  

 Notably, sometimes even direct marketing calls are made if phone number had been inadvertently provided.   

How does the data-brokerage landscape look worldwide?  

 Nearly 10 million open datasets are published by government agencies and non-governmental organisations 

(NGOs), annually.  

 While there are data sets that actually are aggregated with the consent of the user, the landscape is dominated 

by unauthorised accumulators.   

 Data brokers are companies that sell personal information of individuals online and there are estimated 5,000 

data brokers worldwide. 

 Incidentally, no data-brokering firm‘s claims them to be one and rather they use fancy names for their services 

like - ―customer engagement, data research, information services or marketing automation‖. 

 But their work is the same - collecting data about individuals from many sources without consent from those 

who are profiled. 

 Crime investigators and data brokers actually perform a similar task – while the former profiles criminals to 

nab them, the latter works to target the public with suitable ads.   

What are the challenges in the field?  

 Data Theft - Fraudulent websites that resemble the real ones are often set up where the unsuspecting online 
visitor will generously offer his or her details.  

 But crack down on clones of even hugely popular online games like Temple Run and sites such as Flipkart, 
WhatsApp, Facebook has been lukewarm.   
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 Data is also easily scraped from websites with poor security policies by hackers or even out-rightly sold by the 
promoters without consent.  

 Sometimes unsuspecting users don‘t realise the implications of giving out their data on unsecure platforms 
and liberally share personal information.   

 Legal Gaps - Data brokering as such is not illegal but it does fall in a grey zone as the legal recourse in this 
regard is vaguely articulated at present.  

 Currently, provisions of the Information Technology Amended Act, 2008 (ITAA) is what governs the data 
framework in India.   

 While a stand alone ―Personal Data Protection Bill‖ is under consideration to strengthen regulations, it may 
still take some time to come into force. 

 EU and Japan have laws that mandated consent of a data subjects in case of transmitting data to a third party 
or diverting it for unstated purposes. 

 There are also provisions that establish significant liabilities on data controllers, and individuals are entitled to 
compensations in case of a breach. 

6.9 Cryptography and Data Security  

What is the issue? 

 Advances in technology necessitate a double assurance on data security. 

 Cryptography on encryption technologies gains significance in this context. 

What is encryption? 

 The basic idea of encryption is to ensure confidentiality and provide security. 

 Masking of data or substituting parts of a message with symbols, numbers, picture, etc. is termed as 
encryption. 

 Over the years, as technology evolved, the practice of encryption also saw a shift. 

 Modern encryption - This is done by converting data to an unknown form or code. 

 Only an authorised person with the ―Key‖ (a random string of characters) could read. 

 The encrypted data is referred to as ―cipher text‖ and decrypted data is called ―plain text.‖  

 While several encryption methods have been developed over time, the basic principles followed remain the 
same. 

 

How can encryption help? 

 Encryption is applicable at various levels i.e. information either ―at rest‖ (stored data/files/folders present in 
hard disk or database) or ―in transit‖ (emails). 

 The types include Full Disk Encryption, File Encryption, End-to-end (E2E) Encryption 

 E2E is a means by which only the communicating users can read the messages. E.g. platforms like WhatsApp, 
Facebook Messenger, etc.  
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 Encryption also finds relevance - 

i. in organisations 

ii. in credit/debit card payment, online shopping 

iii. in social messaging apps 

iv. in protecting information from criminals, enemies, or spies 

v. in validating basic, personal information and provide confidentiality and integrity to the data 

6.10 Crypto jacking and Crypto currency mining  

What is the issue? 

 The ever increasing attractiveness for crypto currency mining is leaving way for new threats in the cyber space.  

 Crypto jacking has become the latest threat to computers worldwide. 

How do crypto currencies work? 

 Crypt currencies like Bitcoin are based on the blockchain technology. 

 The block chain technology involves maintaining a digital ledger to publicly record transactions. 

 A block chain is reliant on the network of computers that run the software for the cryptocurrency.  

 The computers participate in the relay of information regarding transactions made between holders of the 
currency.  

 These computers in the network are called nodes. 

 They can be operated by anyone who downloads the bitcoin software available for free online.  

 When a transaction is initiated, encrypted details are transmitted among all nodes. 

What is cryptocurrency mining? 

 The money in cryptocurrency is not printed. It is rather discovered, or ―mined‖. 

 Mining is used to confirm waiting transactions and then record it into a public ledger called blockchain.  

 The web of nodes in blockchain technology includes those operated by miners. 

 Miners' objective is to group the outstanding transactions into blocks and then add them to the blockchain. 

 A mining hardware competes with others on the network to earn cryptocurrencies. 

How does mining work? 

 Computers around the world ―Mine‖ for bitcoins competing with each other. 

 Adding encrypted transactions to the blockchain is accomplished by the miner's cryptocurrency software. 

 This involves solving a complex mathematical puzzle involving the numerical keys to the encryption. 

 Once a node has hit upon the right combination, it conveys its success to other nodes.  

 Subsequently, other miners drop processing that block and move on to the next.  

 The winning node that registers a transaction by adding it to the blockchain is rewarded in Bitcoin. 

What are the challenges? 

 The cost of mining is often highly expensive. 

 High-end machines with substantial computing power are required to solve the puzzle in a timely manner.  

 The electricity required to power the hardware also considerably adds to the cost. 

Why is mining attractive yet? 

 Anonymity - Cryptocurrencies are a boon for individuals or corporations which seek financial anonymity.  

 The lack of a central regulatory authority facilitates trade in illegal goods through the virtual currencies.  

 Lucrative - Exchanges that trade bitcoin have witnessed massive hike in prices owing to speculation.  

 The valuation of a single bitcoin was around Rs.65,ooo in January, 2017.  

 Its value had peaked at around Rs.12,60,000 in December 2017. 
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 Hardware assets - The software for mining cryptocurrencies like bitcoin is open source and available 
online.  

 But the hardware processing speed required to make mining feasible are found only in high-end workstations 
that are powered by GPUs. 

 Leveraging hardware assets to mine for coins is another means to have a share in the process.  

What is the latest cryptojacking threat? 

 A said earlier, cryptocurrency mining is lucrative but still involves huge costs, diminishing the attractiveness. 

 To balance the cost overruns, attackers have started employing malware. 

 It is a way to force an entry into the computers of remote users, and then using their hardware to mine for 
coins.  

 This is cryptojacking. It is profitable since it eliminates the cost burden of owning a mining assembly with 
hundreds of processors.  

Who are vulnerable? 

 The phenomenon is not restricted to the miniscule minority that trades in cryptocurrencies or uses their 
systems to mine for coins. 

 All users who browse the internet are vulnerable to their systems being ‗cryptojacked‘. 

 Desktops, laptops, tablets, or even mobile devices can be maliciously subverted without the knowledge of their 
owners. 

How does crptojacking work? 

 Cryptojackers usually target popular websites which draw audiences numbering in the millions every day. 

 Once the malware patch has been embedded on a website, it infects the web browsers of visitors. 

 It slows down their machines, often causing them to overheat. 

 Websites and apps that do not charge a fee for consuming their content survive on revenue from digital 
advertising.  

 However, websites like the file-sharing platform have been found to be employing code which hijacks users' 
system. 

 It then uses it for mining cryptocurrency. 

 Many websites view this as an alternative source of revenue, bypassing intrusive advertisements.  

6.11 Quantum Computing and Cryptography 

What is the issue? 

The transition from Classical to Quantum Computing has the power to address some of the toughest cyber security 
challenges. 

What is Quantum Computing? 

 It takes advantage of the strange ability of subatomic particles to exist in more than one state at any time. 

 While classical computers use the binary 1-or-0 system to function, Quantum computing uses Quantum bits or 
―qubits‖.  

 A qubit can hold a combination of ―0‖ and ―1‖ simultaneously. 

 These bits have multiple states (principle of superposition) all at the same time.  

 With multiple qubits interacting coherently, a quantum computer can store as well as process a huge amount 
of information that too by using less energy. 

 Quantum technologies would also be able to handle problems of ―image and speech recognition‖ and ―real-
time language translation‖.  

 Though much work remains to be done, there are few accomplishments like quantum-enabled sensors, 
quantum networks and basic quantum computers in place. 

What are the challenges? 



 
 

 

www.shankariasacademy.com   |   www.iasparliament.com 

54 

 The paradoxical question of offense and defence remains with computing and encryption. 

 As, Quantum Encryption will provide protection and Quantum Computing will result in these being cracked. 

 ―Entanglement‖ is a principle that qubits of Quantum Computers follow.  

 This means that qubits in a superposition can be correlated with each other. 

 So, the state of a qubit can depend on the state of another. 

 In other words, a change in one part of the system will lead to the rest responding accordingly without 
changing the entire operation. 

 Hence Quantum Computing could be a threat as well as a solution to the encryption threat. 

 Transmission loss or noise is another limitation that Quantum Encryptions have to overcome. 

 There are experiments in place to eliminate such snags and deploy foolproof quantum encryption before 
anyone develops a computer that can break open a password in a split second. 

What are the prospects? 

 Quantum networks may begin to look like a ―strategic must-have‖ and in such case consumer applications are 
also likely to increase. 

 Quantum technologies are likely to yield ―quantum pre-eminence‖ and ―strategic dominance‖. 

 It is significant in the context of superiority in the cyber domain as well as defence and security.  

 Countries like Singapore, Canada, Japan, Italy and America are engaged in efforts to ensure complete data 
security.  

 The development of China‘s Quantum Satellite is termed as the first successful initiative towards unmitigated 
security of data. 

 But ensuring world-wide quantum-enhanced security requires country-spanning networks and quantum 
enabled devices, as cyber security issue transcends boundaries. 

6.12 Google‟s „Street View Project‟ 

What is the issue? 

 Indian government had recently denied Google the permission to its ―Street View Project‖, that intends to 
provide ―panoramic street views‖. 

 While the authorities haven‘t cited any reason for the same, it is being speculated that the decision could‘ve 
been due to security reasons. 

What is the „Google Street View‟ Project?  

 ―Google Street View‖ was launched in 2007 in some US cities and is presently extensively used across the US, 
Canada, and many European countries.  

 Typically, Google captures the street-level imaging using cars with a special 360-degree image capture rig, 
driven across the country. 

 After that, all the data is stitched together into the Maps app, where you can simply click through and navigate 
to see whatever you like. 

 ―Street View‖ concept is to provide people with a dynamic application (app) that would‘ve given a 360-degree 
panoramic view, from street-level imagery.  

 This implies, it could‘ve enabled an ―online visual tour‖ with a highly enhanced experience from the current, 
and moved us closer towards virtual reality.  

How did the concept shape up in India?  

 Work - Google proposed it‘s ―Street View Project‖ in India in 2015 and sought approval for the same from the 
union government. 

 As a pilot, Google in partnership with the Archaeological Society of India (ASI) launched Street View in a few 
tourist spots alone. 

 The places covered included - Taj Mahal, Red Fort, Qutub Minar, Varanasi river bank, Nalanda University, 
Mysore Palace, and Thanjavur Temple. 
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 The Blockade - But recently, the Indian government denied Google the permission to create a ―Street Map of 
India‖. 

 The likely reason is said to be perceived threats to ―national security‖ that huge troves of online street level 
data and imagery could pose.  

 Notably, it might aid terrorist organisations in planning and coordinating their attacks better and also reduce 
the effort involved for the same.  

 Significantly, a previous street data aggregation project of Google in Bangalore was also stopped by the 
government in 2011 for security reasons. 

6.13 VIDs – Introducing a Two Layer Security for Aadhar 

What is the issue? 

 After facing a lot of criticism over privacy violations, UIDAI has proposed the Virtual Ids, which would be a 

two-layer security system. 

Why Virtual IDs? 

 Allegations of access to personal information by random entities, without the consent of individual Aadhaar 

holders were rampant. 

 The widespread fear of misuse of demographic data is also heightened by the fact that India still does not have 

a data-protection law. 

 To address this, UDIAI unveiled the concept of Virtual Ids, which is a  two-layer security system that prevents 

the possibility of the numbers being stored in many databases. 

 Notably, ―Virtual Id Numbers‖ are envisioned to be substituted in all places that require one to give out their 

unique ID (Aadhaar number). 

How does Virtual Ids (VID) work? 

 The VID will be a 16-digit random number, which an Aadhaar-holder can generate and use in place of his UID 

(Aadhar Number). 

 This will ensure that the Aadhaar number is no longer shared, thus obviating any chance of it being leaked. 

 What makes the VID user-friendly is that it is linked to the Aadhaar number and there can only be one VID at 

any point in time for a particular number. 

 Moreover, only the Aadhaar-holder will be able to generate the VID and it will be a temporary number, unlike 

Aadhaar, which stays the same forever. 

 Hence, it is pointless to hold on to someone‘s VID as it is merely a temporary number like banking ―One Time 

Passwords‖ (OTPs). 

What are the other supporting Changes brought in? 

 UIDAI has also changed the Aadhar based e-KYC norms, which is the norm for service providers for 

identifying their customer and maintaining uniqueness. 

 Just like how UID was replaced by VID on the Aadhar holder‘s side, UID has been replaced by a UID token on 

the service provider‘s side. 

 UID token is a 72-character alphanumeric string that is meant only for system use and acts as a unique-

identification serial for a particular customer. 

 This prevents the service provider from knowing their consumer‘s Aadhar Number either directly from them 

or through the verification data base. 

 Most Authentication User Agencies (AUAs) are expected to only use the UID token, instead of the Aadhaar 

number. 

 Such AUAs will be called local AUAs, while the few that continue to use the Aadhaar number will be called 

global AUAs. 

 This structure will ensure that even if a local AUAs database is hacked, the Aadhaar number of customers will 

not be threatened. 
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What is the way forward? 

 Both the VID and new e-KYC norms significantly address privacy concerns by protect the Aadhaar number 

from being exposed in day-to-day transactions. 

 But privacy experts and activists say that there is a lot more to be done to ensure foolproof security for critical 

personal information. 

 Notably, Aadhaar seeding with all existing databases should be revoked. 

 Also, the new VID system should ensure that it doesn‘t become too difficult for the poor and illiterate masses 

will to engage with. 

6.14  NIC- CERT setup 

 National Informatics Centre (NIC) provides nationwide common ICT infrastructure consisting of national and 
state ―Data Centres‖ to support e-Governance services to the citizen. 

 National Knowledge Network (NKN) has been set up to connect institutions/organizations carrying out R&D, 
Higher Education and Governance with speed of the order of multi Gigabits per second. 

 Computer Emergency Response Team (CERT) is under the Ministry of Electronics and Information 
Technology. 

 It has been designated to serve as the national agency to collect, analyse and disseminate information on cyber 
incidents. 

 Country‘s first NIC-CERT has been recently setup that will monitor, detect and prevent cyber attacks on 
government networks 

 It uses various tools to gather intelligence to identify vulnerabilities and possible exploits thereby predicting 
cyber incidents. 

6.15 Saposhi – A New Malware 

Why in news? 

A new threat looms large on the horizon of cyberspace as cyber security agencies have detected a new malware called 
Saposhi. 

How does it work? 

 It is capable of taking over electronic devices and turning them into ‗bots‘. 

 Once turned into bots they can be used for purpose such as a Distributed Denial of Service attack which, with 
enough firepower, can cripple entire industries. 

 The Computer Emergency Response Team (CERT), a Central government body that deals with cyber attacks, 
had issued an alert about Reaper. 
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What are other such malwares? 

 eaper is a highly evolved malware capable of hacking devices like Wi-Fi routers and security cameras and also 
hiding its own presence in the bot — a device taken over by a malware. 

 Mirai is also a malware that used a botnet of 5 lakh devices to crash the servers of Dyn, a leading domain name 
service provider, affecting services of popular websites like Twitter, Netflix and Reddit. 

7. MONEY LAUNDERING  

7.1 P-Notes and Money Laundering 

Why in news? 

The special investigation team (SIT) on black money has asked the SEBI to furnish details of all those investing 
through participatory notes (P-Notes). 

What are P-Notes? 

 P-Notes or Participatory Notes are Overseas Derivative Instruments that have Indian stocks as their 
underlying assets. 

 These instruments are issued by foreign portfolio investors (FPIs) registered with SEBI.  

 It allows foreign investors to buy stocks listed on Indian exchanges without being registered with SEBI.  

 It gained popularity as foreign institutional investors (FIIs) started betting on stocks through this route. 

 This is to avoid the formalities of registering, and to remain anonymous. 

What is the concern? 

 P-Notes are an internationally accepted route to invest money and there are many genuine players. 

 But, the government and the regulator are concerned about round-tripping of money. 

 As, there are some who are adopting P-Notes route for 
illicit money transactions.  

 There is a concern that it is being used in money 
laundering. 

 Wealthy Indians, like companies promoters, are using it 
to bring back unaccounted funds and to manipulate their 
stock prices. 

 The primary reason for the concern with P-Notes is 
because of the anonymous nature.  

 These investors could be beyond the reach of Indian regulators.  

What are SEBI's moves? 

 SEBI has recently put in place restrictions on foreign portfolio investors from issuing participatory notes. 

 So, P-Notes can be issued only for the purpose of hedging (safeguarding) with respect to the equity shares 
held. 

 SEBI said that existing positions on unhedged P-Note derivatives have to be liquidated by the end of 
December 2020. 

 Earlier to this, SEBI tightened P-Note norms by deciding to levy a fee of USD 1,000 on each instrument. 

 It had increased the know-your-customer (KYC) requirement. 

 It also issued curbs on transferability, and prescribed more stringent reporting for P-Notes issuers and 
holders. 

Derivatives  

 Derivative is a contract between two or 
more parties and its value is determined by 
the underlying asset. 

 The most common underlying assets 
include stocks, bonds, commodities, 
currencies, interest rates and market 
indexes. 
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 SEBI also barred their issuance for speculative purposes from checking any misuse for channelizing black 
money. 

 It also decided to relax the entry norms for foreign portfolio investors (FPIs) willing to invest directly in Indian 
markets rather than through P-Notes. 

 It also mandated issuers to follow Indian anti-money laundering laws instead of norms prevalent in the 
jurisdiction of the end beneficial owner. 

What is the significance of SIT's directive?  

 The tightening of P-Note norms was triggered by the concerns raised by SIT in 2015. 

 The present directive is the first time the government-constituted SIT has sought such massive amount of 
data. 

 It includes the list of beneficial owners and transfer trials of investors taking the P-Note route. 

 The SIT wants to ensure that the regulatory changes made by SEBI are sufficient to curb the misuse of such 
instruments. 

7.2  Amendments to PMLA, 2018 

Why in news? 

The government has introduced amendments to the Prevention of Money-laundering Act, 2002 (PMLA) through 
Finance Act 2018.  

What are the amendments? 

 Definition - The definition of "proceeds of crime" in PMLA was amended in 2015 to include "property 
equivalent held within the country" in case proceeds of crime is taken out.  

 The present amendment shall allow including of property equivalent to proceeds to crime held outside the 
country too. 

 Bail provisions - It also makes the applicability of bail conditions uniform to all the offences under PMLA.  

 The proposal comes after the Supreme Court recently struck down the previous provision which could deny 
bail even when there were sound grounds to believe that a person was not involved in money laundering.  

 Scheduled offence - Corporate frauds is being included as scheduled offence under PMLA so that Registrar 
of Companies in to report such cases for action by Enforcement Directorate for money laundering probe. 

 Effectiveness - The amendment also makes it mandatory for the ED to share relevant details with other 
agencies.  

 Restoration of property - Present provisions allow distribution of confiscated property to the rightful 
claimants, only after the trial is complete.  

 The amendment allows Special Court to restore confiscated assets to the rightful claimants even during the 
trial. 

7.3 Terror financing and Demonetization 

What is the issue? 

 One of the objectives states for demonetisation is to curb terror financing. 

 Hence it becomes imperative to assess its potential fallout in the mid and long term. 

How terrorism is financed in India? 

 The finance of terrorism in India follows a hybrid model, which includes terror funding from within and 
beyond the country‘s borders.  

 Formal channels - Money has been moved through the banking channels, as was witnessed prior to the 1993 
Mumbai bomb blasts. 

 It can also involve the use of money transfer service scheme (MTSS), as has been resorted by the Indian 
Mujahideen (IM).  
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 Benefactors in Pakistan transferred money to middlemen not previously suspected of terrorist linkages in 
India.  

 This money was later withdrawn and handed over to IM cadres.  

 There have also been attempts to exploit the barter trade between India and Pakistan through over or 
undervaluing the invoice, thereby creating a surplus value, which was then diverted for funding terrorism. 

 Informal channel - Large amounts of money are also received in the form of counterfeit currency. 

 This is done through a variety of routes, including movement of parcels by air, land and sea.  

 However, the most commonly exploited method of transferring terror funds, remains movement by cash.  

 This is especially done by the groups which collect their funds directly in the form of extortion, kidnapping or 
so called taxation etc.  

 Another most commonly used method of transferring value remains hawala.  

 This does not involve the physical movement of cash across borders, but through the employment 
of hawaladars or hawala agents to collect and disburse money across different countries and continents. 

Impact of Demonetisation 

 Groups in Northeast India and the CPI (Maoist) operating in the Naxal affected areas of the country are likely 
to be hit the most, as a large proportion of their financial reserves are more likely to have been held as cash.  

Further, investments in property will become relatively difficult to liquidate. 

 In contrast, Pakistan and J&K based terror groups while impacted, will be able to recuperate faster, as they are 
financed by the Pakistani state, rich donors in West Asia, voluntary collections in Pakistan, FICN or drug 
money.  

 None of these can be impacted in the long term and to the extent that terror organisations are unable to 
sustain themselves.  

What should be done? 

 Demonetisation is just a part of a process which must be taken forward through additional allied and 
subsidiary policies. 

 Two of the most vulnerable sectors that have traditionally been exploited for parking crime proceeds and 
black money is the property, and gems and jewellery market. 

 Unless transactions are made transparent and reflect real market value, black money and terror funds will 
continue to find their way into these businesses. 

 FICN can potentially be reintroduced into India after a break by Pakistan. In order to sustain action, the 
following are suggested- 

1. Enhancing detection measures at PSBs. 

2. Establishing a forensic cell which monitors each case of counterfeit currency to better understand 
the technology being applied to counterfeit notes. 

 Shift to a digital economy to reduce corruption and also create an electronic trail for transactions.  

 NGOs that receive funds must- 

 Register itself and seek clearance for receiving funds from foreign sources. 

 A government panel of charted accountants should audit the accounts of these NGOs. 
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8. NUCLEAR TERRORISM 

8.1 No First Use Policy 

Why in news? 

Defence Minister ManoharParrikar‘s recently articulated ―personal‖ view that was contrary to India‘s No First Use 
(NFU) nuclear doctrine. 

What is NFU? 

No first use (NFU) refers to a pledge or a policy by a nuclear power not to use nuclear weapons as a means of warfare 
unless first attacked by an adversary using nuclear weapons. 

What are the advantages? 

 There are many advantages of the NFU policy. 

 Ahair-trigger alert, to ensure that the other side does not get a chance to strike first, does not have to be 
maintained and so forces and equipment can be in a relaxed posture.Nuclear forces can be maintained in a de-
mated condition waiting for orders from higher echelons to go to a higher alert status, thus ensuring that 
command and control stays firmly with the civilian political leadership, which is a very important aim.  

 Since there is no first use alert requirement, the chances of reacting to a false alarm are nullified thus 
effectively quashing the chances of unnecessary chaos. 

 The onus of taking the decision to escalate to a nuclear use lies on the adversary and not on the party having 
an NFU doctrine.  

 A first use would result in international condemnation and weigh heavily on a country with a first use posture.  

 A first use posture still requires a country to have survivable second strike capability as there is nothing such 
as a ―splendid‖ first strike implying 100% decapitation of the adversary‘s assets and leadership.  

 In a time of India‘s efforts to gain membership in Nuclear Supplier Group (NSG) and United Nations Security 
Council (UNSC), NFU should be strictly adhered to strengthen the India‘s image as a responsible power. 

 A NFU doctrine is cheaper to implement.For India, which has many economic targets to achieve, this is a very 
important factor. 

 The avoidance of nuclear blackmail can be achieved by India demonstrating its readiness to accept risks that 
are not less than that of Pakistan. This is already happening through the element of signalling in the 
conventional exchanges between the two armies across the LoC in J&K.  

 The NFU policy is just right for India as it ensures security for the nation and does not detract it from its 
march towards better prosperity for its people. 

Why Pakistan will not use nuclear weapons? 

 The questioning of India‘s NFU doctrine came out of the enragement that has come about due to Pakistan‘s 
use of sub-conventional methods under the overhang of its nuclear weapons.  

 However, Pakistan knows that it cannot afford to use any nuclear weapons in a war, including its tactical 
nuclear weapons, as India would respond with massive nuclear retaliation as per its doctrine.  

 Additionally, with China heavily invested in Pakistan, it would be in Beijing‘s interest to ensure that the 
leadership of its geopolitical ―outpost‖ does not take any rash decision of initiating a nuclear exchange. 

9. COMMUNAL VIOLENCE 

9.1 SC‟s condemn on cow vigilantism  

Why in news? 

Recently Supreme Court raised its concern to stop the attacks on innocents in the name of cow vigilantism. 

What is cow vigilantism? 

 In India, cows are venerated by a large segment of the population. 

 Cow vigilante violence involves mob attacks in the name of "cow protection," targeting mostly Muslims. 

 It has swelled since 2014. 
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 Recently emerged cow vigilante groups have accused some Indian Muslims and Dalits of cattle theft or 
slaughter. 

 They violence lead to number of deaths. 

What are the reported incidences of cow vigilantism? 

 Rajasthan-A dairy farmer from Haryana was beaten to death by a mob of alleged cow vigilantes. 

 Cow vigilantes stopped and assaulted Tamil Nadu animal husbandry officials transporting Rajasthan‘s native 
Tharparkar breed. 

 Haryana- 15 year old Muslim boy was stabbed on board train, who allegedly for a beef-eating. 

 Gujarat-Cow vigilantes publicly flogged a Dalit family for skinning a dead cow. 

 A Muslim man died after being assaulted by alleged cow vigilantes for transporting two animals. 

 Maharashtra - Series of cases has been reported from various parts of the state, the state was silent in taking 
actions against the wrong doers. 

What is the significance of SC‟s move? 

 It ordered the States and the Union Territories to appoint nodal police officers in every district to crack down 
on such groups 

 It has also asked states to file status reports on what they are doing to prevent vigilantism. 

 The court exhorted the Centre to uphold its constitutional mandate under Article 256 of co-operative 
federalism and direct the States to act against the groups. 

 It said the Centre could not remain silent, leaving everything to the States. 

 The court also directed the Chief Secretaries and Directors General of Police to take steps to protect the 
highways from vigilante mobs. 

 Haryana, Rajasthan, Maharashtra and Gujarat accepted the apex court‘s suggestion to appoint dedicated 
officers in the rank ofDeputy Superintendent of Police to prevent ‗gau rakshaks‘. 

What is a need for such direction from SC? 

 Cow-protection groups see themselves as preventing theft, protecting the cow or upholding the law in an 
Indian state which bans cow slaughter. 

 So far no PIL had been filed against the carcasses of slaughtered animals found strewn on roads and public 
places but minorities are attacked in the name of cow protection. 

 Dalits and Muslims have reportedly been at the receiving end of violence unleashed by lynch mobs, especially 
in the four northern States. 

 The Centre has maintained that violence by ‗gau rakshaks‘ was a ‗State subject‘ and it had no role to play, 
though it condemned all forms of violence. 

How has the states reacted so far? 

 In more than one State, cow ‗protectors‘ have legal recognition as local laws provide immunity to them if they 
were acting in good faith. 

 The validity of such provisions in laws aimed at banning or regulating slaughter of animals and protecting the 
cow may be decided in the course of these proceedings. 

 In most cases, police register cases against the victims for slaughter or theft of cattle. 

 Typically, the administration seems eager to determine if they were engaged in cow slaughter or 
transportation of bovine meat than in arresting the culprits involved in murder and violence. 

 It is dubious that whether the Centre ought to take recourse to Article 256, which empowers it to issue 
directions to the States, to put an end to the activities of vigilantes. 

 Instead of shirking its responsibility on the ground that this is essentially a law and order issue to be 
addressed by the States. 

 

 



 
 

 

www.shankariasacademy.com   |   www.iasparliament.com 

63 

9.2 Responding to Lynching 

What is the issue? 

There has been a recent series of mob lynching, fuelled by rumours circulated through social media. 

What are the recent happenings? 

 Across the country, more than 20 people have been lynched due to fake news of child lifting. 

 Moreover, dozens of other attacks on strangers, including on 24 individuals in Odisha alone. 

 In Tripura, a man sent by the government to stop lynchings was himself lynched by villagers. 

 Mobs are increasingly driven by viral rumours of child-kidnappers. 

 Free messaging service, the Whats App, provided the platform for spreading disinformation. 

What does it imply? 

 Across the country, lynching and mob vigilantism appear to have got acceptance. 

 This indicates a deep sense of insecurity among so many ordinary Indians. 

 The state‘s security apparatus failed to use the same social media platform to counter the rumours. 

 More than being a law and order issue, the incidents also imply a deeper societal crisis, especially in cases of 
cow slaughter that emerges from religious intolerance. 

 A sense of "other" is seemed to have gripped the Indian society. 

 There is failure on part of the political establishment to censure such incidents also sends a signal of tolerance 
towards lynching. 

 It is more pronounced in the case of minorities, tribals and Dalits who are at the receiving end. 

What is the government response? 

 Centre's directive - The Centre has advised states and UTs to take steps in this regard by keeping a watch for 
early detection of such rumours. 

 Home Affairs Ministry has directed states and UTs to initiate measures to counter them. 

 MEITY - Ministry of Electronics and IT is holding WhatsApp responsible for such incidents. 

 The platform has been advised to take remedial measures to prevent fake message proliferation. 

 It has asked WhatsApp to ensure that their platform is not used for malafide activities. 

What are the concerns? 

 The government response to go after WhatsApp is misplaced. 

 In WhatsApp, messages are said to be encrypted, which makes it impossible for any to intercept. 

 Given this, methods to limit the spread of sensational messages are unclear. 

 Also, such checks would amount to legitimising surveillance and a loss of privacy. 

 Besides, the messaging medium is not the issue with the recent incidents. 

 The government response seems to be an abdication of responsibility. 

What does the US experience show? 

 In US, the first amendment rejects making any law prohibiting and abridging the freedom of speech. 

 When they had to deal with lynchings in their past, they responded by strengthening the State. 

 They increased policing, bettered law enforcement and invested more in the justice system. 

What is the way forward? 

 Banning news, internet blackouts and letters to WhatsApp may not address the root cause. 

 Factors such as demonisation of communities - Muslims, tribals, outsiders - should be addressed. 

 Stringent condemnation, and timely prosecuting of the perpetrators are essential. 

 Political messaging and administrative alerts are key to stopping the string of lynchings. 
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 District administrations and gram panchayats can be asked to reach out to locals to persuade them against 
falling for rumours. 

10. VARIOUS SECURITY FORCES AND THEIR MANDATE 

10.1 India‟s Secret Agency - R&AW 

What is the issue? 

 Politicisation of India‘s intelligence community has impacted R&AW‘s accountability. 

 There is a need for transparency. 

What is R&AW? 

 The Research and Analysis Wing (R&AW) is the primary foreign intelligence agency of India.  

 It is a specialised, independent agency dedicated to foreign intelligence gathering. 

 The agency's primary function is gathering foreign intelligence, engaging in counter-terrorism, promoting 
counter-proliferation, advising Indian policymakers, and advancing India's foreign strategic interests. 

 It is also involved in the security of India's nuclear programme. 

 It moderates mass anxieties about India‘s troubles such as terrorism from Pakistan and the constraints posed 
by stubborn China. 

What are the successful operations of R&AW? 

 The R&AW is considered highly capable in undertaking covert operations abroad allegedly including, 

 The promotion of unrest in Pakistan. 

 Military training to Tibetan exiles. 

 Initial support of and subsequent war with Tamil rebels in Sri Lanka. 

 Delivery of victory in the Bangladesh War of 1971. 

 Building a formidable presence in Afghanistan. 

 It develops advanced technological intelligence capabilities. 

What are the issues with the agency? 

 Unlike other democracies, India has been shy to declassify intelligence files, or even authorise an official 
history of the R&AW.  

 It is lacking parliamentary oversight and reporting directly to the Prime Minister‘s Office. 

 There is no systematic way to assess how R&AW ensures accountability, efficiency, and effectiveness.  

 The intake is mostly from other departments, it raise issues of bureaucratic politics and inconsistency in 
training standards. 

How the issues can be addressed? 

 Parliamentary accountability of India‘s agencies is the only way towards attracting top quality recruits. 

 Many activists want classified files to become the subject of public scrutiny.  

 Declassifying historical documents for public consumption and accepting parliamentary oversight is critical to 
ensure that the functioning of the agency is optimised. 

 This will prevent the agency from becoming a tool of abuse by the political leadership. 

10.2 CRPF‟s Bastariya Battalion 

What is the issue? 

 CRPF has constituted a new battalion of local recruits to deal with the Naxals.  

 While some see this as an innovative approach to address the problem, other fear that the battalion might is a 
refurbishment of the violent Salwa Judum.  
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What is the Bastariya Battalion? 

 Bastariya Warriors is a newly formed battalion of the CRPF that consists of 549 recruits, all of whom are 
exclusively from the 4 districts of Bastar region. 

 Notably, several physical and educational relaxations were granted to aspirants to facilitate recruitment.  

 Following the completion of the 44-week training programme, the battalion is expected to be deployed soon. 

 According to the CRPF, the battalion will be immensely helpful in operations, as its recruits are familiar with 
the local terrain and language.  

 This battalion is expected to act as a bridge between the local populations in the Red Corridor and other CRPF 
personnel (mostly from elsewhere in India). 

 Nevertheless, this force has evoked the troubling memories of Salwa Judum.  

What is Salwa Judum?  

 Salwa Judum was an armed force that was mobilised in 2005 (informally by politicians) and deployed in parts 
of Chhattisgarh.  

 Local tribal people were armed to counter Maoists in Bastar, and those who supported the idea stated that it 
was a spontaneous uprising of tribals.  

 Hence, with tacit support of the government, Salwa Judham was initiative that turned tribal youth into a 
vigilant but ill trained army.    

 But as the force took ground, it established a reign of terror in the region, and was subsequently banned by the 
Supreme Court in 2011.  

 Notably, allegations against Judum were numerous, with attack against civilians ranging from –killings, 
torching of villages, sexual assaults etc...  

 Also, as the face-off between the Maoists and Judum intensified, both sides showed little sensitivity to the 
locals caught in cross fire.  

What are the views of detractors against the battalion?  

 Activists argue that like the Judum, the Bastariya Battalion seeks to pit tribals against tribals and could again 
cleave tribal society.  

 If a villager was to join the Battalion, then their families run the risk of attracting the ire of Maoists (recorded 
threats already aplenty). 

 Data also indicates that during and immediately after the end of Judum‘s activities, there was an unusual 
spike in Maoist recruitments.  

 This is probably a case of villagers seeking to safeguard themselves from crude government sponsored violent 
insurgents – a trend that could repeat itself. 

 Notably, ‗District Reserve Group‘ (DRG) of Chhattisgarh Police is also majorly constituted of former Maoists 
and Judum soldiers. 

 Activists point out that DRG too has had a poor track record in human rights and anti-naxal operations.  

What is the government‟s argument for raising the battalion? 

 The government argues that the battalion will give the security forces an operational dimension, which is 
currently being provided by the state police.  

 CRPF officials also vouch that the major difference between the Judum and Bastariya Battalion is in the 
intensity and holistic nature of CRPF training. 

 The 44-week training is said to cover not just modules on jungle warfare and weapons training, but also civic 
responsibilities and human rights.  

 Hence, it has been argued that Bastariya recruits are regular CRPF constables like a personnel form any other 
battalion.  

 Officials also argue that the presence of locals will increase the sensitivity of the CRPF - especially with one-
third of the recruits being women. 

 While one has to wait to know if the battalion is a success, it is important for the warriors to realise that they 
will be rated for human rights too.   
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10.3 Cold Start doctrine 

Why in news? 

Recently Army Chief Bipin Rawat owned up to the Cold Start doctrine. 

What is Cold Start Doctrine? 

 The ‗Cold Start‘ doctrine of the Indian Armed Forces envisages swift deployment of troops on the western 
border within days if a situation of a full-blown war arises.  

 This doctrine aims to allow Indian forces to conduct sustained attacks while preventing a nuclear retaliation 
from Pakistan.  

 The operation would be carried out by a unified battle group involving various branches of India‘s military. 

What is the need for such a doctrine? 

 After the conclusion of Operation Parakram in the year 2002 the ‗Cold Start‘ doctrine began to find a place in 
the Indian military setup.  

 In the 2002 military standoff, which was a result of the attack on Parliament by Pakistan-backed Kashmiri 
militants, the Indian Army took almost two months to be able to mobilize and deploy troops on the Pakistan 
border. 

 During this period defense strategists mooted the point about the new doctrine of the Indian Army that would 
enable it to deploy a full strength invasion force within a few days notice, unlike several weeks of preparation 
that were required earlier. 

What will be impact of the doctrine? 

 The doctrine moved away from the defensive strategies employed by the Indian military since the country‘s 
independence in 1947. 

 The combat strategy was to involve limited armored thrusts with infantry and necessary air support. 

 It will prepare the army in such a manner that offensive operations could be undertaken within 48 hours of 
the orders being issued,  

 It will enable the Indian troops to take their Pakistani counterparts by surprise. 

10.4 Indian Navy's Submarine Arm 

Why in news? 

The submarine arm of the Indian Navy is celebrating its golden jubilee this year. 

How has the submarine arm progressed? 

 The submarine arm of the Indian Navy has made notable accomplishments since its inception. 

 This is possibly due to the professionalism of the human resource that lies at its core. 

 India acquired its first submarine, the INS Kalvari, on December 8, 1967. 

 In the intervening decades, the Navy has progressed to designing and indigenously building SSBNs (Ship 
Submersible Ballistic Nuclear), the INS Arihant.  

 The Navy has also invested in building conventional boats in India through partnership programmes with 
foreign suppliers.  

 Notably, India is the first country in the world to move straight to SSBNs, without moving up the scale from 
conventional boats. 

 The combination of warship building, submarine building and finally the nuclear submarine building has 
supported a whole range of SME/MSME segments of industry in India. 

 Further the plans for acquisition in place and operationalising them would give India a very credible 
underwater capability. 

What are the shortfalls? 

 DSRV - Submarine arm is one of the most hazardous and high-risk military specialisation. 

 To prepare for any exigency, every submarine-operating navy also invests in a deep submergence rescue vessel 
(DSRV). 
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 Or it supposedly has access to DRSV with navies that have such a capability. 

 Sadly, the Indian Navy does not have a dedicated DSRV even as it enters its 51st year. 

 This void is expected to be filled only later in 2018. 

 Administrative - The long-delayed DSRV acquisition symbolises the systemic incompetence of the Indian 
military machine. 

 The inability of the Indian higher defence management ecosystem has deprived the Navy‘s submarine arm of a 
critical rescue capability. 

 The complacency in decision-making and ineffectiveness in policy formulation have adversely affected the 
Indian military profile.  

 Corruption - It was attempted to build two of the most advanced design of the German HDW submarines 
under the ‗buy and make‘ concept. 

 However, it had to be prematurely abandoned due to the infamous HDW scandal and allegations of financial 
impropriety in the deal. 

 Resultantly, the indigenous submarine programme was set back by three decades.  

 It has taken decades for the procurement procedures to be revised to address issues related to blacklisting and 
the role of agents. 

 Manpower constraints - Constraints related to recruitment significantly impacts the modernisation and 
acquisition process. 

 Decommissioning old platforms to compensate for the immediate requirement of new induction has its own 
challenges. 

 A new platform demands trained manpower, logistics and repair support facilities. 

What is the way forward? 

 The navy has to strategically overcome the challenge of balancing the short and long term implications on 
manpower. 

 The core national security interests should be insulated from the vagaries of political/electoral compulsions. 

 Beyond the ceremonial symbolism, the Indian Navy should be given due focus for its substantive policy-
related issues. 

10.5 Assessing Navy's Potentials 

What is the issue? 

The evolving geopolitical scenario demands an assessment of India's strengths and weaknesses in the sea to take 
appropriate measures. 

What are the recent developments?  

 India‘s security interests are becoming increasingly focused on the sea.  

 In the context of possible adversaries, the Indian Navy is prepared to respond immediately to any 
misadventures by Pakistan. 

 This includes incidents of the type that took place in the 2008 terrorist attack in Mumbai through the coastal 
route. 

 The meeting with ASEAN leaders and the recent one with French president, all had maritime security 
highest on the agenda.  

 Indian Ocean Region (IOR) taking centre-stage in these, reflects its increasing importance in the global 
arena. 

 The activities of Chinese naval units in the Indian Ocean Region (IOR) are closely watched by the Navy. 

 In the South China Sea (SCS), due to proximity and numbers, the Chinese are obviously better placed.  

 The Indian Navy had increased its deployments in the Indo-Pacific.  

What are the strengths? 

 China's ventures into the IOR are well known. 
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 Nevertheless, India's ability to locate and track its ships and submarines in these waters is also quite 
substantial.  

 The dozens of airfields on the two coasts and in southern India facilitates largest surveillance and attack 
aircraft operation. 

 Added to this are the airfields in the Andaman and Nicobar Islands and reconnaissance satellites.  

 These together can allow India to keep the northern Indian Ocean under watch. 

 Besides, interfaces with countries like Oman, Seychelles and France further extend this reach.  

 Our ability to deal with Chinese energy lifelines is not something that can be ignored. 

 Both operationally and logistically, the Chinese will be hard put to match India in the IOR. 

 But, investment in the navy largely decides the worth of these several advantages. 

What are the challenges and weaknesses? 

 Budget allocations - There is an increasing interface with the US, Japan and Australia and enhancement of 
security interests. 

 But these are not reflected in defence budget allocations. 

 For the military to modernise in keeping with the challenges faced, resources are needed.  

 The defence budget falls well short of what is needed. 

 Strategy - Budget allocations are weak because of the inability to crystallise a holistic national security 
strategy. 

 A strategy to identify what our interests are and how they can be best safeguarded or enhanced has to be 
devised. 

 Pakistan - At sea, India is superior over the Pakistan. 

 But, vigilance along the long coastline is important. 

 Submarines - The Navy is ahead of the other two services in Make in India. 

 But the submarine scenario is worrying with poor availability.  

 The first Scorpene submarine built at Mazagon Docks is delivered after a delay of several years. 

 However, the total number of submarines stands at just over a dozen; but all are more than 20 years old.  

 Some have undergone modernisation but that does not equip them for current needs.  

 Delays - The plan to continue beyond the Scorpenes and the urgently needed replacements for multi-role 
helicopters continue to languish.  

 The decision-making process is slow and no improvement has been visible in the past four years.  

What is the way forward? 

 Allocation - Its existing 15% share of the budget is not encouraging for the Navy.  

 But reality is that any great enhancement in allocation to meet all the requirements is just not possible, given 
the competing needs. 

 There is no option but to operate within this constraint.  

 Revamp - So it calls for several of its segments to be revisited to have a modern military of the type that India 
needs. 

 Deadwood, especially manpower, should be identified and eliminated. 

 Similarly, the Air Force needs more resources and the Army needs to revisits its present strength. 

 Army notably operates with nearly 68% of its equipment being old and only 8% of it suited to the needs of 
today. 

 Political will - Every year, services go before parliamentary committees and complain about their 
inadequacies. 

 There is thus the need for strong political will at the highest level. 

 This is extremely essential to have the security concerns reviewed critically. 



 
 

 

www.shankariasacademy.com   |   www.iasparliament.com 

69 

10.6 Exercise Shaturjeet 

 The Indian Army has conducted major battle exercise named as ‗Shatrujeet‘ in the Thar Desert of Rajasthan. 

 The aim of the exercise is to evaluate the capability of the Army to strike deep into enemy territory in an 
integrated air-land battle environment. 

 The Army undertakes such exercises at regular intervals at different levels to ensure forces are provided war-
like situations and kept in high-state of battle readiness. 

10.7 Integrated Theatre Command 

What is an integrated theatre command? 

 An integrated theatre command envisages a unified command of the three Services, under a single 
commander, for geographical theatres that are of security concern. 

 The commander of such a force will be able to bring to bear all resources at his disposal — from the IAF, the 
Army and the Navy — with seamless efficacy. 

 The integrated theatre commander will not be answerable to individual Services, and will be free to train, 
equip and exercise his command to make it a cohesive fighting force capable of achieving designated goals. 

 The logistic resources required to support his operations will also be placed at the disposal of the theatre 
commander so that he does not have to look for anything when operations are ongoing. 

 This is in contrast to the model of service-specific commands which India currently has, wherein the Army, Air 
Force and Navy all have their own commands all over the country. 

 In case of war, each Service Chief is expected to control the operations of his Service through individual 
commands, while they operate jointly. 

 The committee, which was headed by Lt General DB Shekatkar (retd) has recommended the creation of 3 
integrated theatre commands — northern for the China border, western for the Pakistan border and southern 
for the maritime role. 

How is “jointness” different from integrated commands? 

 Jointness means that while the 3 Services progress and develop in their respective spheres with their 
independent identity, they function together and so 
coordinate their operations in war. 

 Integrated commands, on the other hand, seek to merge 
individual service identities to achieve a composite and 
cohesive whole. 

 It implies enmeshing the three Services together at 
different levels and placing them under one commander 
for execution of operational plans. 

How many commands does India have currently? 

 The Indian armed forces currently have 17 commands. 

 There are 7 commands each of the Army [Northern, 
Eastern, Southern, Western, Central, South-western and 
Army Training Command (ARTRAC)]. 

 Air Force has [Western, Eastern, Southern, South-
western, Central, Training and Maintenance]. 

 Navy has 3 commands [Western, Eastern and Southern]. 

 Each command is headed by a 4-star rank military 
officer. 

 Interestingly, none of these 17 commands is co-located at 
the same station, nor are their areas of operational 
responsibility contiguous. 

 In addition, there are 2 tri-service commands [Strategic 
Forces Command (SFC)] and Andaman and Nicobar 
Command (ANC)], which is headed by rotation by 

Recommendations of Shekatkar 
Committee 

The Committee was constituted to recommend 
measures to enhance combat capability and 
rebalance defence expenditure of the armed 
forces, which include 

1. Optimization of Signals Establishments to 
include Radio Monitoring Companies, 
Corps Air Support Signal Regiments, Air 
Formation Signal Regiments etc. 

2. Restructuring of repair echelons in the 
Army to include Base Workshops, Advance 
Base Workshops and Station Workshops in 
the field Army. 

3. Redeployment of Ordnance echelons to 
include Vehicle Depots, Ordnance Depots 
and Central Ordnance Depots. 

4. Better utilization of Supply and 
Transportation echelons and Animal 
Transport Units. 

5. Closure of Military Farms and Army Postal 
Establishments in peace locations. 

6. Enhancement in standards for recruitment 
of clerical staff and drivers in the Army. 

7. Improving the efficiency of the National 
Cadet Corps. 
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officers from the 3 Services. 

How do the 17 commands coordinate during war? 

 Coordination of operations is expected to be carried out at the level of Service Headquarters through the 
Chiefs of Staff Committee (COSC), which is headed by the senior-most Service Chief who is designated as 
Chairman, COSC. 

 He is expected to simultaneously perform both the roles of Chief of his Service as well as the Chairman, COSC. 

 The COSC generally functions on the principle of consensus, and this makes decision making on jointness very 
difficult. 

 India has an integrated theatre command only in ANC. 

 The other tri-service command, the SFC, looks after the delivery and operational control of the country‘s 
nuclear assets. 

 It was created in 2003, but because it has no specific geographic responsibility and a designated role, it is not 
an integrated theatre command but an integrated functional command. 

 There has been a demand for other integrated functional commands, such as the cyber, aerospace and Special 
Operations commands, but the government is yet to approve any. 

Why is there a difference of opinion? 

 The Army believes that it is time to move away from a ―service specific approach to operations towards a 
system which avoids duplication, ensures optimum utilisation of available resources. 

 Air force on the other hand feels that it doesn‘t have enough resources — fighter squadrons, mid-air refuellers 
and AWACS — to allocate them dedicatedly to different theatre commanders. 

 It believes that India is not geographically large enough to be divided into different theatres, as resources from 
one theatre can easily be moved to another theatre. 

 The Navy considers the current model of control by the Navy Headquarters ideally suited for its strategic role. 

 There are also underlying fears about the smaller Services losing their autonomy and importance. 

10.8 Chief of defense staff 

Why in news? 

 India is aspiring to integrate its defence forces command. 

 Recent comments from the high ranking military personnel clearly show their disinterest for such a move. 

How did the controversy brew? 

 Vice Chief of Air Staff, Air Marshal S.B.Deo, recently opined that services integration will affect budgets & 
resource optimization. 

 Also, Army Chief ‗General Bipin Rawat‘ had said that the primacy of the Army in the envisioned joint services 
should be maintained. 

 These developments could unleash another round of inter-service turf war and affect several decisions on 
services integration. 

 This will also delay the commissioning of specialised commands for cyber space and Special Forces. 

 Notably, 34 recommendations relating to services integration are pending before the union cabinet currently. 

How is the progress in constituting a CDS? 

 K.Subramanyam committee that was constituted after Kargil, proposed the creation of the post of ―Chief of 
Defence Staff – CDS‖. 

 CDS was envisoned as a full-fledged five star officer who would be senior to the forces chiefs – (The proposal 
never went through). 

 After much deliberation, consensus has veered towards a Permanent Chairman for Chiefs of Staff Committee 
(CoSC). 

 The permanent chair is proposed to be a four star officer – who will be equivalent to the three service chiefs. 

 Some voice that this will only enhance the protocol nightmare. 
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How does the future look? 

 India‘s primary threats are still on land, from the northern and western borders but newer challenges have 
emerged. 

 The Indian Ocean is becoming a major arena of friction, with increasing Chinese forays. 

 While the threat of war stills exists, conventional full-scale war is not a possibility anymore. 

 Future combats are expected to be majorly short and swift engagements which call swift action by the forces in 
unison. 

 The recently released ‗Joint military doctrine‘ of the Indian armed forces was a welcome move to enhance 
coordination.   

 A lot of work is needed on the ground to achieve even a fraction of what has been articulated in the doctrine. 

10.9 Status of Navy War Room Leak Case 

What is the issue? 

The Navy war room leak case which posed a threat to the nation is yet to be solved. 

What is the Navy war room leak about? 

 In 2005, over 7,000 pages of sensitive defence information from the Navy War Room and the Air 
Headquarters were leaked to arms dealers and middle man. 

 The leak of sensitive information came to light in May 2005 when an officer was found in possession of an 
unauthorised pen drive containing documents had a direct bearing on national security. 

 Naval Intelligence conducted an in-house investigation with fixed responsibility on three war room officers 
Commander Vijendra Rana, Commander Vinod Kumar Jha and Captain Kashyap Kumar. 

What were the documents found leaked? 

 A file containing a war game marked ‗Top Secret‘, based on inputs sent to Naval HQ by Indian intelligence. 

 Details of the Navy‘s operations, including its fleet and submarines, for the next 20 years, information that 
could translate into windfall gains for any defence equipment company. 

 Details of ―vulnerable areas‖ and ―vulnerable points‖ in India‘s air defence network,a standard operating 
procedure for the Pechora missile project. 

 A brief on Sir Creek, marked ‗Secret‘, for the Deputy Chief of the Naval Staff ahead of his talks with Pakistan, 
Files relating to Sir Creek and the Navy‘s positioning in this disputed territory. 

 Details of the joint response by the Army, Navy and Air Force in case of a Pakistani ingress in Kutch sector. 

What were the actions taken on the offenders? 

 All three officers were sacked without a trial, using a provision under Article 311 of the Constitution which 
allows summary action in case ―the President or the Governor, as the case may be, is satisfied that in the 
interest of the security of the State, it is not expedient to hold such inquiry‖. 

 The probe and action was initially limited to Naval Headquarters, due to its significance the government 
handed the investigations to the CBI in 2006. 

 CBI registered an FIR and raided over 20 locations connected to the middle men and arms dealers. 

 Few accused in the case are currently facing trial in a special CBI court, the main offender Captain Kashyap 
Kumar was neither arrested nor charge sheeted so far. 

 Some other prime suspects were asylum in UK and Europe, due to lack of extradition treaty and other 
operational difficulties they are yet to be arrested and penalised. 

10.10 Reducing the Areas under AFSPA 

Why in news? 

Ministry of Home Affairs (MoHA) has decided to reduce the central forces deployed under AFSPA Act in north-eastern 
states. 
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What is the AFSPA act? 

 Armed Forces (Special Powers) Act 1958, gives armed forces the power to maintain public order in ―disturbed 
areas‖. 

 It can be invoked in places where the use of armed forces in aid of the civil power is necessary. 

 The causes could be differences or disputes between members of different religious, racial, language or 
regional groups or castes or communities. 

 The Central or State/UT administration can declare the whole or part of a State or Union Territory as a 
disturbed area. 

 MoHA would usually enforce this Act where necessary. 

 Under this act armed forces can have the authority to prohibit a gathering of five or more persons in an area. 

 They can use force or even open fire after giving due warning if they feel a person is in contravention of the 
law. 

 If reasonable suspicion exists, the army can also arrest a person without a warrant. 

 They can also enter or search a premise without a warrant, and ban the possession of firearms. 

What is the account of AFSPA in North-Eastern states? 

 The Act came into force in the context of increasing violence in the North-eastern States decades ago. 

 They state governments clearly found it difficult to control. 

 The Armed Forces (Special Powers) Bill was passed by both the Houses of Parliament. 

 It was approved by the President in 1958. 

 It became known as the Armed Forces Special Powers Act, 1958. 

 It was effective in the whole of Nagaland, Assam, Manipur (excluding seven assembly constituencies of 
Imphal), Meghalaya and parts of Arunachal Pradesh. 

What are the recent decisions? 

 The Centre has revoked The Armed Forces (Special Powers) Act (AFSPA) from Meghalaya since April 1, 2018. 

 Earlier the AFSPA was effective in 20 km area along the Assam-Meghalaya border. 

 In Arunachal Pradesh the impact of AFSPA was reduced to 8 police stations instead of 16 police stations. 

 The Ministry has also relaxed the Protected Area Permit (PAP) for foreigners visiting Manipur, Mizoram and 
Nagaland. 

 The PAP will be valid for 5 years, but residents from Pakistan, Afghanistan and China will not be allowed to 
visit these areas. 

 In 2017, the Home Ministry gave up its power and asked the Assam government to take a decision on 
continuing AFSPA in the State. 

 Recently, Home Ministry has decided to reduce the number of central armed police force personnel deployed 
in the north-eastern States. 

What are the further plans? 

 In 2004, Union Government appointed a five-member committee headed by Justice B.P. Jeevan Reddy to 
review AFSPA, 1958. 

 The committee submitted its report in 2005. 

 Besides repealing the Act, it recommended that the Unlawful Activities (Prevention) Act, 1967 should be 
modified to clearly specify the powers of the armed forces and central forces. 

 Union government is now considering a proposal to make AFSPA more operationally effective and humane by 
taking Jeevan Reddy committee‘s report. 

 Government‘s recent moves also signify a willingness to reconsider the use of the special law as and when the 
ground situation improves. 

 Thus, as of now, there is no sign that the vigour of the law will be diluted, but the area of its use may be 
progressively curtailed over time. 
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10.11 Supreme Court judgment on extra judicial killing by AFSPA 

Why in news? 

The Supreme Court ordered CBI investigation into suspected extra-judicial killings in Manipur. 

What is the case? 

 The ruling came on petitions which demanded an inquiry into 1,528 deaths in counter-insurgency operations 
in Manipur. 

What was the Government‟s stand? 

 The Attorney General had argued against the court ordering an investigation into some specific instances. 

 He argued that inquiries conducted by the authorities in Manipur were biased in favour of the citizens owing 
to local pressure and the ground situation. 

What was the Supreme Court‟s stand? 

 The cases involved either suspected fake encounters or the use of excessive or retaliatory force. 

 The Supreme Court has reiterated the principle of accountability as an essential part of the rule of law. 

 It has taken the view that the killing of a person who was possibly innocent cannot be overlooked owing to 
mere lapse of time. 

 The state cannot take advantage of its own inaction and ruin a probe by citing the delay as a reason. 

 The Supreme Court ordered CBI investigation into suspected extra-judicial killings in Manipur. 

What is the Supreme Court‟s rationale on AFSPA? 

 Last year, the court had ruled that the armed forces cannot escape investigation for excesses even in places 
where they enjoy special powers. 

 It also reiterated that the legal protection provided by the Armed Forces (Special Powers) Act, or AFSPA, will 
have to yield to the principles of human rights. 

 The court‘s order is yet another reminder that AFSPA has contributed to the climate of impunity in States 
where it is in force, especially in Manipur. 

 The situation under AFSPA is so hostile to the concept of human rights that in many of these cases there was 
no inquiry at all. 

 In some instances, the First Information Report was against the victim and not against the alleged 
perpetrators. 

What are the problems faced by NHRC? 

 The National Human Rights Commission (NHRC) has been reduced to a ―toothless tiger‖. 

 It is grossly understaffed despite its increasing workload, and many State governments show little respect for 
its guidelines and instructions. 

10.12 Issues of paramilitary forces 

Why in news? 

Some Central Armed Police Forces (CAPF) personnel have vented their grievances through social media.  

Who are CAPFs? 

 India has five federal-level armed police organisations that constitute the CAPFs under the Ministry of Home 

Affairs (MHA).  

 They are the Border Security Force (BSF), Central Reserve Police Force (CRPF), Central Industrial Security 

Force (CISF), Indo-Tibetan Border Police (ITBP), and SashastraSeemaBal (SSB). 

 They are not meant to be paramilitary in nature.  

 They operate under the MHA, rather than the Ministry of Defence.  
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 Their mandate is to assist the state police organisations under special circumstances like communal riots, 

insurgency and border skirmishes. 

 IPS members, and not army commanders, head these organisations.  

 The senior-most ranks have officers seconded from the IPS on a temporary basis, with very few from the 

original ‗CAPF‘ pool making it to the top. 

What are the problems? 

 Growing resentment over the allegedly poor quality food is just symptomatic of the dissatisfaction that runs 
much deeper.  

 The personnel are not happy with their service conditions.  

 Indo-Tibetan Border Police (ITBP) personnel have to work in snow-bound areas round the year.  

 Border Security Force (BSF) personnel have to perform duties in snow-bound areas, in desert tracts and in 
jungle terrain, depending on the border they are deployed at.  

 The Central Reserve Police Force (CRPF) personnel are over-stretched and on the move most of the time. 

 An unplanned expansion of the forces has made human resource management a stupendous problem.  

 There is an acute shortage of housing in the forces. 

 There are shortages of transport and arms and ammunition. 

 The home ministry officers who deal with these problems have no first-hand knowledge of the working 
conditions of the forces and therefore tend to be insensitive. 

 About 95% of the force remains deployed throughout the year.  

 The men aren‘t even able to avail of their leave, which causes anger and resentment.  

 An absence of promotional opportunities is also causing frustration in some forces.  

What should be done? 

 Some kind of rotation in the duties of these personnel should be done, so they have time to refresh themselves 
and recuperate.  

 An open-ended expansion of the Central Armed Police Forces must stop.  

 At the state level, there is a shortage of 5,00,000 police personnel.  

 The Centre should work out a formula, in consultation with the state governments, to fill these vacancies so as 
to lessen their dependence on central forces.  

 The existing grievance redressal mechanism needs to be revisited. 

 More channels need to be opened for grievances to be aired. Meanwhile, social media is here to stay.  

10.13 Liberalized Blacklisting Norms for Defense Procurements 

Why in news? 

The government introduced new liberalized blacklisting policy for arms companies in its ‗Guidelines of the Ministry of 
Defense for Penalties in Business Dealings with Entities‘.  

Why liberalization was necessary? 

 The blacklisting of companies in the past have heavily impacted the modernization of our military. Some 
examples are Bofors Howitzers scandal and subsequent blacklisting led to derailment of the plans for 
technology transfer and indigenous manufacture. Army has not inducted a single modern artillery gun in the 
last 30 years. 

 HDW Submarines Scandal led to the loss of the expertise gained in the construction of diesel-electric 
submarines and the delay in the induction of new subs. 

 VVIP Helicopter scandal led to the situation of President and PM without any modern/secure 3-engine 
choppers. 

What are the new norms? 
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 The new rules will apply to both Indian and foreign firms and agents or employees of companies found to be 
directly involved in the corrupt act  

 India will now be open to doing business even with a banned firm if there is no alternative available to its 

weapon system or equipment in the market. 

 This will be allowed, on the grounds of national security, operational military readiness and export 

obligations. 

 It will be allowed after the vice-chief of the Service concerned (Army, IAF or Navy), the chief of the integrated 

defense staff or the additional secretary (defense production) signs a certificate to that effect and gets 

permission from the "competent authority" (the Defense Minister). 

 It also makes it clear that India will no longer impose blanket bans for 10 years on erring. The earlier 

wholesale bans, of course, often proved counter-productive by derailing military modernization projects. 

 Foreign companies will initially be suspended for six months if the defense ministry feels that allegations of 

corruption against them are serious. This ban will be reviewed every six months and would in most cases not 

extend beyond a total period of five years.  

 With a review of the suspension order being undertaken within six months, the defense minister will decide if 

the subsequent period of suspension has to be extended by six months at a time. 

 Banning of business dealings may be ordered only on the following three grounds,  

a. if a company accepts its misconduct,  

b. the CBI files a charge sheet against it or  

c. a court or tribunal finds it guilty. 

 This ban period will not be less than five 
years for the following grounds, 

a. if there is violation of the pre-
contract integrity pact,  

b. the company is found resorting to 
corrupt practices,  

c. unfair means and illegal activities 
during any stage to bag a contract, 
or  

d. if national security considerations 

warrant the step. 

 But the ban period will not exceed three 

years for "non-performance or under-

performance" or any other ground required 

in "public interest".  

 The company with which business dealings 

are suspended or banned will, however, be 

allowed to take part in new tenders for 

spares, upgrades and maintenance for 

weapon systems supplied earlier. 

 The order of suspension banning of 

business with an entity may be extended to 

its allied firms only by a specific order of the 

defense minister. 

 The entity with which business has been suspended or banned will not be permitted to transact contracts 

under a different name or division. 
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10.14 Rafale Deal Controversy 

Why in news? 

The Defence Minister refused to share the price details on Rafale purchase, citing the Security Agreement provisions. 

What is the Rafale aircraft? 

 Rafale is a twin-engine medium multi-role combat aircraft. 

 It is manufactured by the French company Dassault Aviation.  

 Dassault claims Rafale has 'Omnirole'. 

 This is the capability to perform several actions at the same time. 

 Rafale can carry out both air-to-ground as well as air-to-air attacks. 

 It can also carry out interceptions during the same flight. 

 The aircraft is fitted with an on-board oxygen generation system (OBOGS). 

 It suppresses the need for liquid oxygen re-filling or ground support for oxygen production. 

How did the deal evolve? 

 Indian Air Force (IAF) raised the requirement for Medium Multi Role Combat Aircraft (MMRCA) in 2007. 

 This was to replace the aging fleet of MiG aircratfs. 

 Tender - Tenders for 126 Medium Multi Role Combat Aircraft (MMRCA) fighters were issued by India in 
2007.   

 It was an open competition between companies including Dasault Aviation of France. 

 Dassault was announced as the lowest bidder in 2012. 

 Earlier Deal - Of the 126 jets required, 18 fighters were to be imported in a fly-away condition. 

 Hindustan Aeronautics Ltd (HAL) would manufacture the remaining 108 jets. 

 This was agreed to be with Transfer of Technology (ToT) from Dassault. 

 Stall - India and France were unable to decide on a price for the jets. 

 The workshare agreement between HAL and Dassault Aviation was signed in 2014.  

 But with the new NDA government in place, clarity on the progress of the deal remained unclear. 

 New deal - On PM's visit to France in 2015, India‘s intention to buy 36 Rafale aircraft in ―fly-away‖ condition 
was announced. 

 Defence Minister announced the previous 126 fighter jet deal to be dead. 

 Subsequently, the deal for the acquisition of 36 aircraft was signed by the Defence Ministers of India and 
France in 2016. 

 This was done through a government-to-government deal. 

What are the present concerns? 

 ToT - The current deal has a 50% offset component. 

 Accordingly, Dassault will manufacture items worth 50% of the deal in India. 

 However, the absence of transfer of technology (ToT) component is raised as an issue.  

 Also, no role is guaranteed for any Indian public sector company, including HAL. 

 Deal - The present deal as direct government-to-government agreement, as against the earlier open tender, is 
criticised. 

 Also, the 36 fighters are said to be purchased at a much higher price than earlier negotiated. 

What is the dispute with sharing price details? 

 Earlier deal - The previous government's price for 126 aircraft was never finalised, and no contract was 
signed or executed. 

 Hence, no official figure on the price was ever given. 
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 New Deal - Recently, the Defence Minister declined to share the cost of the Rafale fighters under the new 
deal, with Rajya Sabha.  

 It was said that the price details were "classified information". 

 This was as per the Inter-Governmental Agreement (IGA) between the Governments of India and France. 

 Accordingly, material exchanged under IGA is governed by the provisions of the Security Agreement. 

 However, in 2016, Minister of State for Defence had shared the price in the Lok Sabha in a written reply. 

 The basic price of each Rafale aircraft was said to be around Rs 670 crore. 

 At the time of its signing, the 36-aircraft deal was said to be worth around Rs 59,000 crore. 

What is the Security Agreement? 

 Security - Signed between the two nations in 2008, it has some confidentiality provisions. 

 It relates to Protection of Classified Information and Material in the field of Defence. 

 For any contract or sub-contracting contract with classified information and material, a security annex shall 
be drawn up.  

 The competent security authority from the information forwarding party shall specify what has to be protected 
by the receiving party. 

 Renewal - It was specified that the Agreement shall remain in force for a period of 10 years.  

 It shall be renewed by "tacit consent" for new 5-year period. 

 Accordingly, the agreement will continue unless one of the Parties notifies its intention to not renew. 

 This has to be given in writing 6 months prior to the end of the current period of validity. 

 The initial 10-year life of the Agreement signed in 2008, ended on January 24, 2018. 

 It is not clear if it has been renewed by tacit consent by the government. 

What is the parliamentary procedure? 

 It has generally been the practice to share the cost of defence deals with Parliament. 

 However, in some cases, the details have been kept secret for reasons of national security.  

 Nevertheless, the government is duty-bound to share the pricing details with Comptroller and Auditor General 
(CAG) and the Public Accounts Committee (PAC) of Parliament. 

10.15 Need for a Defense Procurement Regulator  

What is the issue? 

 A Parliamentary standing committee report has highlighted contradiction between actual defence 
procurements and budget estimates. 

 To resolve such claims union Budget 2018 is expected to announce a regulatory body for defence procurement.  

How are defence procurements made in India? 

 Defence spending is classified under Non-plan expenditure. 

 The respective funds will be allocated by the finance ministry through budget estimates. 

 Allocated funds will be utilized by  

i. Defence Research & Development Organisation (DRDO) 

ii. Ordinance factory board (OFB) 

iii. individual tri-defence forces under ministry of defence 

 Defence procurements are typically conducted through a competitive two stage bidding process.  

 It happens as per the guidelines contained in the Defence Procurement Procedure of India (DPP). 

 Apart from this, defence procurement can also be made through inter-governmental agreements between 
friendly countries.  
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What are the concerns? 

 The report highlights inadequate budget allocations made by the Ministry of Finance (MoF). 

 There are perpetual delays in capital acquisitions. 

 Also, there is constant miscommunication between the Ministry of Defence (MoD) and the Ministry of Finance 
(MoF). 

 Persistent failure of the defence ministry to utilise the allocated funds has also contributed to reduction in 
budget allocations.  

 Armed forces are sadly under-equipped and procurement planning is grossly inadequate.  

 It is concluded that India is not combat ready. 

How could a regulator help? 

 The shortfalls can be resolved better by an independent regulator for defence acquisitions. 

 Implementation of the procurement policy can better be overseen.  

 The regulator could check whether the policies are in line with the current and future requirements of the 
armed forces. 

 A regulator could ensure proper acquisition decisions by MoD, MoF, armed forces and Cabinet Committee on 
Security. 

10.16 Strategic partnership model 

Why in news? 

The Defence Acquisition Council (DAC) approved the broad contours of the Strategic Partnership Model (SPM) in its 
meeting held on May 20, 2017 under the chairmanship of the Defence Minister. 

What is the partnership being about? 

 The policy is intended to engage the Indian private sector in the manufacture of hi-tech defence equipment in 
India. 

 It is an establishment of long-term strategic partnerships with qualified Indian industry majors through a 
transparent and competitive process. 

 The Indian industry partners would tie up with global OEMs (original equipment manufacturer) to seek 
technology transfers and manufacturing know-how to set up domestic manufacturing infrastructure and 
supply chain. 

What is action plan of SPM? 

 SPM will kick start the process by selecting strategic partners for four segments, namely, fighter aircraft, 
submarines, armoured vehicles, and helicopters. 

 In a separate process, MoD will also select the foreign Original Equipment Manufacturers (OEM) who could 
supply a particular platform required by MoD with transfer of the requisite scope, range and depth of 
technology for its manufacture in India. 

 The process of selecting the platform would have to follow the same procedure as laid down in the Defence 
Procurement Procedure, which, among other things, entails lengthy field trials. 

What are the problems with the model? 

 There are procedural difficulties with the make schemes in the defence sector. 

 Price discovery is an important component of the scheme, MoD needs to build up capabilities in costing and 
cost based challenges. 

 It is not clear whether it is these strategic partners who will tie up with the chosen OEMs and participate as 
prime vendors in the MoD tender. 

 The presumption underlying the SPM is that the OEMs will be happy to transfer technology to Indian 
companies or Joint Ventures (JVs) with Foreign Direct Investment (FDI) up to 49%. 

 But there is the sensitive issue of Intellectual Property Rights (IPR), which is one of the reasons why foreign 
OEMs are generally reluctant to transfer technologies. 
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 It is doubtful if the adoption of SPM will lead to an acceleration of this process. 

 Binding a strategic partner through a long-term legal covenant and its subsequent upgrade, which may spread 
over several decades, would be quite a challenge. 

 These problems have been faced even in the context of a few ‗Make‘, which, incidentally, continue to be a 
work-in-progress. 

Flaws in our Defense Procurement Policies 

What is the issue? 

 The government has scrapped a 13-year-long procurement process for the 12 minesweepers warships, which 
are of critical importance.  

 This is in line with the multiple such unplanned high profile cancellation in the defence sector, and is 
increasingly rendering the security architecture weak.  

What are some cancellations? 

 Minesweeper Warships - These are vessels that are specialised to diffuse or safely remove explode 
underwater mines that target ships.   

 For years, the navy has been adjusting its operations with just six outdated Soviet-era minesweepers, of which 
two retired last year.  

 The current cancellation leaves a glaring hole in India‘s maritime security until a new vendor is contracted, 
which might even take more than a decade.   

 MMRCA Cancellation - The cancellation of the tender for 126 ―Medium multi-role combat aircraft‖ is 
another classical case. 

 This culmination in the unplanned procurement of 36 highly expensive Rafale fighters in flyaway condition 
from France‘s ―Dassault Aviation‖. 

 Spike Anti-Tank Missile - The government recently cancelled the procurement of these missiles from the 
Israeli‘s ―Rafael Defence Systems‖. 

 Black Shark Torpedoes –India‘s first Scorpene submarine, INS Kalvari, was recently commissioned, but it 
didn‘t have torpedoes (its primary weapon).  

 This was because of the cancellation of the contract for ―Black Shark torpedoes‖ with Italian company 
―WASS‖. 

 The cancellation was due to the corruption case involving ―VVIP chopper‖ sales to India by Augusta Westland, 
which is a ‗sister concern‘ of WASS.   

Why do so many procurements fail?  

 Ambitious Requirements - the primary one is the flawed framing of qualitative requirements (QRs) or the 
performance criteria the weapon. 

 Too often, the user services (Army, Navy and Air force) tend to set very high standards in order to get the 
latest equipment. 

 Also, this trend is partly due to the certainty of the slow pace of procurement, as equipments would arrive late 
and technologies would‘ve advanced.   

 Consequently, requirements become very technologically ambitious, that either just one or none of the 
potential suppliers would be able to meet them. 

 Since bureaucrats desire at least two eligible contenders for ―price discovery‖, this creates a stalemate 
situation. 

 Unrealistic Demands – This was felt in the MMRCA cancellation, when ―Dassault Aviation‖ wasn‘t willing 
to enter technology transfer arrangements. 

 Also, the timelines for delivery and other accessory conditions became prohibitive for the deal to proceed.  

 The Missing Element - Simplification of the procurement process has been repeatedly promised in the past 
but hasn‘t happened.  

 Also, there is a lack of bureaucrats who know their subject and do not fear the possibility of subsequent 
investigation. 



 
 

 

www.shankariasacademy.com   |   www.iasparliament.com 

80 

10.17 Defense production policy 2018 (draft) 

Why in news? 

Ministry of Defence has released a new Draft Defence Production Policy (DProP), 2018. 

What are the aims of DProP, 2018? 

 The DProP 2018 has embarked on an ambitious journey to mark India‘s position among the top defence 
production countries in the world. 

 The DProP 2018 is focused on self-reliance. 

 It seeks to change India's position from being the largest importer of arms in the world. 

What is the plan under DProP? 

 Indigenous Defence production - The policy targets 2025 for becoming self-reliant in 13 weapons platforms. 

 It includes fighter aircraft, warships, tanks, missiles and artillery, which constitute the bulk of India‘s imports. 

 PPP Model -The policy attempts for increased productivity and innovation. 

 It thus calls for increased participation of MSMEs, start-ups and other players from the private sector in the 
defence industry. 

 Liberal Policies -The policy would liberalise licences that will be provided to defence industries. 

 Also, the requirements for renewal of licences will be pruned. 

 The companies with a good track record will be given favourable consideration. 

 The policy also liberalises the FDI regime in the defence sector. 

 Skill Development - It aims at advancing and boosting the existing public sector defence production units. 

 This is particularly aimed to be achieved through skill development and overall program management. 

 Overseas Production - The recent policy aims at fusing together technologies from Ordnance Factory Board, 
Defence Public Sector Undertaking and private players. 

 For this, the policy plans on setting up Defence Export Organisation in partnership with the industry. 

 This will facilitate for overseas marketing of domestically produced goods. 

What are the expected outcomes of the policy? 

 If properly implemented the policy will reduce the import bill. 

 It could increase the export earnings up to Rs 1, 70,000 crore by creating employment for more than 3 million 
people. 

 This will make India a top destination for Research & Development (R&D) in the world. 

 It can promote India as a hub for defence related Intellectual Property (IP). 

 The broad policy will accelerate domestic defence production and thereby makes it feasible to have a market of 
our own. 

 Indigenous defence production will attract more investors which eventually will lead to massive market 
creation. 

What are the challenges ahead? 

 Realising the aims demands difficult changes. 

 E.g. the military will have to abandon its insistence on imported, state-of-the-art weaponry. 

 Several categories listed for complete indigenisation are already available. 

 However the military has traditionally insisted on inducting into service only cutting-edge, fully proven 
weaponry. 

 There is a need for an overarching infrastructural, fiscal and legal environment, and essential testing and 
validating facilities that individual firms cannot cost-effectively create. 

 The policy involves multiple ministries which could delay the establishment of defence production ecosystem 
within an optimistic time frame. 
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10.18 Becoming a Defense Manufacturing Hub 

What is the issue? 

 The four-day DefExpo India took place recently in Chennai. 

 India's ambitious objective of being a defence manufacturing hub demands a lot more efforts. 

What were the stated aims? 

 The DefExpo has ambitiously positioned India as an emerging defence manufacturing hub. 

 It places it as an exporter of defence systems and components. 

 Such an objective seems uncertain to be achieved in the near future. 

Why is the uncertainty? 

 It's because India is the world‘s top importer of arms. 

 It accounted for 12% of total global arms imports during 2013-17. 

 It spends around 30% of total defence budget on capital acquisitions. 

 60% of defence-related requirements are currently met through imports. 

 It does not even figure among the top 25 arms exporters. 

Why is indigenisation critical? 

 About 62% of India‘s arms imports in 2013-17 originated in Russia, 15% in the US and 11% in Israel. 

 India is the largest customer for the Russian and Israeli defence industries and the third-largest for the 
French. 

 Significantly, India‘s imports from the US jumped around 500% between 2008-12 and 2013-17. 

 India‘s rising imports of arms is in sharp contrast to China. 

 China reported a 19% drop in overseas purchases between 2008-12 and 2013-17. 

 It accounts for 4.6% of the global arms export market. 

 With this, it has emerged the fifth-largest exporter of arms. 

 Given this high level of dependence, indigenisation of defence procurement is critical for strategic reasons. 

What are the measures taken in this regard? 

 Private sector - 'Make in India' focuses on increasing indigenous defence manufacturing and becoming self-
reliant. 

 The resultant private participation in defence sector has helped foreign OEMs (Original Equipment 
Manufacturers). 

 They have entered into strategic partnerships with Indian companies. 

 It has leveraged opportunities in the domestic as well as global markets. 

 Duty exemption - The preferential treatment given to DPSUs in excise and customs duty has been 
discontinued. 

 This is to create a level playing field for all Indian industries (public and private). 

 Indigenisation - The Defence Procurement Procedure 2013 was amended with effect from April, 2016. 

 This was to encourage indigenous design, development and manufacture of defence equipment. 

 India‘s focus on indigenous manufacturing is paying off. 

 Evidently, the ministry of defence over the last 2 years unveiled several products manufactured in India. 

 These include 

1. the HAL Tejas light combat aircraft 

2. the composite Sonar dome 

3. a portable telemedicine system for the Armed Forces 

4. penetration-cum-blast and thermobaric ammunition specifically designed for Arjun tanks 
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5. heavyweight torpedo called Varunastra manufactured with 95% locally sourced parts 

6. medium range surface to air missiles 

 Defence deals - The Defence Acquisition Council under the ministry of defence has cleared many defence 
deals. 

 Deals worth over Rs 820 billion under the ―buy and make‖ and ―buy Indian‖ categories were cleared. 

 FDI - 100% FDI is allowed in the defence sector. 

 Of this, up to 49% is under the automatic route. 

 FDI above 49% is permitted through the government route. 

 This is done on a case-by-case basis where it is likely to result in access to modern technology. 

 Budget - The government increased the defence budget by around 5.9% for 2018-19. 

 Accounting for around 12% of total government expenditure, it is around 7.8% more than the last year's 
budget. 

 Industries - It is planned to develop two defence industrial production corridors. 

 Formulating an industry-friendly military production policy is also under consideration. 

 An industry-friendly ―defence production policy 2018‖ to promote domestic production by the public sector, 
private sector and MSMEs is also underway. 

 Foreign trade policy - It provides guidelines for engaging with Indian missions abroad. 

 It facilitates exports of indigenously developed defence systems. 

 The measures have contributed to increasing defence manufacturing and exports. 

10.19 Defense industrial corridor 

Why in news?  

Finance Minister in his budget speech has proposed two defence industrial corridors in the country to promote 
domestic production in both public and private sectors. 

What is a defence Industrial corridor? 

 A defence corridor refers to a route or a path along which domestic productions of defence equipment by 
public sector, private sector and MSMEs are lined up to enhance the operational capability of the defence 
forces. 

 The government has now opened up private investment in defence production including liberalising foreign 
direct investment. 

Which are the places selected for Defence Corridor? 

 The locations of these corridors are strategically decided by the Defence Ministry while taking into account a 
natural ecosystem that could be utilised for enhancing the existing defence network. 

 The first corridor will link Chennai and Bengaluru and will pass through Coimbatore and several other 
industrial clusters. 

 The second defence industrial production corridor is to set up in 
Uttar Pradesh at an estimated cost of Rs 20,000 crore that would 
also generate 250,000 jobs. 

 The UP corridor will link Agra, Aligarh, Lucknow, Kanpur, Jhansi 
and Chitrakoot. 

10.20 Defense planning committee 

 The Union Government has formed Defence Planning Committee 
(DPC), under the chairmanship of National Security Advisor. 

 It is a new integrated institutional mechanism that will drive 
country‘s military and security strategy and guide defence 
equipment acquisitions.  
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 It will be a permanent body and it will prepare draft national formulating international defence engagement 
strategy. 

 It will consist of Chairman Chiefs of the Staff Committee (COSC), service chiefs, Defence Secretary, Foreign 
Secretary and Secretary (expenditure) in the Finance Ministry. 

10.21 Police Reforms 

How Policing is governed in India? 

 Policing is a state subject in India. 

 So the state Governments are responsible for providing an efficient police force.  

 The Indian Police Act was enacted by the centre in the year 1861.  

 Most of the states in India have separate legislations dealing for policing based on this Act.  

 The colonial system of policing established by the Act thus continued to remain in existence. 

 Throughout the 1960s, many State Governments took initiatives to set up commissions to examine the 

problems of the police and suggest improvements. 

 During the 1970s, the Government of India became active and set up the Committee on Police Training in 

1971, and later the National Police Commission in 1977.  

What are the problems in the existing system? 

 Archaic laws - The fact that the Police Act of 1861 had failed to produce an efficient and a professional police 

force had been realized even by the British.  

 A major effort to improve the system was made as early as 1902.  

 The Commission made many recommendations but ignored the fact that most of the ills afflicting the 

organization could be ascribed to the system established by the Police Act of 1861.  

 Today, there is a changing role of police due to various socio-economic and political changes which have taken 

place in the country and the challenges posed by modern day global terrorism, extremism, rapid urbanization. 

 Police misconduct- Violation of fundamental and human rights of the citizens are generally in the nature of 

non-enforcement and discriminatory application of the laws.  

 There has increasing incidents of direct violations of the rights of citizens in the form of unauthorized 

detentions, torture, harassment, fabrication of evidence, malicious prosecutions etc. 

 Political entanglement-The phenomenon of frequent and indiscriminate transfers ordered on political 

considerations as also other unhealthy influences and pressures. 

 Caste & ―flexibility‖ of the concerned police also determines posting. 

 At the State level, promotion is offered to those who can ―serve‖ to ruling party. 

 Interference - Political, executive and other interference in investigation. 

 Institutional failure- The police complaints authority, a body that would look at serious complaints against 

the police, is currently functioning out of the overburdened Delhi Public Grievances Commission. 

 Structural flaw- Global average ratio of police-population is 270 per one lakh. In India it is 120 per one 

lakh. 

 Pendency - Lack of competence unable them to generate evidence leads to pending. 

 Lack of coordination- This is especially in red corridor were police department experience lack of coordination 

with armed forces often leads to misperception and coercion. 

 Extra judicial killings 
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Little Justice for Victims Rape Murder 

Fresh cases registered by police 24206 34305 

Total individuals in custody or on ball 104997 376486 

Trail of alleged perpetrators completed 21489 54410 

Cases which were compounded or withdrawn 166 75 

Persons convicted 5724 20008 

Percentage of alleged perpetrators convicted 26.63 36.77 

What is the need for reforms? 

 To enhance the quality of Criminal Justice System in the country. 

 To secure professional independence. 

 To enable the Government to oversee the police performance. 

 Transparent procedure for the appointment. 

 To reflect the democratic aspirations of the people. 

 To strengthen the intelligence gathering ability. 

 To separate investigation work from law and order. 

 To modernizing the police force 

 Most importantly to make police people friendly. 

What is NPC? 

 National Police Commission (NPC) -The Government of India appointed a National Police Commission 
in 1977.  

 It was felt that ―a fresh examination is necessary of the role and performance of the police both as a law 
enforcement agency and as an institution to protect rights of the citizens enshrined in the Constitution‖.  

 The NPC submitted eight detailed reports between 1979 and 1981 which contained comprehensive 
recommendations covering the entire gamut of police working. 

What are NPC‟s recommendations? 

 First report - NPC recommended that the existing system of working of the constables, who constitute more 
than 85% of the force, be radically changed.  

 They should be so recruited and trained that they could be deployed on duties involving the exercise of 
discretion and judgment.  

 The Commission also suggested machinery to redress of grievances within the police organization. 

 Second report - It recommended that the power of superintendence of the state government over the police 
should be limited to ensuring that the police perform their duties in accordance with the law.  

 It recommended the setting up of a statutory body called the ‗State Security Commission‘ in each state and 
also that the chief of police should be assured of a minimum prescribed tenure. 

 Third report - It dealt with the procedural laws and the evils of suppression of crime by non-registration of 
cases.  

 It emphasized that the posting of officers in-charge of police stations should be the exclusive responsibility of 
the district Superintendent of Police and similarly the selection and posting of Superintendents of Police 
should be the exclusive responsibility of the Chief of Police. 

 Fourth report - It emphasized the imperative need of co-ordinating the functioning of the investigating staff 
with the prosecuting agency and suggested reforms in procedural laws with a view to facilitating judicious 
conduct of investigations.  

 Fifth report - It dealt with the recruitment of constables and sub-inspectors and laid emphasis on their 
proper training. 

 Sixth report - It recommended police commissionerates in large cities with a population of five hundred 
thousand and above and also in places which had witnessed rapid industrialization or urbanization.  
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 Seventh report - It dealt with the internal management of the police force and emphasized that this should 
be entirely under the purview of the Chief of Police. 

 Eighth report - It recommended that the State Security Commission should be provided with an 
independent cell to evaluate police performance in both qualitative and quantitative terms. 

 The failure of these initiatives is due to the lack of political will in implementing the recommendations of the 
expert commissions and committees.  

 As a result, the Act of 1861 continues to be on the statute book even after nearly 150 years. 

What are the other Committees? 

 Apart from the National Police Commission, several other bodies were constituted from time to time to go into 
the question of police reforms.  

 These were -  

 Gore Committee on Police Training (1971-73) - to review the state of police training in the country and 
suggest improvements. 

 Ribeiro Committee on Police Reforms (1998) –set up by the Supreme Court while it was deliberating 
over the Public Interest Litigation filed for police reforms; the Court wanted the Committee to examine if the 
National Police Commission‘s recommendations, which formed the core of the PIL, were still relevant or that 
any modifications were called for. 

 Padmanabhaiah Committee on Police Reforms (2000) - examined the requirements of policing in the 
new millennium. 

 Group of Ministers on National Security (2000-01) - examined the reports of various Committees which 
were set up in the wake of Pakistan‘s aggression in Kargil, including the one dealing with internal security, and 
suggested comprehensive measures to strengthen the internal and external security apparatus. 

 Malimath Committee on Reforms of Criminal Justice System (2001-3) – It made far-reaching 
recommendations to reform the criminal justice system. It suggested significant changes in the Criminal 
Procedure Code to expedite the disposal of cases and in the Evidence Act to facilitate securing of convictions. 
Unfortunately, the recommendations of the Malimath Committee were trashed because of the chorus of 
protest from the human rights lobbies. 

What was Judiciary‟s view? 

 The core recommendations of the National Police Commission were resurrected through a PIL in 1996.  

 It drew attention of the Court to the misuse and abuse of the police in the following forms: 

1. Frequent postings and transfers, 

2. Recruitment procedures vitiated through political recommendations 

3. Influences in Promotion 

4. Tampering in investigation 

5. Unlawful directions to police 

6. Intelligence apparatus utilized for political purpose 

 The petition requested the Court to re-define the role and functions of the police, frame a new Police Act on 
the lines of the Model Bill drafted by the National Police Commission. 

 It was forcefully argued during the pendency of the petition that the continuance of the colonial pattern of 

policing had contributed to disasters at the national level.  

 The writ petition was heard by the Supreme Court over a period of ten years.  

 The dilemma before the Supreme Court was whether it should wait further for the governments to take 

suitable steps for police reforms.  

 However the court directed to frame a new model Police Act by the Central Government and/or the State 

Governments pass the requisite legislations based on NPC recommendations. 

What are the features of Model Police Act-2006? 

 Following this, in 2005 to Soli Sorabjee Committee was constituted to draft a new Police Act. 
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 It drafted a New Model Police Bill to replace the colonial 1861 Police Act & gave a model police act in 2006. 

 The proposed Act has 16 chapters, consisting, in all, 221 sections.  

 The Committee was guided by the need to have a professional police ‗service‘ in a democratic society, which is 

efficient, effective, responsive to the needs of the people and accountable to the Rule of Law.  

 Some important provisions are – 

 Functional autonomy - While recognizing that the police is an agency of the State and therefore 

accountable to the elected political executive, the Committee has specifically outlined the role of 

Superintendence of the State Government over the police.  

 Creation of a State Police Board - This body, under the chairmanship of the State Home Minister and 

comprising the Leader of Opposition in the State Assembly, the Chief Secretary, the Home Secretary and the 

Director General of Police besides a few independent non- government members, shall lay down the policy 

guidelines for efficient policing and identify performance indicators to evaluate the functioning of the police 

service. 

 Merit-based selection and appointment – It mandates selection of the Director General of Police from 

among three senior-most officers of the state police, empanelled for the rank against prescribed criteria.. 

 Security of tenure -It mandates a minimum tenure of two years for the Director General of Police and 

other key functionaries such as the District Superintendent of Police and the Station House Officer.  

 Indeed, the security of tenure does not preclude the removal of an officer for misconduct or inefficiency; it 

merely ensures that removal is consequent upon specified grounds laid down in law. 

 Establishment Committee - This is a departmental body comprising the Head of the Police and other 

senior officers, being created at the state as well as district levels, to consider transfers and postings of police 

officers at different levels on the basis of collective wisdom and experience, and to look into complaints of 

police officers against any illegal orders. 

 Encouraging professionalism -It introduces the concept of preparing plans that lay down the policing 

objectives to be achieved in a given period, and provides mechanisms to streamline criminal investigation 

and the training processes for police officers. 

 Earmarking dedicated staff for crime investigation - It mandates earmarking of staff in each police 

station specifically for investigating heinous and other specified offences, who shall be trained in scientific 

and other methods of investigation. 

 Civil Police Officer -It stipulates that the rank of constabulary be done away within the Civil Police. Now 

the primary rank in the civil police is the Civil Police Officer, Grade II.  

 Those recruited to this rank shall be trained for three years as stipendiary cadets, and only upon passing 

prescribed bachelor‘s degree examination in Police Studies would they be appointed as Civil Police Officers. 

 Accountability paramount – It prioritizes police accountability, both for their performance and their 

conduct. 

 Performance evaluation -The police shall be evaluated against identified performance indicators 

(including operational efficiency, public and victim satisfaction, accountability, optimum utilisation of 

resources, and observance of human rights standards), the targets let out in the Annual Plan, and the 

resources available with the police. 

 Accountability Commission and District Authorities - The Act creates independent civilian oversight agencies 

chaired  by retired judges at the state and district level to inquire into public complaints against the police for 

serious misconduct and to generally monitor internal departmental inquiries in other cases of misconduct. 

 Offences by the police - The Act introduces criminal penalties for the common defaults committed by the 

police including non-registration of FIRs, unlawful arrest, detention, search, or seizure to bring into sharp 

focus for the police personnel that some of their practices are not only illegal, but also criminal offences under 

the law of the land. 
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 Improved service conditions - It also aims to provide better service conditions to the police personnel 

including rationalizing their working hours, one day off in each week, or compensatory benefits in lieu. It 

creates a Police Welfare Bureau to take care, inter alia,of health care, housing, and legal facilities for police 

personnel as well as financial security for 

the next of kin of those dying in service.  

 Role in protecting Internal Security 

in light of new threats - The police 

are not granted any special powers in the 

Act to deal with these threats; rather the 

Act provides for systematic preparation 

and meticulous compliance of Internal 

Security and Standard Operation 

Procedures. 

What was SC‟s view in Prakash Singh Vs. 

Union of India? 

 SC under Article 142 of the Constitution 

(Power of the Supreme Court to do complete justice) empowered it to issue directives regarding a radical 

overhaul of the Police Act, 1861. Directives were twin pronged: 

 To grant immunity to the police from Executive & politicians 

 To divest the Act of all its colonial vestiges and transform its focus from ―rule‖ to ―governance‖. 

 SC gave 7 binding directives which were meant to be implemented immediately via legislation or executive 

order. But states are unwilling to do so.  

What are the reasons for non-compliance on the part of states? 

 A 3 member Monitoring Committee was appointed in May 2008 to look into the implementation of the 
Court‘s directives by the Governments.  

 Five reports were submitted to Supreme Court based on these which clearly indicated lack of compliance. 

 States accuse of ―juristocracy‖ i.e. increased influence of Judiciary in the matter of legislation and 
Constitutional scheme of ―separation of power‖ was destroyed as all powers were integrated &assumed by SC. 

 State of Maharashtra & UP were of the view that the SC had issued ―recommendations‖ and not ―directions‖ 
& had taken help of following - 

 Under Articles 154 & 163, the Executive power of the State is vested in the Governor who shall act in 
accordance with the aid and advice of the council of ministers or the cabinet. 

 Under Article 163 (3), they said that the Court has no power to question how such advice has been tendered. 
Emphasis was laid on ―shall‖ (which in law means mandatory in contrast with ―may‖, which means 
voluntary). 

 Government of India has also not shown sincerity in implementing the Court‘s directions. It has yet to pass a 
Model Police Bill.  

 The urgency of police reforms cannot be over-emphasized. Police reforms are essential to protect the 
democratic structure of the country, which is being threatened by criminal elements, and to sustain the 
momentum of economic progress. 

11. MISCELLANEOUS 

11.1 Internal Security Scheme 

Why in news? 

The Union Cabinet has recently approved a Rs.25,000-crore internal security scheme. 

What are the highlights of the scheme? 

 The Cabinet Committee on Security (CCS) gave its approval for the implementation of the umbrella scheme, 
Modernisation of Police Forces. 
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 The MPF scheme will be implemented between 2017 and 2020. 

 Out of the total financial outlay, the Central government‘s share will be about 75% and the rest will be that of 
the states. 

 The noteworthy provisions in the scheme cover the following diversified areas: 

1. Internal security. 

2. Law and order. 

3. Women‘s security. 

4. Availability of modern weapons. 

5. Mobility of police forces. 

6. Logistical support. 

7. Hiring of helicopters. 

8. Up gradation of wireless, satellite communications for police. 

9. Crime and criminal tracking network and systems (cctns) 

10. e-prisons. 

 The scheme also earmarks a specific sum for internal security-related expenditure for J&K, north-eastern 
states and states affected by Left-Wing Extremism.  

 The government‘s grant for police modernisation would be followed by steps to grant the force autonomy from 
political masters. 

 Police stations would be integrated to set up a national database of crime and criminal records which will be 
linked with other criminal justice system machineries. 

 Besides, it also provides for: 

i. setting up a state-of-the-art forensic laboratory in Amravati. 

ii. upgradation of the i) Sardar Patel Global Centre for Security, ii)Counter Terrorism and Anti-
Insurgency in Jaipur, iii)Gujarat Forensic Science University in Gandhinagar. 

11.2 Future of Autonomous Weapons 

What is the issue? 

 The UN Group of Governmental Experts (GGE) recently met in Geneva to discuss on the future of autonomous 
weapons. 

 With polarized opinions among countries for its use and ban, it is essential to understand the validity of the 
demands. 

Why is there a call for its ban? 

 It is feared that countries would be driven to engage 
more frequently in military standoffs. 

 This is because, in autonomous weapons era, the fear of 
combat fatalities would no more be a deterrent for 
military engagements. 

 There is also a fear that rapid proliferation of these 
weapons would ultimately leave them in the hands of 
authoritarian regimes.  

 Furthermore, these weapons could develop as 
instruments of power and trigger countries to indulge in 
an Artificial Intelligence arms race. 

 The call for a ban draws support from the fact that the 
international community had, in the past, banned 
devastating weapons, such as biological ones.  

 

 

Autonomous Weapons 

 Lethal Autonomous Weapon Systems 
(LAWS) are designed as weapons, that once 
activated can select and engage targets 
without further human intervention. 

 They are also called the Lethal Autonomous 
Robots (LAR), robotic weapons, or killer 
robots.  

 LAWS are operable in the air, on land, on 
water, under water, or in space. 

 Reportedly, at least six states - the US, UK, 
Russia, China, Israel and South Korea - are 
already developing and testing autonomous 
weapons. 

 Another 44 countries, including India, are 
exploring their potential. 



 
 

 

www.shankariasacademy.com   |   www.iasparliament.com 

89 

Why is the call for a ban not fully justified? 

 Military Engagements - Political, geographical and historical drivers are far more likely to influence a 
state‘s decision to enter into an armed conflict. 

 Autonomous weapons themselves are less likely to be either a deterrent or a driving force for military conflicts.  

 These weapons can, in fact, increase the cost of aggression, thereby deterring conflict in a way. 

 Authoritarian control - The argument that a ban might prevent such weapons from landing in the hands of 
a dictator is unconvincing. 

 LAWS rely on advancements in AI and machine learning.  

 And most of these developments are taking place in the civilian sector, with the potential for ―dual-use‖ 
military capabilities.  

 Regulation - Autonomy will be introduced gradually into various functions of weapon systems, such as 
mobility, targeting and engagement.  

 It is thus currently impossible to define which kinds of autonomous weapons need to be banned given the 
absence of functioning prototypes. 

 Destructive weapons - Biological, or even nuclear weapons, by their very nature, are incapable of 
distinguishing between combatants and non-combatants. 

 LAWS, on the other hand, with its technological sophistication and time, can meet the established 
International Humanitarian Law (IHL) thresholds of distinction and proportionate response. 

 Arms Race - It is undeniable that arms race has been under way for some time now and not going to be 
introduced newly by the autonomous weapons. 

 Inequality - A pre-emptive ban is only likely to compound inequity in military capability, with the bigger 
powers employing these weapons anyway. 

 Every member of the UN Security Council refused to consider a ban on autonomous weapons in the GGE. 

 This is a powerful indication of how unsuccessful a ban is likely to be. 
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